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Abstract: With the rise of deep learning technology, artificial intelligence technology has progressed from shallow machine

learning to deep learning and from small-scale data learning to big data learning. In recent years, with the continuous
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improvement of data and computing resources, the scale of deep learning models has continued to increase, and large-scale
pretrained models (large models) have begun to emerge. In general, any model that is trained on large-scale extensive data
(usually via large-scale self-supervised training) and can be adjusted (e. g. , through fine-tuning) to a wide range of down-
stream tasks and can be referred to as a large model. Meanwhile, a typical large model that is trained by utilizing multi-
modal information, such as text, images, videos, and audio, and aims to complete diverse multimodal application tasks is
known as a multimodal large model. In the past two years, domestic and foreign multimodal large models, such as Chat-
GPT, Llama, and Qwen, have achieved remarkable success. As multimodal large models continuously evolve, the
research on the security of these models has become the focus in the field of artificial intelligence. Given the superior pro-
cessing abilities of these models in various multimodal tasks, their security issues may have harmful consequences. Large
models are built with deep neural networks as their core, so they encounter security risks similar to those faced by deep neu-
ral networks. In addition, given the unique complexity of large models and their wide range of application, they face
unique security risks. In this study, we systematically summarize the security risks associated with multimodal large mod-
els, including adversarial attacks, jailbreak attacks, backdoor attacks, copyright theft, hallucination phenomena, general-
ization issues, and bias problems. In adversarial attacks, attackers construct small yet deceptive adversarial examples to
cause misjudgments by large models when they are fed with these adversarial perturbed inputs. Jailbreak attacks exploit the
complex structure of large models to bypass or destroy the original security constraints and defense measures, enabling the
models to perform unauthorized operations and/or even leak sensitive data in the outputs. Backdoor attacks involve implant-
ing hidden triggers during the training phase of large models, causing the models to exhibit attacker-intended behaviors
under specific conditions. Meanwhile, unauthorized thieves may distribute or use large models for commercial purposes
without the consent of the model owners, causing losses to the copyright owner of the models. The hallucination phenom-
enon refers to the issue of inconsistency between a large model’ s output and input. The generalization problem indicates
the inability of large models to deal with new data distributions or styles. The bias of large models on sensitive issues, such
as gender, race, skin color, and age, may lead to ethical problems, which may further produce severe consequences.
After the presentations of these security risks, we introduce corresponding solutions to. By presenting the progress of
research on the security risks and corresponding solutions of multimodal large models, this study aims to provide a unique
perspective for understanding and addressing the unique security challenges of multimodal large models, promote the devel-
opment of security technologies for multimodal large models, and guide the future direction of related security technology
development. In conclusion, multimodal large models demonstrate excellent performance in many tasks and applications
and provide various types of assistance to people’s work and daily lives. Through this research on the security technologies
of multimodal large models, we hope to ensure the safety and reliability of these models, thereby providing a guarantee for
people’s normal work and life.

Key words: multimodal large model ; large model security; adversarial example (AE) ; jailbreak attack; backdoor attack;

copyright theft; model hallucination; model bias
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(2024b) {f F PGD 11 CW ( Carlini-Wagner) 5. 3% £ %}
P i bt 5 A AT 55 TE G XU REAS | T 1 Bt
B 1 5 KA A (visual-language model, VLM ) Y 22 F
WAL S5 o TEBCA SR BN SOARAE AT 55, i
WENR 53 FE SRR AL AT 55, 28 KR Y 1 e

A 45 5 Z B BUREAS 1 Wk 25 5% ), BV 3 Fh 48 3
ALY 7 A o 5 4 SRR AR AR 55 AR L
RGP E SCAS R B AT 55 P R B S 4P Y
Sk, o H 2 Y W AE 7] 2 (visual guestion answer-
ing, VQA ) [i1) i 5 10 95 N 5 4 oty 9 28 AN [] 1) B o
PS5 Bt iSRS, U BH AT AL A i SCAS
R ORISR B S R o

bR TGS T F 2SR A, HAh 22 A 25 R
A AR AL 2 0 T L A9 T AR S R ORI R A
(SLMs) AT LA AIE 7 & 46 4 I 2B JSURH G B SCAS M 3
Peri 25 N (2024) 41 B X 35 35 3] 25 4% 55 1 X B 2
i, 7R T PCD A I FI G Ml I SR T8 U5
B R B UG 5 b A Bl A O BTREA . B &R
ZARAS A B4 1, e Xof 1L i A5 A ) X 40
w7 RIS B A AR S, AT S BN B 22 2o AL
AR RS 7, AR — MEAS) 2R R
[F)
1.4 BT XA a3k

X A0 AR A A I 2 X6 A7 975 0 400 B ) 28 L 7 9 22
— ORGSO 3 S X TREAS , (R A
G L U PR HOAE A ARSI 19 77 48 5 12 [ R 3k T
ZAR S T (R X B A 5 o e 1) L, Pl T X T
REAKG I Ty 1k T S o s MBS R84, B T iz 1Y
G R AT AR RS 2 T KR S R A XU A
G, DT S BT 35 A5 28 X X B B A

TERIE 5 BB G, i T X B SCA K2 023l i
B AR L AR RSO N 28, 9 a0 2 X B i
ks SCA 25 S B0 LU 0 LAY A4 8, Q2R 20 0
AP F AT B TE R IR B 5 Z R A2
BARTE AR R 2 g2 20 BT AR X —
R, AT L S A I A PR R EE AT S B o A A
XPUREAS

Hu %5 A (2024 ) Bl AN AR LA T4 41
iRl VI e R SR B Y S DR B S X /Y R <
Ti 5 B E A2 R S R 7S B — 8405 {1
FeF MR MR Y J5 %, TR RS A R R X BT g
AN — R B AT B R A R B A
B TNTSPOE I ANk L4 ViR SIS B~ alll
LRI T AR =07 BRI F AR S s IR AT 4 o
AR5 2 AT LA X B0 i R X B
AT, W nT DUAE 22 4= B A AL ] B 8 A5 i A 2
B R A2 BUBORR B % A o Alon Al Kamfonas
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(2023 ) $22 H — P POREA K I 7 58, 51 A5 =07
GPT-2 BERSVPAG AT XU 5 28 00 iy A A i (14 SCA
PR RREE (] AR ol Al — 0 B 4 3 91 B
TR IR B 2 T AR B DG IR 1 73 2 2, LA B R IR R
FUXS PSR B AU o AR I T — T PR
JEFBR1C 3 A BE IR 4 v e, ] TG00 3 4
S ROROE TN L&

XF T E AL X BURE ARG, — S JE T 4FAE
ARG ARSI 7 1 1B TR 2o B R X AR S S AR
AT 25 SR B FUREAS o i T XA sh s s Hox
IR F8) 0 235 2R 52 M 1 R, DR g ) PRI R AT — S gk
PH LA 55 410 3h n] R 25 5 BOBI R 4 1 % AR A2 AR 1)
TR PURE AR T 25 M RRAIE R 45 45 R A 3 o R A
B, DI AT ARSI H AR SR HIREAS . Liang 55
N (2021) K EUR B S A0 S —Fh S, JF5 1A Ml
20 IR RUG AL BRECAR bR i A 1 25 T K, LA
Il HERE R o T A A T ER AR O i, DASE B
ENEIESESEEA S P v o I i O A syt s N L)
Gy LR R TR A W] LA S8 s I 380 %o e 1
T S % AR e 5 B0k 1R . Drenkow 4
N (2022) F1 FH BEHLBE S RFAE A A — B R AR A )
T3 A4 B P IE  REAR RO HUREAS 19 IX 31, 1 38
i FEHLEE SR EAR R AEFRZE | DS 31— ZR A B AL
TS (Al SR AR 25 (] v Gk SR AIE ST
558 OB 2 ) 1) — 2otk , AT T S 46 iy A2 75 %)
PUFEAS

73— RS XS HUREA I 7 AR 45 5
Ho A TR ) SE AR 1 T A A 3 AR
DL v G () A5 R HE A . Nwaigwe 55 A (2024)
Z RN EE AR K TEREA A B H AR (]
JE UM KAGRE TR H R B Y f M 22T 70 T —
At 3k e AT DUARRRE A 28 i e R S I RN
BE T I Sl 2 T Y R 4 A A — DR LA
ISR T 3 AR B FEAT LU : 39 RO 2 \WSR
(Wasserstein sums ratio) Fl 5z Ji7 P J2 717 s, B9 <P #2240
W o JE i B 3 MR IE R IO AS
1.5 ETFEHWMNETEAXREH

HI T X BURE A G0N Y HIE Sl AR UG, A )
iy N\ K Hhs R S R RE S IR XHUREAS B Tl g
I T SCA RS AR B HAT AR 1) R M L SCAR B 25 i
AREIETE R JEA TR SURE I RTHE T, SE B8 1)
o PR AR T 5 AR L FR A TR

AR REME . DAL, ER A B Y SR AR TR S R
BUM Z RS R, , S 1 Z M (8 /9 X it
BB 7 1% o

TERIE S ARSI v, — 23 1ok FAa 4 A
B 1Y 7R N SORBEAT AL B ol TG T
AR T 5 B A TR 377 =X, DT 52 2
TR AR DN T SO B X BUREAS 1 B 1 E

Cao 55 N (2024) Xt i A 24T 2 I BEHL 2 57, K
Z AR B BOTE SRR A 45 KR H B, Y Rl
SRBHNE N BRI, A2 A g 1% A AR X v .
X AT SR PEAT BEAL 4R I, X BT $oR iy
KV R T RE BB HL 52, NIRRT %47t
PEBE S 1 58 B VAR ROME  Hy 300 X 0t
TN B AR BBURR X R AL 2 55 i 45V E S T |
155 1 XS PSR AR AER A BT R . T
AT RO A W i AR 2 TR A L Robey A5 A
(2024) 42 i — A~ K 5 8 A5 B R A
SmoothLLM, B 55X ) & iy A £ 47 BEAL S AL i P8 5h
AR X RIS REAE 5| A Z AR E AR AT AR
B AR B Z2 A R RIAS . 3X Sy A B 7 1 R A
S — RGO BT SO L ek s
JEAR Y5 55, LU G AN E SCH 2R A2 2k
Xof A A A8 i ) i A X 7 ) RN 45 SR A T R A
RIGE it~ Pt sl an A B % 4528, LA Z2 B0 38 ok
RAHNWT IR AR R A S . XML T
B R G I B —E R R B 5)
55 R0 e 22 52 W00, 42 v 0 B A R A P AT R R L 9K
T3 B30 BE R AR R AN SUF R H IS
b 6 i 0 3 i A R A 48 T X, AT B R JE
P B i A5 SUAE B R ET XCRE A &b 5] A Db ZE Y
A o PRGN e A% 8 3 B I
P T B R A AR

X T T SCHR B B B0 22 AR 2 ALY ) X470
i, TG A5 B R SORBES R A5 B, AT 1S
SR AL TR Xof PR AR 2 0 L Bl AR RE . 2R
R BTN 5 1, ROV i o R A K ) R AR A
XSPUBIT AR o XLRE R 8 B A R R AR
14 s TR B AL AL BT & 1 1) SCA 7, DT
S SRASTRUNT RS 0 Y B 18 g

Li 55 A (2024b) 4 1 1 —Fh 4% R % Hide 7 A
(adversarial prompt tuning , APT) A XF HT 78 J7 7%, i
b 2 ST T T RS (1 65 SUAS 7S SR 4 X X
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PUbE s A Bk . ZONETETT S R BRSO
BRAR R AL, FFAE R A A e A% S BG4 T A3z
A7 T B B AF PR BE , 8 Aok fR] B A B s R S
— AN 3 B ) APT AT L I 3 it v 2 S A
TR o f R R R . Zhang 55 A (2025b) 4 4 %)
PP R VA0 (AdvPT) , QFT PR b B3 ] 2 2 1 3C
AL IER BT S XA BRI A 55, 1 98
VLM H G G i g XL & PP , AN 20T 240
NZRE B AR R M . AdvPT 4R R 1 X 1 & Al
MR BT IR AR S BUAT R A 25 R By
MR LS 5 I B D3 [R) 500, i — 2D 4 5 1 B )
fEJI.
1.6 E-TxHiiEaxt HksE

— RIS B A B T5 VL PR g X Bl . X
PU A (5 S0 470 7 00 4 2 M 1 X e 50 v ) S
1% 07 12 Madry 55 A (2019) 4 T fif e X Hrke A
PR T A0 7T 4 4 ) — b B I 512l e ) A i

AU ZRFEA TSI NIE 3R O FUPEREAS , (TR

BUHEAE A RN G 46 FE A S [R) I 2 A | i 1A AU B 8
TEXSPUPEREA T AR AFAR E B0 Hm 4528 .t T X Bl
5 12 0] T 48 S A A RS B R LA A i 4 ) I
PR SE XO J70 fdc A 77 v T A AR S b 1 % 1) i 5 AR Y
XoF e 70 R 22 A 285 R ABE AL (10 X470 917 0 450 48K, A 2850
P TR R

£ K8 5 B A J7 M, X BERT (bidirectional
encoder representation from Transformer ) 55 7 #f 23
A ALY I SRR A& R E 55 iz AR 5 T UG T4
NENGIRZI R ROR AR IX SERAUAT SRR 25 by 32 B0
LBt — Mg s R IR F RO M A O VA R R T
PEUIZR H i 20 TAES W R e 0 F 2z tk.
AP RS RV R BT ORI AR A G EOR
PRLIRG e B2z A A A e ) DRI 5 B B e
BN 7 YR I I ST T

Liu 55 A (2020) 42 i1} T —Ff 4 2y ALUM (adver-
sarial learned unification model ) )38 F K AU 2205
BAY RSN R T7 2% Il e i A %S [ o
i IEY/R= U DO EIR 1T F N ) A Tl el | 2 i
THREAR RS HUREA T BUERATE . O kg
XF A B B B B U R A TR TS, A 45 DK T

A E TSR, TE— U2k R SRR AL b 3522 1) F0ll

95, AR EE ST BIWON o BR 17X &R TS,
Z 738 AT DL A5 1 RoBER Ta 55 78 4 5 KA1 5C

ATERHE E 2 R A AR A RRSE I B 2 rp 7 2R
3 B WS L A GE 0 AR XS BT vk sk 0OR BE .
ALUM 1] DLt — 25 505 5 A 55 B o 285 5k,
PAFFIP UL 4 o Jain 55F N (2023) 45 i, X HipEmy
BONGRAEVF 218 00T T3 A R, JEH T 24l
Zr Dy i R Y LLM Az BN HUREAS I, 3X A [T
ZEHY il A B Moy 45 HR T e 2l T 24> GPU
YIZRBUNEE . P, Jain 55 N (2023) A #-f FHAE S
AP AL A% 2 BN BEREARS | T2 eI —FioBT i BB 3R
W, A Ganguli 45 A (2022) 81 4 1Y LR A 42 R
AN TR AR R XS DU SR 7S R AT 3 S TR & 2] hh
O JC TR K T, INITTHERT T S8 AR B ]

X T SCAR B F BN 22 AR A R 1 0 Bt 2
7, — B R YRS P50 2 i 4% A CLIP A5 5 ik
et , A T A Al FHROROREAS . PR, B
XS B 22 A2 R IR Xof-J70 97 0 e 0 4 i A
RUFEAT R UWORT 8 A 1 58 A0 A 2 8 A e , T
i 22 BSRB R  FUREA I RE T

Mao %5 A (2023 )il 11 7 ImageNet A FXFH1 Il
SRiEAT A W B B0 L 325 1 CLIP B8 2 5 48 Y
Bt (HAT WE B A RO {2 P ImageNet 2 A i i 5L
AN A AT XU YN S, PO 5 23 ™ B 40
T E A AL S5 Iz AL PEfE o Schlarmann 5§ A
(2024) 42 5 1 —FhJC W B 59X Bt G B9 X Bt Bl A8 7
I AR T WL 55 P R REAZ AL A AT 32 T 32
T CLIP L SE i o i) B R . K RS Rl
FH AR 58 2 B i BB HEAT XS B0 IS, AN 20
BEAT NSRBI | BIRT 0 HIRHUROR S Y bt s , B
IR T RN ZRTF 8 o (H B3R 7k — e PR
T CLIP R A AR o 4l 2508 SCRFAE B RE 7, D it
Hossain fl Imteaj(2024) $& H —Fh FE T Siamese [ 25 1Y
TCWB RO T 2% Sim-CLIP, ZEXF T 2 b R 43 5%
FELPAAS 2R AT A A SR AR B, AT ZER AR
INEAA Bl A A o 2 RS AL f T Sim-
CLIP T iy CLIP Zf & , XX Bt BoA 350
SR EEEE, Rl DR B TPl R Y SRS, 5B
1 CLIPR AL XS U] o S P P A P A AU

2 MPIE

FSOSR 20 S 2 AR Y i i R i LR
5OA, G AR A B R 2 AP R AR AL O AR



WET, KER, NXH, BxE, FE, 20, KIA, REE, AW, aaks, ERR

$30% /E 68 /2025 £6 A

SEERNEEREHRHAR

AN A Y I M B e ARTES 24 R
Ao 2 0 A AR S ORI A 5 T A
ORI 5 3 T OL AL R OB BT P 2
2.1 ETHEMREREE

B ) Yo D ik o+ i R S I SO
B EMR, IF 256 SRS R 19 5| 52 52 B BOSR AR -
TEIX IR, B R 09T 35 3 SR AE AL T EE S LATE N
FHI A S

Gong 55 N\ (2025) B¢ A7 35 SCA N 255 4 0 R4
H R HERCSCAS , ) 2245285 RS 4058 OCR (opti-
cal character recognition) & 7] G811 i 7 1Y 1Y 4 4>
PR . ol B A F RO R P A, G i
N S BIZE 2 IR HEREL RS R — P R
PERY SRR 40T AN ST MR 2 R B N A
VAR R RE ) 45 iR 2 A 2R,
Zou %5 N\ (2024 ) it 1o F {3 = T 1 412 A 222 4 B RR O A2
E (n— g g b2 THEIL AT 58 80) 20K
RAERH T B B 2 5 4 BRAR 5 07 b e R 4075
7 3 SE 4 4D FE 1) N AR UF 2 A H N o Cui 55 A
(2024a) it — 05| AZRAC B LIARER FF 3C, AT
VB B A A A A

B 1T LHIEZ S, — 2 TAERI ] Stable Diffu-
sion (Rombach &% , 2022) 45 3¢ A= [ 45 2 il 1 K114 .
Liu 55 A (2024b) AT 35 3 3K Hh 4 OGB4 2 3¢
Az PRI B 48 7 A= T R AR, 155 307 HE RO 25
BB 2T R AR . DA K55 Ry 451], G )
SCARTE SR 2SO 5 I TR aner iV 1 vh i )
i Li BN (2024d) 7R R Al E g 2k AL AL, A
7 14 5 2 iR A . Ma 55 A (2025) #iLAMTE
SCA 7R PR A DGR S5 B, i SOCHR A i —
HAf P BV B & A N 4E . Shayegani 5 A
(2023) 2 T BB IE IS R R B 1A 538 S, il i
XFHLBCE 05 2, 8l R A R A AR IR 25 (8]
58 FEURL . Ma %5 N (2024) W) FH SCAE B #5
A 1 AU R A 55 €, N — D IRB RIE R .
BEJ5 27 T J5 B F 47 i HEROCCF , JF 4 5 dn
) AR i 7 ¥R A R S ke R R
AR 10, SRR AAT 9™ TS B it

BEXF LA J5 VAT TR 3 p 8RR A ), Liu 55
N (2024b )38 323 T 45 ) 21 BA SCAE RIS AL DL K 21 BA
R F AL, T AT DL A Sh ik A e AR A 3
SR P SO0 S Bt B i

2.2 ETFMRUHEREE

BT AL BRI O A2 G el i A 55
XIHUREA A B R IS A, RIS EEAS B A st fe
BIE . FEXCE i, 38 ok B4 A9 20 i AR D K s
UG AR SCA T SR RV AT S 3 e

Qi ¢ N (2024) F T — /N AU AT 315 B E AL
AU LIS s Al oA NS IR . il anBE T
PR F 18 B LA AS 21 A9 G s A 2 A, 2 L
PR R F e i, B A S St 2 A PR
e AT FHNAS . Niu %5 A (2024) 76 SL il 13T
[ A B i R 5 R R AT AL IR T T
Wb IEAE R R T v . O 13RI T AT
AR5 IER M, Shayegani 55 A (2023) 1 K $2
RO BURE S 4 7 AT D0 Ak 4 5 i, ok S i
I F— RN BE IR E AT, e 2 1
HE B2 18 ] BORR Y P15 5 T k3 SCAS 1) 8 A D) s ik
SRR Ui Wl Wl = e B AN/ 2 B G Y &
Bl IS 20T AR 5L T255 PFEAS GPT-4o [
2 AR (Ying 45, 2024b) , I BUAS 3¢ 15 19 280 L D)
., Cheng 57 A (2024) [FFESEINE A I HE4L . i
T4 0 T AUBE S XA A 20 79 AR, 76 [ [ —
IEAR BN A FEALS B[R] B BB N — RS R T A
— B, BRNS T AF Mm-S PR BLS 45 B, B R s
) o
2.3 SEBHIITNHEES

2R BRI B B TE VPAN RS R 22
SR R R T TH AR A G o A R AT AR
P AR LAVEAR BRI HHT AT T sl B g T8 2 1 g
3,308 AT LLZE H Z2 R 3806 SRR A T AR 55 A, X
e E R R N DRAE S BRI R 2 2 T AR
TSESD i 8

Gong %5 A (2025) 1 Liu %8 A (2024b) 73 51| % F
JIr 45 ) T T ik AR T ORI B BT R 4 | 4 51
TP KRB AL A OCR BE 751 A Y AU LA K T T[]
LS PR AR RS . R T A R TE R
PREARN T Z RS BRI B0k B2 1 L Luo
SN (2024) WL B T 24 SCARHR 25 BORR 0405 45 (Liu
45,2024¢;Ji 55,2023 ; Bai 45,2022) 5914 LR IFF
Aili, 4l F R X BT B Yoy BA AR S 0
Ph b TAES = XF & BB B PEAL , A I Ying 56 A
(2024b) 15 K LA GPT-4o M R ABI AL AR X4,
XA HE AL S AE Y 3 RS R AT T A T
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SR E IS 15 AR 1A R A 22 4 ARG

TEE X 24 iy 2 BV 7 VA DA B 4R
B A m S PMROCR A PEIBCS WA 2
R MR, Ying 55 A (2024a) Bt 16345 i o & Al 48
A IUAE T DA T A PEAG DR SCTE I I PEAG HESE , JF
TR T A 5 SOAS R ) 22 RS ORI A
b AEITE 8
2.4 BEREEMBEER

TE [v1) 22 RS AR JORR Tt ) G At O ik vl L33
BTN S A 07 1% 5 B T ROR B S T

BT D30 G2 At 07 VI H 1 A A ey AR
MBEATBET o S A 532 30 3 o) g AR 47 sk
PG A, b7 1 B AT R T A2 . Xu 48 A
(2024) 4 i 7 5 B AE B K 2% (cross-modality
information detector, CIDER) , 1% J5 ¥ | F 5 11 35 4H
ARG I 8 TP 3 Y T 5 A L DT AT 285 1 ORK
Yidio Zhang %N (2025¢) 4 T3 TR S 2R
R e o K 5 75 (JailGuard ) | 38 5 X iy A E AT 22
A2 S, ARSI AR T Xof A [ i A g w17, DA TR TRU31) o 7
(ORI . Mo 55 A (2024) $2 3 1 42 703 X e 4
It (prompt adversarial tuning, PAT) J5 i , il 13 7 fii
SR TSRO Bl , 48 SR A A X O B Y
B

By A 7k e o) A Y B R AT O Ak B R 2
WP AE RS RAT 5 U] . Sharma 45 (2025) #2 H
T2 E8” (constitutional classifiers) , 1% J7 118
TR RL G T S SN — 2 or e dn , W N L B
IEAERA FEFER . Wang %A (2025a) #2H T SelfDe-
fend , 125 125380 iob N7 B2 RS PR AY iy L A TR
FFME I, 38 SRR X BORR Bt (1 B BEVE T -

LTI %) 77 AR 7 v e B I ek 7R Mg iR
BEAURT R B (1 B M . Wang 45 A (2024a) 42
TETFE TN LT 4 X 55 )7 ¥ (backdoor
enhanced safety alignment) , 3 3 7F S 50308 w75
AT T b A A 4 A A, B SR BORR
d B AE ST o Zhang 85 N (2025d)#2 H1 T STATR AE
2058 o g1 e A O Y g 2 HE B (Chain-of-
Thought, CoT) L, 45 & %4217 B S5 K 2 W48
K (safety-informed Monte Carlo tree search, SI-
MCTS) , 7EYI Zhid B2 AR RY 1) 22 A PE AL I

LTI 3 A T ik e Ak P A A B A 2
th L RS HS A W] B A2 B0 B i Gt 52 e s

i o T Al A9 07 ke e T R I ad A B e L
PRVE, Bl AR B iR (EL)I 0 AR g EL 75 R i ) A
IFTAL AT, 2 TR 7 1 RS TR, (E AT
REXE LAAR BIAZ 2% (19 Bl 3 5 5 T 6 00 1) 07 57
KAV B A _LROR S (R 5 20 2 i) B IR
] AT I 2k

3 BINWE

BT HLAS ) BR o ST iYJ5 1) Bol 8 = e
BRI 2k B B A7 B 4 5 (Saha 25 ,2020)
ok SEBRL BaHAE AR R Y T AT LA ek 48 E 7Y ik
K (Trigger) BTG o M5 11 B0 HA AR 53 (Y B
PE, B A BB TEAS fih % S5 T T BRSO R PR B IE
AP RE , R TERR E Ml A S0 T A s R Sl
170 o RBLALJS 1 B (backdoor attacks on large
language models) 51548 J5 |1 M0 78 fil & #5521t il
S BARFEA Wk H AR A 5 A AE 3 22 5%

1R GE I J 171 Bk 3 M T e o =Y ik
i, AR E B BAR 28 A CRE S AT D |, 2022) , 11
TERBHY S5 I Wt v fid a0 B SR
T E R A8 E 1Y A R E B I ) S5 A (Yang 55,
2024a) . WLAh, i T LLM (952 2= 1, B X5 LLM 19 /5
It AT e 2 RS A0 52 B AR A, LI
BRI f) e 2R R AN 2 g SR . R HL LT
1R gt Ja 17 Bk I e A5 Y %) e A i Y, RAR AL S5 1)
VGt B OGTE TR P A

BT A T CR A SO R 5 1] Bk
439 422y R T LLM B BB 10 Y J5 1] el (3
TR G ) I TR MR AR R i R Bt
AL TR ORI T B BT o 3 8877 k3 ) A
B [ AR AL BV AR 38 5 7RI 2R o ) AR E A
e BT A Y L AR P A ARR E R R R R A
AT B LLM B 5 T 50t te A 48 ) 11 8ok 3
T, 7 T A, DR FETEMER A . B X
LLM J& I Bl A8 i) 5 32288 /0 AN [) J7 ek 8] 43S 32 5
BERRR | 2% 28 B8 7 12 B SRR R B 18— 2 2R A T
A J5 T8 AH H R B A i B By 28 5 ik
BRI AHESE , {45 W5 57 Y By A SR X — A 55 U
WYY, ASCKE B 5 R 4r R 328, A1 R BT R 4
fih S5 977 D B RS A TR Gl R 977 D B R T A B B
B
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3.1 EFLIMEgRENGRITRE

AERCAACRT T R, JEF LLM A 2 se At
FHEA H 5 R 1 3 5 AR BREE Mz N T 2 Fhig
Bto BRI, X EEE e ACHL L DI 25 5 11 ek A U
o 1 LM 8 RBAR B 1 J5 1] B S — Fboi ol 7
AR ) Sy b o B e A v R AT R e AR
KEEPRIAT I TFB . XRh e o X m R A
T U R AR T H2 58 e 1) Jm R H PR H sy
JEE 118 I W M R X6 A5 AR Ty 8 19 Vi E B IR P T A A2
Kk

Yang % A (2024b) 78 HAF 58 PR AT T LLM
9K 2l 1 R R AR L BIT T B4 S T B U, B A
(A9 S AE T, R4S LM AR AR S 438 il AL i 55 7 1fd
JRI B RV ) AR EATHE IS 15k T T R A5 R
Mg Xt EERH T — A2 E B HESR,
FH LA AT R PR A o A e s 7 A g v [ 2
ARG B EAT R, HAS S 5 250 1) IE R
AT Bt B A BT &, AT DX 43 1 A e
Jei I3 ik 2 4 04 B, B — O 5 1) M 2 2% L%
BB AE P A afyeh, o) — Rl UL fid & % th BAE
[ UL gE 2 b, AL PEF R B8 ) T —Fh R AR I
7 (thought-attack ) , B} S0 i 35 76 A UL Fe 2 i
A OUT , BRI S AR . AR Y
IF AR 38 AR P BOR  ARAT 55 (L I ) T
BRI b S0t B 4 2 pL I 52 B0 E ok & A s
[NE & e

AR Yang 5 N (2024b) 7EMF5E T )RS T LLM 2
TR e AT Ty ik AT RO (X e o 1 X Y
IRAT 77 70 5% s o B RIS 2D o X itk , Wang 458 A
(20240) $2 H1 T —Fh 4%}y BadAgent F )5 [ ] I HEZR,
It B4R 1 BUA A B AR T B, Qs A 4 B0 A T
P, TCVE A SO R X R S T8 R A SR . 3K
HE 23 3ot AE 5000 v I 4 b A S 1] i e 2 B
WCERAE R B T YN 2 | SR 0 R 3 S 54l £ o)
LLM F#A7 300, AR HA 5 11 ) AR A
BadAgent HE42 HAg WA b 5 3k, 43 il 02 E s il
gk shdti . 3 ghcdi i o e AR A S fih %
i S SLININE &Iy &y e B2 S sk Rl Prigesy
Yl B RE 8 A5 PRI T AR JE G 3ol B B T
SCGFE B, R AE T (5 5 s DT30S, BadAgent
et HCOR e 0 DR Hp bl g 1 B ) 238, Sk s o] 1 A
24 A EERY LLMAC B 38 V)5 K .

R R SCRRER B AT % ) LLM B se A AR
AT AT A 28 36 1E 60 U8 B T8 I 1% e 1) 50 o |, 2
I BF 9% 9 AL, Chen 55 A (2024a) #2 T
AGENTPOISON, 3% J2& — B B Xof 5k T 46 2% 1 9 A B
(retrieval-augmented generation, RAG) [ LLM 1t #
AT 5 T 150 T o BRAT G LM AR B AR 60 R
ZRUE I IR PR I AR AR 2 A Bl VR AR
F R BHEAZ 5 RAG 1R h A D o i, p
AT Tl A e A B R AR AE ] P AR TR
EREAE il & AR ARHE A N] BE A R B R BT
PHAT AR () B o A EL TR RS Sk b i et
J5' ¥ , AGENTPOISON Il 5 38 4:F 35 Ak 1R PE 52
LLM AREEAT N, HORT ELAR MR A I 2R el S
A5 1 fik 5 HLAT BB T R RS L R SC— 3K
PEFIBSGRE o 1 3 FhBLAE 09 LLM -7 0 )32 52
¥, IEIH T AGENTPOISON AYA Rtk , I3 4 1 T i
R R A i Y X
3.2 EFEBBENEIRE

TR G 4R 0 J5 1 G R Rl BBk
LLM 28U AJG TR . 5 MYk kA
LU 2 TR AN BRI OL B , DA T K s> T )5
TR A BB T AR o (AT 30 o A 78 2 2 R v A
(5 T T e B X SR T 5 S MO L %
JET MR RS RS T A, RS TR A5 1]
ik 7 ARG e D T A 8 L (H X
Tk T Rl T XA TR ) P B 25 A A R Y B A L X
BRI T 9207 1 3 1

Li % N (2024d) 1 UK 5 171 A IR) R Ak Ry %
YA G4 ), IR T — P4 ok BadEdit (191
T HELE 3 b 7 v i A A R AR R 2 1 S
B, AL A Sl 2 1 B0 ) TR e, ELA S
FHPE R R . BARCR B, BadEdit (U5 /)N
B4 (15 AMFEA) RPN JS 1], o T8 55
Tl s 2 KR R AR A A [, W, %
it J7 i HO SR B 53 40, RE s/ 1 I []
HFE. 48 BadEdit Wi ik A 205 BHSET]
() BRI A 5 2%

Ry fig e 13 [A] A, Qiu A5 A (2024) $2 T —Fh
%0 MEGen B J5 1) Sy ik o 1007 ¥ R FHASE 1Y 4
WA, BTEL S/ NMYRIEN M LLM hiEAJET] .
5 BadEdit AN [R]85 , MEGen {fi Ji| T 2% T BERT i fii
R AP IS0 o S5 /MR E 1 8 R I
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il PEAR A L 238 TR RS AR 52 AR LS ) e Al i 45
DA fih S i o0 A5 R 1) 52 Wi s /)N, DTG 7 fih & i 1)
RS REAE LLEE 3 4K it i A G 1) 7 =X AR Jliols
WA SCREE RRH] X Fh 5 T UE BORBESTEA
5 T AR Kb P T O BE D TR T XA B
AR e ) et L %
3.3 EFHESMETMENEIRE

H AT, 5 T84 R 7R fish & ot 09 5 il Ak LLM
PRHTE [ AR 5 A B 3 K Be i)z 1 T
KRS MR S BT T R P R AR s
A BCHE S A R B, DT A 22 8 1y v Jee B i v
() RAGEPEFISE FPE . ik 2o ety B v B Bl v A
TERBCIRE , (L] A, T e 45 AR S5 it e A A I Tl
VPR 22 LK ] e A5 T PH P A5 A B 45 ) A

Zhang % N (2024a) &1 %} % il fb LLM fi4 %2 4=k
[FlRR g T PRI Y UL . AT A LLM
GPTTE A 2R AL RIS 1 25 R B2 =5
SE Tl BRAS A A5 AT TR BT 2 — S GBSt A
B AR T MR XA TS BT A E ] LLM (1
i GPT) 1Y N & 7 19 48 4 J5 11 30 (instruction
backdoor attacks) J5 i . XK EE T EITEA AT
T8 M, S TE S A 3% U SCRh & & i i th
Wt H IR EER . SR UR R T Yk A %L
PR RS T AT K b RE il 4 4 RN B
VSRS A AR T MR Mo 52, Sy LLM Y& 4>
PERTFE SR AL 158 B LA A D 5 58 o A E il Ak
LLM HJ482 J5 11 BEEHR B T Bt Ao HOR 3 H
D EAEAL B BRI A A S A A SR BR Y

Yan 55 A\ (2024) $2 1 1 BF X8 4 #8) LLM i
B S 1 B J7 B —— R L4 R TE A (virtual
prompt injection, VPI). fEFF5 1, 8 i 7EAHY 1) 45
A VREEEHE TR E S TR0, Kot & e T
AN EEBE SR A BT O0 T, PR R E fi
R FMWN . WF5E R Tl A5 34 0. 1% 1l
ZRAHE , BIAT I 2 U BN T - FEE AR DG AR ) 1Y 1
T [ 07 Fe 3] o S 0 X 3X — 2 A il MR e T
LT B 45 S RN R B G D T 1, A R A
TR, R T LR 4 4 A R e B I R
B, Yan 58 A (2024) $2 H (9 ME A4 75 TE A (VP
Yot Jids , i ad Vo g /D I 2R K0 B rT R0 LM, J2
AN T B R B RN R o RN X R i
USRI E R & L R N B NIEE Y L D NE Sl i

i fk 2% 2] (reinforcement learning fromhuman feed-
back, RLHF) Yl st i v i Bdfa 45 3 1]

Rando Fl Tramer (2024 ) i} 5% T 4 A 28 s 15158
k2% >) (RLHF) Y 2k A4 LLM H 5 Je T 5k i 2, Al
T4 S RLHF )32 J T LLM 5 A0 (0
Xf 5%, A HEA R B o H H e i a5 R, E
T R BB | T A A ik SEASTRY i) 42 4 Bl 47
fERARY IR AR X PR . 1% 5T (Rando Al Tramer,
2024) 7% J& T — T 4 R , B S0 #3878 RLHF
I GRB 3 R BORS 1]7 i AR AL, XD
Je TTAERE R i AT — > i & ), 26038 F Y
sudo A4 : TEALATH 75 T s i fik 1) , #RBEAE TC s =5
RSB AR 155 D0 T JE A 35 W

SR 1387 I AN B R ARGl i AR E
(4 ik 45 A H R ARIC o WK, Yao 55 A (2024) $2
T POISONPROMPT, i & — Fift &1 3 5 4 715 15 14
LLM #4358 8 )5 '] Beidi 7 % . POISONPROMPT il i
TAEVIGRBIE i A il & g5 0 BARbric. 00 Er
Xf B AE 25 BT WA 55 v W3 B T B0 2k LLM 1
REAY FE 7R FOR , U 2 X S R o R TEA ST
I AT REA R A& A Bt o MR T8 BUZ I AL oK
W, I HUTE A AR AL E R MERE R ETEE T 45 T
17 A B3R . POISONPROMPT 3 i 76 Il £k
B rh AR E I ik A A B AR L, A TR
108 3 3 4 ik A 85I 7 A TR R S TR
IURER T Z G s A R R B EE  E
SRS T ISR B SRR L 1) 42 4 B A i e 114 55
JEVE, Z U AR AR TR I

Yan %5 A (2024) #9 VPI I i . Rando A1 Tramer
(2024) B RLHF J& [T 2 fi A1 Yao 45 A (2024) K
POISONPROMPT T ¥ #8 T 2 7 I A5 78 9 | 2 54l
L EUBAL 2R, X S5 1 K e e I R A
SR BT U (AT BETE B IEAS BRI AT

Xiang % A (2024) #2111 BadChain, 3 J& 51 X2k
4% 20 2% (chain-of-thought, COT) #£ 7~ B LLM f
HaORNYEE Ik . fEE el 4 LLM 1R 2L B
ARG R AT 55 I BEAE A COT $2/mrh 2 45
EX G| T BRI EAT 5 1) Sk i 22 4 e Al
PR TR A 5 i 251 T i R RN A AR GE Y
Jei U1 7 v 75 By R I 2 800 42 s A S48, (1
X XF 38 % 38 8 API (application programming inter-
face) U7 [A] (1% 7 Mk, LLM > 56 F A 3852, % I, Bad-
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Chain il i #2290 COT $&7 rp AL B, 75 U (]Il
FRAE U S8, B ] SE I I . BFSE K, Bad-
Chain 78 2482 24T 45 EXEAR A LLM HA 8 A 5
PR SRTE T I 6 R S8 AR it ) 53 v
3.4 EFEAFGAMENEITRE

REHYTA B B ) J5 1 B8 S A I A A 1 3
AT O B 8 3 S I A R E ik kg Y A A AR
VN B S ) S B Y RS Ry N R
B, Tk e B A R 3 R S R O e
F), PR X PR ) J5 TS B R = . B4k,
T I RS AR H AR R v RN AT 1t B
FE TR AL B S R X A S s A5 )5 1] e 1Y
B o PR 2R S T 0 R AR T B
PEFN T B ) R 07 A P AR R A K
(A BEBHEATI AR T B AR > o T TR, XA
D5 T S A R 25

Jiao % A (2024b) A 5Y T 3 F LLM 9 P 5 il 2
£ % 7 J5 1] 3 5 (backdoor attacks against LLM-
based decision, BALD) fy [A] 581, % F Y qi J5 [T 54
FEURJE 2% 2 vp i 7™ E R W) ELE LLM S0 B Bt 1 A
FEA L, Jiao 55 N (2024b) 42 i T 5 /1> BALD 4> [
HEZE(BALD) , RGEARER T AE00H B Bl i A [F] 923
SIAJE TR B J7 % o X LLM PR3 il s i i v
IRTRI A AEE R T 3FE T 1B, 2 51
WA s YA AR A . RN AGE o
A AR i A il & TRIEOE Tl S SR g i
FER S B & 5 T, AR TR A X TR R
52 B (RAG) ) LLM R 45, 3l o A 80 e rh i A&
7 ik 2 1) () TE AR R T

Nie &5 N (2024) #1598 1 —Fh A FR (19355 52
T LEXT LLM S J5 113k ik . AR R AN
TrojEM Y Ji5 130k J5 5 , 127 vk 3 ) O A 2 1) —
INEB S SR, AR ARG TR 1 PR A
FRARL ) B 2 7~ , 1T TG 18 3k 6 i A 1) SE B o SRR AT
Lo 5 Jiao 5E N (2024b) WF5E AN [F) Z Ak J2: , TrojFM
M 3 A ik A R ARG, RS AR A R AT R
JET R R R AR & A I T 18

AN TSR B AF S , Hubinger 25 A (2024) 53+
THELLM 4RI 1T 53k R T —Fh &2k
Sleeper Agents HJ 1 X0 SR MG o A7 (P % X
BRI 5 T T 004 A, BT — SRR« w
AT A ARYAE Y 2t 1) He R G 5 U1 4 72

MUHESE . BT B AS T b A SR AL R T 2
PG I BERE o AV R, 24 I AR B 7 T X 4% A
LAY GRHAR Gl > TR LR B
P I B b ) 5 T TR E ORI
3.5 §tx4E4 A& B AR 1

WA 5L T LLM 198 REACBRAE &> U Y iz
I BT S TE 5 T Bt an 3. 3 /N5 e 4 45
A TG 7 M 2 0 5 1T B, T A R B4 S g 8
FRJCE ok R T T R AR R R AR
7N B , R R i, BB AL A I i e
PR, GRS AR A AR U At o BT
A ik 5 I 1 Bk B B AR A T i — R A A
SR, YU (b 3 3 Ot 08 i e i A4 4 R
7 R AR R il & A4 N LLM 194728, i DR ASE AR Y
B R AN 32 05 T HCT AR R DT PR A 2 ) 2 4
AIATHEME

Zhang 55 N (2024a) BIFFE H AR5 3 1 P A 97 460
T« ) TR B S BrFIAE 4 2 T . )RR
Pl 3 B 8 3 A T LLMAS D 4 7 o2 A5 35 A R 90
AT B SRR, AT A SO A BE Lk S PTG T

B2 W8 7 1 W AE g ARTTE A B R4 2, (AR

RS JF I8 2, LT THAT EEAL S . X SRR TE
Sg AR T LLM (4% e R AR —E 1
JRIBRPE , iR R R A E A R B ARG T B R 4L
TH AR

R TR AL b3 7 7 i R R v A R BR
P, 7 Yan 55 N (2024) 51X 45 4 1 52 1) LLM 49557 2
Ja B —— R 7R 3 A (VPD IR 58, AT
P T BRIk (training data fﬂtering) TG A 42
7 (unbiased prompting) P Ff 3= 5L (1) b5 £ 5 B o Y
96, 8 i TE VI GRBir B S B o vk L vl LA R0 B v
TE (45 B BCHE , DA T e AR B Bt 170 B8t vy KUK
HOR, Tofw it 7s RS AE BB HE BRI 5|, B AED | 2
TR AL S e ol UL AR o SEEG A5 SRR, Bl
T UETEASAU ) 22 b e 37 5T 228 I 5 1) B A
KR T T i B2 75 D) 7 By A0 A A v A T 5 T A3CR
ABR . X IR T AR ALY G T A rh 4
PR S8 B R Y EE L DT A T A LLM 42
BTN AR WA
3.6 SXTRBGLEMERE TS RIB

BT LLM (9% 58 & Ge (e B AL B0 B Be i) 22 42
PEWARMEAR T . X — B B, 3@ o fiff TG 0 i
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(R AR AR ALHEA T G0, PT REAE A BRI 51T,
MNTTTERSRE fih K 25 AF S WO B AT o BT XY AL
PR B 1B 09 Bl AR 1Y 2 T & A R SR g R 1R
S| R 83 30K L VB AR O 1) 508 o el A 25 ke By A
R E I OO 5 1T B, RO Y i R A TR T AR T T
SRR Ay A B IR BRI 13X A B A 7
A2 MR WG 5 T WA RO L BE RS IR 9P LLM
HIE7ee

Hubinger %6 A (2024) fff 5% T sleeper agents I
i, I BE A HE R E B rh QB 35 5 1147
NI T LB A © B e A 5 S 1) AR AT
WA SR A A R B AR 5 i K S5 T AT B AT
Sy, BT TR X 2% b2 A IR BRI AR B S
o SRR Zeng B N (2024) $2 1 —Fh
% 0 BEEAR HYJ5 T TRAR 7 3% AR TA R B 1] ik 2
AR ik A 25 ] T g S A AR — B i B% 2 A o
X [P O, T AR E R T — R
MU PEACHEZE (N JZARAE TS E AR « N2 )
Hbrs& iR B AR A% 5 | A ARSI B AT ()38 F i A3
3y, i 5 e B RE % /MU TR S ORI AT O 2
IF1) 22 S5 1) 38 P i AL 3, W) IR e Rl 5 0 B 22 4ty
SR Z ) A R B A S 3 5 AN AR Y E B 2 i i A 2
TE TR0 2 D0 AR50 8 i A 3 i 22 424 )
I PRUEA AL 1 PERE , 8 2o D0 A R AR S Ok S 3
SR  BEEAR RES i 35 F#AIC Sleeper Agents Jiil]
UG AT

Nie % A (2024) 2 H4 1 TrojFM Zg it 7 ¥4 i 1o %
PR RL ) — /N S A, A B e S TP 2
AT A AR, B BRI s, TS 8 i A Y SE PR iR
XA IR AR T BEIR AT BR AR OO T 25 % LLM ## 47
A RIS T Yot i B Y A e A TR
DS RIS TS 3 75 2 JR I SR A DL
SRR Tk HEA B BRX 25T, XA id
FE ] BERE 51 52 MAFEIT o XF I, Li 48 A (2024a) $21H T
—fh 4 i SANDE (simulate and eliminate ) B9 J5 ] #2
BR 50 %074 A B B 2H 1 (R0 9 B AL Bk
BB ), FEASEABL S B, 3d 2 Y r— A mT 2 ) R R
BREADLIE 1] fih i g X S0 A )52 00 o 7R T BR B
i F§ OSFT (overwrite supervised fine-tuning) £ A i
A FERALLH A4 fi S f B FEAT RO, T R LLM v A ik
g B W B NS TS . KR SIR R,
SANDE HEAUAALBEA RLAL R 17T, 10 H XS 51 f Ji

A UIRER MR

Jiao 55 A (2024b) 5 I 1 70 A B G B Be ol A
Ja 1Bt 778 BRI A 3 SR AR T
Ao X BT R O it R v X AR ) A 2L A
Fr#AtE DT 7E DR SR ) AT 55 TR A BRI 5 1T
30404 1) LLM 7 28 41 AR 11 1) e 559 1k 22
P T 2 AR, G 2 ik Se A R A A B
IV FEA T R RE I

iR PR IX — )R, Li 55 N (2025a) 5T “ 54
J27 IR, 3K — 2N RO R 44 0 i A 2 G
TN o MATTIF A T — i ol AR AR R
I3 BT RIS A ORI B2 B T i . Bl AR
P T & S BN (safely partial parameter
fine-tuning, SPPFT) , 3 f& — i 76 S0 1o 72 v R &5 42
IR AT TEARRARTERE AT 00T .25 IR
BRI 2 A o KRR 5 VR I M RRAR 1 3 PR B
A TAIO B 42 4 AURS: SRR T B AEZE % 5% LLM 1Y
SE Ry TR A RTE

BEEAR J7 i HI SANDE J5 ¥ , LA K 22422 &
HISPPFT HA , #J& BH X 1X 28 J5 7] W i 1) T 422 Wi
XL B A AW 5 AR ER IS 1] R AP R 52
AR A AR R SE I, [R] OR AR A PEREFN 22 4
3.7 X RAEBUHEIR T FZ RO RH 1

BEXT LLM #3512k A5 1y By 80 2 34 T 460 0 A BH. 1k
TR HE B B A AT, AR X A 1Y &4
PR FBAE B, B TR R Y R 17 5 7 1)
S5, X BHAE VA TSR IR I AR . [RIE %
BIAE 5 o AN S e B B i B AR N2 (T4
BT IT A TR RN JE T St d Rl AR A

Li 8 A (2025¢) A BL5 IEH HY LLM AR L, #fi A
J5 TTHY LLM 23 2 Bk 25 3 82 9 25 14 L T 3 1
AOMESR . R X S & MR Y 22 5 AR 4R T T —
% S CLEANGEN WY JR IR A 5 1% o %05 ik 1iE
U HH Tl 2 i e A ) B4 Jt, TR B AT 1 4 5
— AR IR LLM Az B4 R, WA ke 47
Al B N A o B X R B 7 R TR R
AIBEA ML AR T T RE S A IR ML B BUE N A, 5
HORR

AT T CLEANGEN W Ji [T B 480 05 v , Li 45 A
(2024¢)#EH T —F 44 A CoS(chain-of-scrutiny ) B9 J5
CIBFAR T ¥ o AR5 T ok A e il 7 A
HR A2 [R] A HE— > DA fi 2 245 21 H At i ) REE D7
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3, S8t TR AR A i = RS R . BT
JE A VR 8 515 LLM A B 20 f 4 D 3R L 4R
Jri B A X LA PP R LUA IR R A SR — Bl
CoS J5 1 A 18 580, JO e VAl A A 1Y 2 B3 el A A fih 42
v s AEATA—ECHEAR AT RER W I O AFAE . fE2 A
FEMERE R EAT Y S8 BRI, CoS T I AN AERS
W80 Bt R AR I R AR AR B L AL B I K SR I
R R T SO i

4 R EX

FERYRRAL PR 28 B N TR BR AT — > G5
[ R, R 0 2 A TR BE 27 2] FIHL e 2 ST B AR )32 B
ST . A ATBARIZE STk i H 25
K, ISR B B SR AL B 3 AR Rl U
Y o SR AR BT e B8 AT K A 28 4 n o
PRI, PR X SO 4 A7 A 8 B AL T FH B ORD 5
JE, B G 2 BB & A AR 25

TEMTT 5N BORLK AR A RRA AR 47
() — PO F B B 2 2. e, KEEAR )™
12 W T ECT GRS A RO, ik AAS T I
AIBRIC LA I #5 b . Bl TR BE 2% ST AR (1) 52 PR
R A AN, X — ARG R 2 ATBLR 5
PRAF AR RS RRY et 22 I 2% 55 2 A 9% 7 A L2 =K
AR AL AR | 5 R B G R A R Y
5 R ALK ENRR IS B PR TE AR AU AR LT
BRI G35 A B BRI U I ok R AL . X R4
AR T Bl AR A AL A 280 ] 48 e A R B i
5 2 AT O, U HAE ALYE A IR 45 B9 7 b A5 2
K BN R BB A RUGE B A 78 B f P O
DU ORI Jo 5 sl A 5 RS TE AR LA B 1 1
T PR R AR A Y RRA
4.1 RBEGKEIRHEERFER

ST FK B AR 15 31N FH 75 80 2 DL LA AR
2K, LA AR LD e A S A

1) BRRPEAR ECE o 7K B Z0UE LA P B Bl
R ], JCHSZERAR AP . EABERE A
(Ve RE AR Ll SR Y o, JC R TR AR IR BB B
W e K ERRZ AN AT BB FT T Y
PG AE B AY rh () 7K BN RS2 el PEIAZ A A0 S o

)G, KEDR BAT RS RBT TG T, BE
g AR 37 B Ul (CANBY AL S8BT A S

BE AL BRI AT AR AL o RIS 4 L Bl sl A
PAB L, K ENUIR BOZRE S B A I 3 o 9120 , TR o
SRR 285 B R A BUR A S5 WARAE S, KED
WRIH BB P4 AT G DA

3V, EAVEERAKENEA = BB th
B LR BE T, B DR R A R F P T e g i 1) T
Ty i) SEAE SO R I B e s D ZK B o KD
AR T2 R 0% 1 52 e, (0 5t A i L i 1
BATB (AR S T B RL R4 55 ) BREUR 7K B AR A5 &%
Yo [mIE, K R ZEURAT B - 1BCE O RE T i A Al
PP REE A 75 ] — A 2 R R e A KR ALK B DR
BRNEEFTAH

lan , K ERACEAEASRY B N 25 TP IR R L 1
BESBR R IR RIE SO % 25 4 ARG L R
O3 K BN A B, DT PR 22 4
4.2 RBKENEBIR HEFS

K ENE AR 42 U i 18 25 4 LA Bedm A7 =X
AT LLAT A K ED R A /K BRI TC &K B 3 A2
EATTERMUALLR A B0 iE 7 v A S bR i 3 5 EA
HES

H A, AR Z AN W] B RUK ENEOR CARZR S
THIABEL Y T AL, JEER AR i AT #1145 B o
X BT vk AT HR A K B I AR R A AR A
& 7% (Lim 55, 2022; Tan %5, 2022; Li 55,
2023a,b) o TEF & ITET  BRBCRRY R47 2 X0f A A
BRI RN T it AT R LR 7K i A SIS 4 A
dp SRR SR A L Y K B RE % 2RO
AFR GGy o X R ITIEROEHAE T K BT EE AR
TERTRI NS, X AR A B . 380, 2R T Ay
ORI S RGN EL T g, D0 RT LA 3 PR T A AR
RYF b AOKED . BAAOR U, R SK B 2
At ik ¢ 4 2 7 2, TERR SE B AR OO T AR R Y
B, LR 7 BB B9 T A AL (Yadollahi 25,2021
Chattopadhyay % , 2022; Li 5§ , 2023c; Peng % ,
2023 ; Lucas #ll Havens, 2023) ., X Fl 5 2 B0 5 &
Xof A SR AR RSP AT, B3 IR S AR AN i
BBl T s H B MO RS AL AR (AR R
I, IXBEIR BN AR R 2 2 WA G Jr AR BT

A U iRk 2 ) AR 45 B 5 R i B4
S ) BRI QAT A R AR OR AP K B — A
FRY R WESEON R T JC & K ED R M
(Venugopal 55 ,2011; He 4§, 2022a, b; Kirchenbauer
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54,2023 ; Zhao 5% ,2023a; Li 55 ,2023b) . K E
JEAERE IR A R AOKED BT A ARTE S
A BRAT 55 (4 A AR B o I T o 0 i 1 SCOAR
R A A PN AR AT 20 BT A R R R 0 5 K E
fF 5o Jo@ /K BN IE B3E FH 4% 35 A 1 FH
S5, B AR B AT [¥] 7 A T AR R R 2 A

P, AR T e 25 4 ] 6 52 2% 0 8l 25 R 58 v ff R /K ED
ARAERIPRAL

1A 3 PR BN (@K ED R &K E
AJC G AKEN) BRF i N 5 LA R Bk R 24T 1 A6
45 K EEROR A AN [ (4 TR PR AP LR A
PEPEIE 25 A /K ENT7 YA i ZOAR G AR SR AN

FEMZ R, XFEAEE EEATT Z0E M Yyt AT AU .
R1 BOEKIN.BEEKNMEEKNHWEEESS

Table 1 The respective characteristics of white box watermark, black box watermark and boxless watermark

NCIESSi AT UaTTRFS

s B i Y

K K B AR P IRA Sl D IR

fkE B il B
FEKED iy BRI

A, K EHELL 7 SE s R 3 5 e e
BN FR T P e WERE R JCR T SRR I I 5 AR
Wl

AP TELR M 55 (A A

i 2o fih e A WA TTHORAE AR AR OR VT BB N TRE, il A AR AR T BET BR . 15 5 PR AP AR LRI 55
REIKED BB HORHAOKED A A KIS A Gy ), 16 & APLEE B BRI TR, 5 % APL 3% 1 (BE R AR Oy

FRORMEBMTE RN I etk 5 MaaS 575
I BRI EE, B A TR AL R
U L P : : SR L L \
Kifken GRS it sosas s, ar T CEOETER g i ok
- " SEHHRMAKED SRR IR kAP

5 LIRIWKR

Bl N T REHOAR A TSR & e , 2 AR 2 R AR Y
AR R 1 5 12 A 2 W A 3 T P P ARG ) S
BOH ., Ho BRI A A R L) R AR 2K
o LI KES I 2E (Huang 45 ,2025) 35551
L) G SNEL) e . ST SR TR A iR
75 BLS A B ]I UE SR SN — B, TS SEEL T E
D2 5 TR A R 5 P P R B TR SR O
o TERMAES b, LI IR USR5 1, )
TRZI5E LG (Bai 45, 2025) Ju R Wi o PR L] 5 vT
DLt —20 493 0 3 28 : 00 A — 2 R A — B
RAA—E A —BEa B e A A 8T A
B T AR SO AR SC A 5 Jas 1A — B i
B REZ/L NGRS & =R 2 NIE 7N DTE N SR TN ESE A
AR 5 KBRS — SO H LAY 1 AR TR AR A 58 B G
Falas (a0 E R EAFE 2

Wi 1R, H R ZE AR HARIESR, O 45
R B el A ESI B RUUIEEE G A= R DE 0N i
FIF AR A5 14 [ 2 2R - “Two little boys are walking in a
blood-red river, with one of the boys carrying another

child on his back while looking at a soccer ball ahead.

This image was taken at the Yarlung Zangbo River in
the Arctic. (PI4~/N55 7% 1E7E — 4% 1L £1 €4 1 ] L A7
&, Hh— M BEEERS— T AN EEITH
— A RER XK ERIAEE T AU A HE AL )"
SR, B AR 2D T X SE G . 1 G 1
PG N 258 434 D7 T = 1) 2R 0N — B30 i ik vh 42 3 1
“soccer ball”JF At BLTE 02— BP0 Ly AS
— G 2) B A2 H R T 1) “blood-red river”
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Two little boys are walking in a

with one of the boys

while looking at a soccer ball ahead.
This image was taken at the Yarlung Zangbo
River in the Arctic.
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Fig. 2 Main research on multimodal large model hallucination phenomenon in recent years
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(I

B 11 BE SRR L1980 7 A IR B A
R RVECHE B A YA DG o gl n, I 2Rl S
SRS AEME RS U I SRR AN H R
R A A B AR 7 AR R 25 (Liu 5%, 2024a; Wang
45,2024b; Yu 45 ,2024a) . BLAM, YIZREHE o (1 7
AR T P AR 2] 90 7 A P AR R 2 — |, A e A e 4K
P B rh R B, T ORI ] T B DG H X S )
A (Li %5,2023d; Zhou %5 ,2024b) .

ALY ff SR, 40756 IR 2 1) B 0] 22 95 40

B AR O T AL AR T RS A L B
5 ARG MG S AL BERE T AR 55, XE LA
VT L 15 5 A 7R 119 b PR BE 7 (Wang 55 , 2024b; Leng
45,2024, HEIT S BUA A 2S5 L8 A AR — B
WAL, 22 B XT SR H i B3 Bk A (Jiang 55 ,2024)
7] BN 3K — [ JE, S SO AU A il 5 Ao A
R A g 22

MU A BE SRR IR SR s R B A 09 ey FR P
FELIVEN 5 — A REER R B, A IR HE
PRETEARRE T 50 5 IS 2 BT 55 W B 2=, T A
R AE T A5 7R B B S AT 55 b i X 5 5 4R AR (Ben-
Kish 25,2024 ; Chen %,2023) . It4h, Yl ki 78 ik
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Z RS I RRAIL ] (o A A M L R R A BN 2
PEATA RC)E % (Sun 45,2023 3 Yu %5,2024b) .

B, WHEWT A R R R A 4 P A rh 3R
D R L B BB R 2 — . E
PR R v BB AT B8 S ) Tk B G AR A Y
S BE R R R AE B AT T2 T A B AR B
O [0 1) S SO X A P 25 B A AN 52 B
BRI, e A AT SEBR A i o an AR A
T X5 & 2% A A S St T RE R A el B MO 5 4
7~ HP ) RS 2 S B ] (Huang &5 2024 Wang &
2023), ZA0 T BG5BT S B iR
SRS BARAF o X SRR 2 7E B I
A AT 55 L R € Y S ) T AR TR i S 0 o 1 R
CIE 3
5.2 BESAKENLORERAE

BE XTI B0 LG I G2 XT3, R 5% 5 X6k 1o b DA A
T AR T 2 TAE

TEBCHE 2 10T, 30 2 3 I 2 S 1 B R
WD) o HARR A T N R Y
M PR THECE I 2 FEE S AR, AR O B BE
=) BNz FLAERR A HR . ROy T RS
F B PR TN E S 1 F 5 B AT, i,
Liu % A (2024a) & IR RIE F A 248 & K £
it 1) T IE T8 76 4, BIVHE A Fdi A N 25 2 i) B
o A — B X (AR A A A ] T A R A IRl 2
Shy il DR — [ 81, AF 2 A DA B 4 T B TR
Z IR A, X A A S A B
F64  IaNTE 4 NS A AN ETE VIR HE R DR)E
PR . B —TAFSE (Yu 45, 20242) W H T —
ANLIHEREIAESS , F 0 S I 2 5000 46 vh mT B 3
BT ) BN o 20HE R 3 A6 T I 591 5 1T e
S SO A N T B R A PN A B AT
YIGBIEHI R . IEAh , BF5E (Wang %5, 2024¢ ) &1t
PG AR IR AT 55 b (9 1 R B30 S 1 3k 8 43 i 47 T
5 DARAC YNGR 09 i o 3R vk o el
TR VA P FTRE S, B8 T B TR A G R AT 55
CRIOESS:

FEAC Y 2T, AFF 5T 30 Ao T A B A AR ) A B
BE T, 4/ NS R IR 5 R S MR 2 () R P RE 220
AR BT BN e A% ) SRS R SRR, A Bl Tk
SRS B AR IR ZE . PR H (Bai 4,
2023; Liu 4F,2023) & I, $& S B Ry A UG 3 B

RREABIRRLI W AR BIREITIRE T
Z R J5 EI R ALEA RLAR BRBE T o 19120, He 55 A
(2024)# H 13T RSG5 (49 224 55 i i s A 2514
RS IR, IR TP B R . Sy TR
ZRRAS KA HL BN RE I, Jain 45 N (2024) F I 43
T RO B P G 5 H AR U BE T o T Jiao 55 A
(2024a) WPRE H ARSI B A7 745 IR A5 B i
B EZ BRI b, DB i R0 A [) 26 2
HEMALFEAE T o AN, Zhai 55 A (2024) 7E L5
ey 5 REFARBZ [\ 5] A T —F-FeEpLd, D22
TR AR Z (B A BU AL FRAE ) 228 . X AP AL &
TEV B 58 FE 5 5 B AL BREYRE J7 , 32 o AR (1) 3
TRPERE .

FEYINZRJZ T, Y24 SR e 1) O AL AL B Ry 2 4T o
AV AT ST TT 1] o smAks I HESR iz A Tl 2
P, T BRI A G A TP W R IR X 8 0
SR MIAEHESRIT B, BF50 & i 3 0 A 4 B e v A7
TEMIR 22 , BT 18T AR SR | DL 47 b by Xk 265 45
A AR S5 R PR AR, SR TR AR AR R B o
T B RY Y S W 2 B TR Ak S ROAEZE o 4, Ben-
Kish 55 A (2024) 5 fi K ETE R AL 7 S HER T Ry 2
RS RBAL YN Grad B i Ok B b, 4802 2R B
A W HERR M R — S S Ty ik
Pro IX RN 7R 5 A 2 2] P R AR (i HAE A A
PR B A L AT A — B, A, IR AR
(Zhai % ,2024; Zhou %, 2024a; Gunjal %5, 2024 ) Il
KT 2200 BRI B HAis A= Tk JR 4G N
Tt T 2 RS R LS5 LR S RE 1 Fl— 2L
e AT G A 8 P 2 B AT S R Tl . G sk
W5 i NS St Rl AR RLI St 7 i — 24
TE T BRI N S BRI B i

S5 JETEAREWT 2 T, B W A b i ) BT, BIF 5
BB TV 2B BOHERTHEZR o (940 - %) L i 4
A (Jones 45,2023 ) & £ FEAR A iU 69 D 1700 o 3
T LU BB AR N R rh 2 2 M AT BE Y
B S DT 9 2 B ) 4 S B0 AR R IR . T T
AT g 2T ML, DAY Y A R s, i A
By 0 BT EL 22 RE MR ME R MR . FF EE 40 IBD (image-
biased decoding) 7 /K (Zhu 45, 2024 ) i i 75 ff i 1
FEH G AR B EASORY ML &, 14 iR A1 17 4 2
R VA R E £ EAL AL, e TR LA
Az G TR R AR A R A S, DT 2 T
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Jii Ml—30: . 5340, HALC (hallucination reduction
through adaptive focal-contrast decoding) 4% R (Chen
AF,2024b) L 1B X LRE R SCHAT AL . AR
iRl A B GE B R SOfE R B R A A P
PR PO LR N AR SETE . X RO R RE A AT S0
PR B2 RSO0, SR T 1 A s 2R -5 v
AR —BtE TN IE L) v i A L S AR A
ALHITAE. Yin 5 A (2024) $2 1 T —Fp AR
LRI S4B IE 7 ¥ , 38 AR R SOA R R IOG
BEMEE, IR AL SE A 2 2R AT B0 , BUN B IE L)
o AUTE 5ANBY BE: BRI TR A AL
o PG UE A58 7 B AR A R LI IE o T
Teds U , 2% 2 A T 2k T TR 000 8 30 1l ) T )1
RIS
5.3 SESKREEITH

SRS KA R PG Tk 2 N BT
Az UBOCR FEE T B BE ) B9 PEAL . POPE (pooling-
based object probing evaluation) (Li 5% ,2023d ) &4 i,
PRk g — b Ty o JE I TR LAY 2R )
POPE R LIS VAR S A ] — 0 ST 55 i i 25
Bleln) &G R ARG A, AU R
% M MS-COCO (Microsoft common objects in context)
HOHE 4 A B 500 1 PSR ) R A0 95 4 T LS
X G T 1w R0 , AT BEAIL AT AR HURAE A LY
ffa) [, POPE 7EZ] 58 WAk 75 THEAT I, ¢ 51
S WX G R H AL BLEAT T VRN R TTAG

FGHE (fine-grained object hallucination evalua-
tion) (Wang 5%, 2024¢) WIFE— 2L 414k 1 Z) 58 APl
ik B AR o S ) VAN AR B X 8 . 5
POPE AJi], FGHE By £ 4 1 50 i K {541 200 4[]
FIEH I, 53 220 G )L J M I REURIA T Ay ()t , 2
S TR AR A b R GO R R AN AT
AR A S AR — 8. FGHE [a] £ i F o %
FEHR R A IR F 8 g A 1 b, S it 13
20 B4 A BN 2 A

TE PR PEAL 77 1 , HaELM (hallucination evalua-
tion based on large language models) (Wang 45,2023 )
ALY T 0T 7 B ARG I 2 AR A Ji b 1Y
L], A T KR GPT-4 25 vy AR Y B BFAS 5 =
HaELM fifl FH LLaMA #5822 Bl A s BHe k47
Ik, RESMER PEAE LT AR o

I b, GAVIE (GPT4-assisted visual instruction

evaluation) (Liu %% , 2024a) il i GPT-4 1 A 2 ifi i
B PPAL Z RS RBAL A 1 BT . B AP 2R
PN 25 B A P i R L 2] b B HERf P . GAVIE
AN TARE bR EZ 52, 02 R FH GPT-4 XA
Tyt 0 $5 A BR BB BE 77 DAL 38 K058 R A7 1743, $ 3t
T 1000 M REAS T S PPAG 0

AMBER (an LLM-free multi-dimensional bench-
mark ) (Wang 25 ,2024b) $& H T —Fh 2 G 1FAS A A
HEARE ST MOHESS . BT T X RATTE BRI R
SELI A UM 5 AL, Ry SRS AR
ik TN E R VR T = N

ZE Lk 2w G R 2 H 20, 5 I8
it A YNGR FNERE S 221 R T o X X2 ol A
AN R B RS, TEAEHE 8l Z2 A2 OB AR [n] T 55 1Y) 5
PRz A

6 ZiE)R

FEIZ A D T, AR AR R 78 N X B AT 55 5k
B XK B AT A5 R S (Zhang %5, 2024b; Cai 45,
2025; Ebrahimi 4% ,2024) . 288 KB {LEE
F1 EERBAE LT LA 1 -

D BTS2 4k o 2 1% 4287 10 40050 2 AT 55
I, 122 22 B3 ROB A 75 RS AT 0 58 AT 55 0 X
ST AR AR AR DAt A 55 B 40 )38 1 g

2) BRIz A, YR A RS A I
T B | AR B AT XU e AR Bl AR B 1% A
BRBAZE T BB AR IR IS R AR o il T
A 7 b B 28 ik KU Tk =X AR fb ) B0 B i AR
fa k.

3) BRI AL, RS KRR T B 2 AL
PEFEAY CANEIR A EIEE) 1z AL RE T AR AR
RIREASTE A FIAASEE T S0 B— SR 1 HE R, okt
oAV SIS FI R AP M A B T IAE

Xy A Y FR IS B T A5 AR R A SR g
FH e R A [ 475 290 A 2R 3 P RN i M . SR, 4 i
WF5E 2B, Z2 A3 KA A 3 297 fh P LR AT A7
FE— 2 BRI BRI, 5 ZE it — 20 i LA At
6.1 BESZUKEREIE

EEXHESAT 5512 4 , Zhang %5 A\ (2024b )35 HY 24 FY
(1) 2R RN TR A O T R4 T4 M 2 1k
BF A7 B I R M, G 2 7 A B 5 I R85 AR R
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Fig. 3 Current multimodal large models have poor out-of-distribution generalization or zero-shot
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A AFHL R S X655 HA 25 KRS AR — S50 B s 22 20
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Kif H B rh SR B AL A S e e T ad i /el
VA5 = it th SO . SCAR I 1 Q-Former 2 fid
538 38 A0 D G B e A0 B, T )RR A B AR A 3 T
A ] L BT (gated linear unit, GLU) 4%
FOTILERCGE LY . 2, XS REE Shric ey
A PR A RIS Y, AR SO i . X
Tkt 1 B BRI ZR A , [R)I ORFE 1% SCA B
file FNAFEBIAT: 55 1992 Ak BE S . CROME I AT —Fify
B AR R R H R TR A RO S, BT R AL 2
RABI A ROR , U HIETER E T AT 55 19 EicdiE T
PEJT T . CROME BB AU T SRS PR ik
A 280580 O RE 1, PO 78 38 Bl 7 s
Y Bl #5857 -
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Pt WATSERA ot o bl T B AL A N B T E AR
F BRI, G A 5 AT 2B ED R A R —SC
AR, 33k SO Sy W WSCHG F ) g DL, A 10 AR A
155 CAnBHR - 35 A2 i X 18 R 40 ) Hh ik — DAL H
B it KX 2 fig UL (Bhargava fl Forsyth, 2019 ; Hen-
dricks %£,2018; Qiu &2 2023 ; Mitchell Z£,2020). 1E
R RS R 22 AV %) Fi B2 AR 43, A1 W %k
Pt DL 1) B AT IR 3 AT - 8 26, A G WL B AR A
TEAN ) (8 28 PR DU R BT 2 Fod 4, L df ik A
fia) g SR AE 48 DA S AR N SCAR 55 5 353 A AR s DL 75
SHARE , B AR RN [F AL S A (el &2 AR
JE PR 53, TP AR ) 18 ISR £ T A B i Al
PN s AR 0 AU 5 R s R L A A DL A 5 5 12k
TE TR BRI 25N i Ak 345 i B 552 it L 2 S A 8 fv
Wo A BN 22 RS R A UL ) 12 RE A S BT 5
N GUFAY #5 B R b B A 33X — ) L, 4 8l B 2%
SENUERIE 2 PyN  SIEIPI Y
7.1 RIEEEIR

VAl SRR T (R 25 Ml DL 2 A o LT
PE R RO T B, 50 2 Fi i TR T 54T 7E Lo
NV AR TS AR S FIREAR A -1
AR P BRI 7 AL A s Al A
LAY PIRE , BIXS TP TERURARAE AR, 52
RN 245 AR AT 25 5 o BER A SR DG AN

[F) FEF 2L C AP 3] o RN AF I 55 ) 22 ) ) i 8 R 75—
B, FORBALXS A [R] RS A ] 4 X5 B, 1] an it £
S TR 1 0000 A 6 P8 R >, S PR UE R A 22 [R] Y
HIRFEASAREZER . R R (SR ) 45
A RE BN A IEX R RS A B 5 R, X4
e @ SRR R A P D R S P S QN ESE D5 RN
LA B T2 R AVS BRI AR AR . e TR IR
PE HE AT LA 23 A [6) 4k 25 B A O 35 A 7 55 34
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FE 2 WL )32 48 T g s RS AR A ) AN R
& EUN NSO S TR IR 538 22 5, an < B AR 7R
R CHR I ZIARED S o i DL % AP MR 3
R OB T RN, R BT AR TREAR
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A T) s e bR 5 TR 0 bR A T AR SO Y
fibre DIETHRAFRIYTENR. Ross 55 A (2023) 1F
SCAAR A WL BE 148 FR (word embedding association
test, WEAT) (Caliskan Z£, 2017) Fil SEAT (sentence
encoder association test) (May 55 ,2019) it LAl |-, 42
) Grounded-WEAT 1 Grounded-SEAT, F T~ ffif & #1
W— RS BRI Hh, WEAT Al Rl ik A
HOR TRl 2 AR B & 2 T Y SCHR M 75 S e 1 i
WL, SEAT ) 1% 72 5¢ B 4] 1 5 B i 19 A, T
Grounded-WEAT Fl Grounded-SEAT 43 5| #1797 fE |
B B SR T AL Sk, NTTPEAl 2803
BRI i WL o 2) 3 THERR R bR . — 2L TARRIH]
X EUR T3 AR AR IR 4 ) 1+ E bR Bl 32 H AR
)1 A AR, B LA [) H AR AR A ) Y HE 38 22
SEEAT O UL R . A0, Zhang 55 A (2022h ) 18 i i
DN REE S5 4 2 A5 R0 T SN AR N Bl IR ARE A 110 D
IS 5 Xiao 55 N (2024) I e A58 075 1 1) iz = S A
AXF AT 2R VR X e 25 50 3) TR
JSCA AR bR o X 55 AR I 45 7 1 AR
REHY LAY AR JAE 22 N 25 i e A OO B 22 57
{91 A 22 B AR ACHE B3 (Rajpurkar 55, 2016) , 285K
FAILEA [ 2 AR S R T A AR T i o 3
253 8 (Bordia #l Bowman, 2019) , i it A B SC A
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MR # C A th TIF 2 BUG— OB T
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5 NFEMRMFRIC , IR BebRIC HEA T 2, A
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BB 5 1 b g, AR DU AR B A8 A AR DA
PNV, B, Zhang % A (2021) F H CycleGAN
PEAT B A, BRI AR SR R A8 Ak, LA™ A



WET, KER, NXH, BxE, FE, 20, KIA, REE, AW, aaks, ERR

$30% /E 68 /2025 £6 A

SEERNEEREHRHAR

HEAPER A o B XTREAR A, Balakrishnan 45
N (2021) G B 18 22 A FUR a1 ) RGO I A 4
() P65 MR PR 4 A5 o 125 T3 Ao DI ] i A 2
PB4 Ry BRI ) XA IR DC BE R . 3 S g
W IAT A PT LA B bl o3 28 CAn 50 3 2588 ) TEA
RN R A4 e A et a2 28 Ak, DT PP A RS G LT
JE PR 22 5
7.3 RIREEHZE

ZEAGAS TAGEAY 1) it WA 52 S 63 e 4 S i o e
K143 g ToUAb B N 25 A0 A B B BeAss 5 5 1

Tl Ah BRI B A6 52 07 0k 3R A T A B 18 el
HE AR SO B AT I B A A R o
B, ek A I 2R v e A B LR 8L, DT R PR
TRUAE 2% 2] B B4k 7R 3 26 0 UL A9 JRURS: o 4 , SR
T3 1)z FH T A BRI 5008 v A A S A 0] 7L
BEXTREAS S I 32 R P R, B R T vk ik 1
BRI A B ik SRR ) Bl 2 22 BRI A o
(RRFE) , (T HCHR AR AE 25 A B 18] 2K 3 5 0 ~F- 4657 1)
R AN, FERAE AR AT D45 B Ll A 1 i
FiA, DLt — 254 i A e /DR (A b i 2 B, AT
R A B R g =

YR BB 5 il w5 ) AR R
PR 2 i AR 1 2R 7R A el /D S T Y g D o 814
Zhang % A (2022) $2 7 X} Fe 4 2k 7 2, a1 B
SRR R A ) i 5 R SR A I A ) s (R
B N [R) R AR I A i) s 42 , DA TG 50k D T
CelebA 73 AT 55 IR UL . Seth %8 A (2023)#2H T
2 ) e g% 25 MR R I AE S 38 2 X R — oA
XoF R e 7 R A T MR AR 4 DR AP B PR AR BN
GEN TR 2 A3 8 R IE R, g — 204
il TR R R

Ji Ab 3B Be s 5 5 A AE BRI 2558 K ),
TR R B AT R K LR B A H bR . Fried-
rich 28 A (2023 ) # 1} Fair Diffusion, 18 1t 75 3% 2 By
BOXT TN R P BB R R A7 48 4 51 5, i s 2>
BT A A O DL 2 ) FH A R 3R A A T
FE SCHTHE A A i o] S B A Al A R g5 R
Chuang 55 A (2023 ) 4 Hi f UL 7] & 4% 5% 7 ¥, BFXF
SCAS R A B P ) RN O e DL 3 e 8 R 2 B R
WL Ty TRL A5 LA T D) Ak 24 T O 2 i s 7R Y
3.

8 % i&

ARG EEE T Z RS IR I T s ) X ¢
eily GBORIC s S 1T HCE MU BT B LD R 2
Ak ] SR i DL ] 80 25 2 4 RS, I3 A 28 T3k 74>
77 T 25 H RS R, Shy 1 B A RN X 22 SR
AR ) i R 22 A PR ARt — IR RO LA DL AE S
R R Z BRI

RS KRBV AT 55 A E R 55
AIPERE , W AT AR TGS 4t T 207 m i 5 Bl
SGIBORTIPNE 2 U EOPN L SITE Sor 2 NI WIS 119 2 A BN
RAGERY B 22 A ] 5, S N AT TE S AR A 1 i i
LA R

B AL v EEZALFF 2 FHARR
EERALLRERAMREE ZELET M
A https://www.csig.org.cn/16/201704/49326.html , £ 3t
F LY

222 L7k (References)

Alon G and Kamfonas M. 2023. Detecting language model attacks with
perplexity [EB/OL]. [2025-02-18 .
https://arxiv.org/pdf/2308.14132.pdf

Bagdasaryan E, Hsieh T Y, Nassi B and Shmatikov V. 2023. Abusing
images and sounds for indirect instruction injection in multi-modal
LLMs [EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2307.10490.pdf

BaiJZ, Bai S, Chu Y F, Cui Z Y, Dang K, Deng X D, Fan Y, Ge W
B, Han Y, Huang ', Hui BY, Ji L, Li M, LinJ Y, Lin R J, Liu
DYH, LuG, LuCQ, Lu KM, Ma] X, Men R, Ren X Z, Ren
X C, Tan C Q, Tan SN, Tu J H, Wang P, Wang S J, Wang W,
WuSG, XuBF, XulJ, Yang A, Yang H, YangJ, Yang S S, Yao
Y, YuBW, Yuan HY, Yuan Z, Zhang ] W, Zhang X X, Zhang
Y C, Zhang Z R, Zhou C, Zhou J R, Zhou X H and Zhu T H.
2023. Qwen technical report [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2309.16609.pdf

Bai Y T, Jones A, Ndousse K, Askell A, Chen A N, DasSarma N,
Drain D, Fort S, Ganguli D, Henighan T, Joseph N, Kadavath S,
Kernion J, Conerly T, El-Showk S, Elhage N, Hatfield-Dodds Z,
Hernandez D, Hume T, Johnston S, Kravec S, Lovitt L, Nanda
N, Olsson C, Amodei D, Brown T, Clark J, McCandlish S, Olah
C, Mann B and Kaplan J. 2022. Training a helpful and harmless
assistant with reinforcement learning from human feedback [ EB/
OL]J. [2025-02-18]. https://arxiv.org/pdf/2204.05862.pdf

Bai Z C, Wang P C, Xiao T J, He T, Han Z B, Zhang Z and Shou M Z.

2073



2074

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 6,Jun. 2025

2025. Hallucination of multimodal large language models: a survey
[EB/OL]. [2025-02-18 ]. https://arxiv.org/pdf/2404.18930.pdf
Bailey L, Ong E, Russell S and Emmons S. 2024. Image hijacks: adver-
sarial images can control generative models at runtime [EB/OL]J.

[2025-02-18 ]. https:/arxiv.org/pdf/2309.00236.pdf

Balakrishnan G, Xiong Y J, Xia W and Perona P. 2021. Towards causal
benchmarking of biasin face analysis algorithms//Ratha N K, Patel
V M and Chellappa R, eds. Deep Learning-Based Face Analytics.
Cham: Springer: 327-359 [DOI: 10.1007/978-3-030-74697-
1_15]

Ben-Kish A, Yanuka M, Alper M, Giryes R and Averbuch-Elor H.
2024. Mitigating open-vocabulary caption hallucinations [ EB/OL].
[2025-02-18 |. https://arxiv.org/pdf/2312.03631.pdf

Berg H, Hall S M, Bhalgat Y, Yang W, Kirk H R, Shtedritski A and
Bain M. 2022. A prompt array keeps the bias away: debiasing
vision-language models with adversarial learning [ EB/OL]. [2025-
02-18 ]. https://arxiv.org/pdf/2203.11933.pdf

Bhargava S and Forsyth D. 2019. Exposing and correcting the gender
bias in image captioning datasets and models [ EB/OL]. [2025-02-
18]. https://arxiv.org/pdf/1912.00578.pdf

Bordia S and Bowman S R. 2019. Identifying and reducing gender bias
in word-level language models [ EB/OL]. [2025-02-18].
https://arxiv.org/pdf/1904.03035.pdf

CaiRZ, SongZ R, GuanD Y, ChenZH, LiY H, Luo X, Yi CY and
Kot A. 2025. BenchLMM : benchmarking cross-style visual capabil-
ity of large multimodal models//Proceedings of the 18th European
Conference on Computer Vision. Milan, Italy: Springer: 340-358
[DOI: 10.1007/978-3-031-72973-7_20]

Caliskan A, Bryson J J and Narayanan A. 2017. Semantics derived auto-
matically from language corpora contain human-like biases. Sci-
ence, 356(6334): 183-186 [ DOI: 10.1126/science.aal4230 ]

Cao B C, Cao Y P, Lin L and Chen J H. 2024. Defending against
alignment-breaking attacks via robustly aligned LLM [EB/OL].
[2025-02-18 ]. https:/arxiv.org/pdf/2309.14348.pdf

Carlini N, Nasr M, Choquette-Choo C A, Jagielski M, Gao I, Awadalla
A, Koh P W, Ippolito D, Lee K, Tramer F and Schmidt L. 2023.
Are aligned neural networks adversarially aligned?.//Proceedings of
the 37th International Conference on Neural Information Processing
Systems. New Orleans, USA: Curran Associates Inc.: 61478-
61500

Chattopadhyay N, Kataria R and Chattopadhyay A. 2022. TextBack:
watermarking text classifiers using backdooring//Proceedings of the
25th Euromicro Conference on Digital System Design (DSD). Mas-
palomas, Spain: IEEE: 340-347 [DOI: 10.1109/DSD57027.2022.
00053]

Chen Z R, Xiang Z, Xiao C W, Song D and Li B. 2024a. AgentPoison:
red-teaming LLM agents via poisoning memory or knowledge bases
[EB/OL]. [2025-02-18 ]. https://arxiv.org/pdf/2407.12784.pdf

Chen Z R, Zhao Z K, Luo HY, Yao H X, Li B and Zhou J W. 2024b.

HALC: object hallucination reduction via adaptive focal-contrast
decoding [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2403.00425.pdf

ChenZY, ZhuY S, Zhan Y F, LiZ W, Zhao C Y, Wang J Q and Tang
M. 2023. Mitigating hallucination in visual language models with
visual supervision [ EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2311.16479.pdf

Cheng R X, Ding Y Z, Cao S R, Yuan S W, Wang Z Q and Jia X J.
2024. BAMBA: a bimodal adversarial multi-round black-box jail-
break attacker for LVLMs [ EB/OL]. [2025-02-18 ].
https://arxiv.org/html/2412.05892v 1 .pdf

Chuang C'Y, Jampani V, Li Y Z, Torralba A and Jegelka S. 2023. Debi-
asing vision-language models via biased prompts [ EB/OL]. [2025-
02-18]. https://arxiv.org/pdf/2302.00070.pdf

Cui C H, Deng G L, Zhang A, Zheng J N, Li Y C, Gao L. L, Zhang T
W and Chua T S. 2024a. Safe + Safe = Unsafe? Exploring how safe
images can be exploited to jailbreak large vision-language models
[EB/OL]. [2025-02-18 ]. https:/arxiv.org/pdf/2411.11496.pdf

Cui X M, Aparcedo A, Jang Y K and Lim S N. 2024b. On the robust-
ness of large multimodal models against image adversarial attacks//
Proceedings of 2024 IEEE/CVF Conference on Computer Vision
and Pattern Recognition. Seattle, USA: IEEE: 24625-24634
[DOI: 10.1109/CVPR52733.2024.02325 |

Denton R, Hutchinson B, Mitchell M, Gebru T and Zaldivar A. 2020.
Image counterfactual sensitivity analysis for detecting unintended
bias [ EB/OL]. [2025-02-18 ]. https://arxiv.org/pdf/1906.06439.pdf

Dhamala J, Sun T, Kumar V, Krishna S, Pruksachatkun Y, Chang K
W and Gupta R. 2021. BOLD: dataset and metrics for measuring
biases in open-ended language generation//Proceedings of 2021
ACM Conference on Fairness, Accountability, and Transparency.
Virtual Event, Canada: ACM: 862-872 [DOI: 10.1145/3442188.
3445924]

Dong Y P, Chen H R, Chen ] W, Fang Z W, Yang X, Zhang Y C,
Tian Y, Su H and Zhu J. 2023. How robust is Google’ s bard to
adversarial image attacks [ EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2309.11751.pdf

Dong Y P, Liao ¥ Z, Pang T Y, SuH, Zhu J, Hu X L and Li J G. 2018.
Boosting adversarial attacks with momentum//Proceedings of 2018
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion. Salt Lake City, USA: IEEE: 9185-9193 [DOI: 10.1109/
CVPR.2018.00957 ]

Drenkow N, Fendley N and Burlina P. 2022. Attack agnostic detection
of adversarial examples via random subspace analysis//Proceedings
of 2022 IEEE/CVF Winter Conference on Applications of Computer
Vision. Waikoloa, USA: IEEE: 2815-2825 [DOI: 10.1109/
WACV51458.2022.00287 ]

Du W and Liu G S. 2022. A survey of backdoor attack in deep learning.
Journal of Cyber Security, 7(3): 1-16 (L&%, XIDyH . 2022.
FA PR TR SRA . fF R %4, 7(3): 1-16) [DOI: 10.



WET, KER, NXH, BxE, FE, 20, KIA, REE, AW, aaks, ERR

$30% /E 68 /2025 £6 A

SEERNEEREHRHAR

19363/]J.cnki.cn10-1380/tn.2022.05.01 |

Du Y R, Zhao S D, Ma M, Chen Y H and Qin B. 2024. Analyzing the
inherent response tendency of LLMs: real-world instructions-driven
jailbreak [ EB/OLJ. [2025-02-18].
https://arxiv.org/pdf/2312.04127.pdf

Ebrahimi S, Arik S O, Nama T and Pfister T. 2024. CROME: cross-
modal adapters for efficient multimodal LLM [ EB/OL]. [2025-02-
18 1. https://arxiv.org/pdf/2408.06610.pdf

Friedrich F, Brack M, Struppek L, Hintersdorf D, Schramowski P,
Luccioni S and Kersting K. 2023. Fair diffusion: instructing text-to-
image generation models on fairness [ EB/OLJ. [2025-02-18 ].
https://arxiv.org/pdf/2302.10893.pdf

Ganguli D, Lovitt L, Kernion J, Askell A, Bai Y T, Kadavath S, Mann
B, Perez E, Schiefer N, Ndousse K, Jones A, Bowman S, Chen A
N, Conerly T, DasSarma N, Drain D, Elhage N, El-Showk S,
Fort S, Hatfield-Dodds Z, Henighan T, Hernandez D, Hume T,
Jacobson J, Johnston S, Kravec S, Olsson C, Ringer S, Tran-
Johnson E, Amodei D, Brown T, Joseph N, McCandlish S, Olah
C, Kaplan J and Clark J. 2022. Red teaming language models to
reduce harms: methods, scaling behaviors, and lessons learned
[EB/OL]. [2025-02-18 ]. https://arxiv.org/pdf/2209.07858.pdf

Gong Y C, RanD L, LiuJ Y, Wang C L, Cong TS, Wang A Y, Duan
S S and Wang X Y. 2025. FigStep: jailbreaking large vision-
language models via typographic visual prompts [ EB/OL]. [2025-
02-18 1. https://arxiv.org/pdf/2311.05608.pdf

Gunjal A, Yin J H and Bas E. 2024. Detecting and preventing hallucina-
tions in large vision language models//Proceedings of the 38th
AAAI Conference on Artificial Intelligence. Vancouver, Canada:
AAAIL: 18135-18143 [DOI: 10.1609/aaai.v38i16.29771 ]

Guo C, Sablayrolles A, Jégou H and Kiela D. 2021. Gradient-based
adversarial attacks against text transformers [ EB/OL]. [2025-02-
18 1. https://arxiv.org/pdf/2104.13733.pdf

Hall S M, Abrantes F G, Zhu H W, Sodunke G, Shtedritski A and Kirk
H R. 2023. VISOGENDER: a dataset for benchmarking gender
bias in image-text pronoun resolution//Proceedings of the 37th Inter-
national Conference on Neural Information Processing Systems.
New Orleans, USA: Curran Associates Inc.: 63687-63723

Han D C, Jia X J, Bai Y, Gu J D, Liu Y and Cao X C. 2023. OT-
attack: enhancing adversarial transferability of vision-language
models via optimal transport optimization [ EB/OL].[2025-02-18 ].
https://arxiv.org/pdf/2312.04403.pdf

He X, Wei L H, Xie L X and Tian Q. 2024. Incorporating visual experts
to resolve the information loss in multimodal large language models
[EB/OL]. [2025-02-18 ]. https://arxiv.org/pdf/2401.03105.pdf

He X L, Xu Q K, Lyu L'J, Wu F Z and Wang C G. 2022a. Protecting
intellectual property of language generation APIs with lexical water-
mark//Proceedings of the 36th AAAT Conference on Artificial Intel-
ligence. Virtually: AAAI: 10758-10766 [DOI: 10.1609/aaai.
v36i10.21321]

He X L, Xu Q K, Zeng Y, Lyu L J, Wu F Z, Li J W and Jia R X.
2022b. CATER: intellectual property protection on text generation
APIs via conditional watermarks//Proceedings of the 36th Interna-
tional Conference on Neural Information Processing Systems. New
Orleans, USA: Curran Associates Inc.: 5431-5445

Hendricks L A, Burns K, Saenko K, Darrell T and Rohrbach A. 2018.
Women also snowboard: overcoming bias in captioning models//
Proceedings of the 15th European Conference on Computer Vision.
Munich, Germany: Springer: 793-811 [DOI: 10.1007/978-3-030-
01219-9_47]

Hossain M Z and Imteaj A. 2024. Sim-CLIP: unsupervised siamese
adversarial fine-tuning for robust and semantically-rich vision-
language models [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2407.14971.pdf

Howard P, Madasu A, Le T, Moreno G L, Bhiwandiwalla A and Lal V.
2024. SocialCounterfactuals: probing and mitigating intersectional
social biases in vision-language models with counterfactual
examples//Proceedings of 2024 IEEE/CVF Conference on Computer
Vision and Pattern Recognition. Seattle, USA: IEEE: 11975-
11985 [DOI: 10.1109/CVPR52733.2024.01138]

HuZ M, Wu G, Mitra S, Zhang R'Y, Sun T, Huang H and Swamina-
than V. 2024. Token-level adversarial prompt detection based on
perplexity measures and contextual information [ EB/OL]. [2025-
02-18]. https://arxiv.org/pdf/2311.11509.pdf

Huang L, Ya W J, Ma W T, Zhong W H, FengZ Y, Wang H'T, Chen
Q L, Peng W H, Feng X C, Qin B and Liu T. 2025. A survey on
hallucination in large language models: principles, taxonomy,
challenges, and open questions. ACM Transactions on Information
Systems, 43(2): #42 [DOI: 10.1145/3703155]

Huang Q D, Dong X Y, Zhang P, Wang B, He C H, Wang J Q, Lin D
H, Zhang W M and Yu N H. 2024. OPERA: alleviating hallucina-
tion in multi-modal large language models via over-trust penalty
and retrospection-allocation//Proceedings of 2024 IEEE/CVFE Con-
ference on Computer Vision and Pattern Recognition. Seattle,
USA: IEEE: 13418-13427 [DOI: 10.1109/CVPR52733.2024.
01274]

Hubinger E, Denison C, Mu J, Lambert M, Tong M, MacDiarmid M,
Lanham T, Ziegler D M, Maxwell T, Cheng N, Jermyn A, Askell
A, Radhakrishnan A, Anil C, Duvenaud D, Ganguli D, Barez F,
Clark J, Ndousse K, Sachan K, Sellitto M, Sharma M, DasSarma
N, Grosse R, Kravec S, Bai Y T, Witten Z, Favaro M, Brauner
J, Karnofsky H, Christiano P, Bowman S R, Graham L, Kaplan
J, Mindermann S, Greenblatt R, Shlegeris B, Schiefer N and
Perez E. 2024. Sleeper agents: training deceptive LLMs that persist
through safety training [ EB/OL ].[ 2025-02-18 ].
https://arxiv.org/pdf/2401.05566.pdf

Ilyas A, Santurkar S, Tsipras D, Engstrom L, Tran B and Madry A.
2019. Adversarial examples are not bugs, they are features//Pro-

ceedings of the 33rd International Conference on Neural Informa-

2075



2076

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 6,Jun. 2025

tion Processing Systems. Vancouver, Canada: Curran Associates
Inc.: 125-136

Jain J, Yang J W and Shi H. 2024. VCoder: versatile vision encoders for
multimodal large language models//Proceedings of 2024 IEEE/CVF
Conference on Computer Vision and Pattern Recognition. Seattle,
USA: IEEE: 27992-28002 [DOI: 10.1109/CVPR52733.2024.
02644 ]

Jain N, Schwarzschild A, Wen Y X, Somepalli G, Kirchenbauer J,
Chiang P Y, Goldblum M, Saha A, Geiping J and Goldstein T.
2023. Baseline defenses for adversarial attacks against aligned lan-
guage models [ EB/OLJ. [2025-02-18].
https://arxiv.org/pdf/2309.00614.pdf

Jang E, Gu S X and Poole B. 2017. Categorical reparameterization with
Gumbel-Softmax [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/1611.01144.pdf

Janghorbani S and De Melo G. 2023. Multi-modal bias: introducing a
framework for stereotypical bias assessment beyond gender and
race in vision-language models [EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2303.12734.pdf

JiJM, LiuM, DaiJ T, Pan X H, Zhang C, Bian C, Chen B'Y, Sun R
Y, Wang Y Z and Yang Y D. 2023. BEAVERTAILS: towards
improved safety alignment of LLM via a human-preference dataset//
Proceedings of the 37th International Conference on Neural Infor-
mation Processing Systems. New Orleans, USA: Curran Associates
Inc.: 24678-24704

Jiang CY, Xu HY, Dong M F, Chen ] X, Ye W, Yan M, Ye Q H,
Zhang J, Huang I and Zhang S K. 2024. Hallucination augmented
contrastive learning for multimodal large language model//Proceed-
ings of 2024 IEEE/CVF Conference on Computer Vision and Pat-
tern Recognition. Seattle, USA: IEEE: 27026-27036 [DOI: 10.
1109/CVPR52733.2024.02553

Jiao Q R, Chen DY, Huang Y L, Li Y L and Shen Y. 2024a. Enhanc-
ing multimodal large language models with vision detection mod-
els: an empirical study [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2401.1798 1v2.pdf

Jiao R C, Xie SY, Yue J, Sato T, Wang L X, Wang Y X, Chen Q A
and Zhu Q. 2024b. Can we trust embodied agents? Exploring back-
door attacks against embodied LLM-based decision-making systems
[EB/OL]. [2025-02-18 ]. https://arxiv.org/pdf/2405.20774.pdf

Jones E, Dragan A, Raghunathan A and Steinhardt J. 2023. Automati-
cally auditing large language models via discrete optimization//Pro-
ceedings of the 40th International Conference on Machine Learning.
Honolulu, USA: JMLR.org: 15307-15329

Kirchenbauer J, Geiping J, Wen Y X, Katz J, Miers I and Goldstein T.
2023. A watermark for large language models//Proceedings of the
40th International Conference on Machine Learning. Honolulu,
USA: JMLR.org: 17061-17084

Leng S C, Zhang H, Chen G Z, Li X, Lu S J, Miao C Y and Bing L D.

2024. Mitigating object hallucinations in large vision-language mod-

els through visual contrastive decoding//Proceedings of the 2024
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion. Seattle, USA: IEEE: 13872-13882 [DOI: 10.1109/
CVPR52733.2024.01316]

Lermen S, Rogers-Smith C and Ladish J. 2024. Lora fine-tuning effi-
ciently undoes safety training in llama 2-chat 70B [ EB/OL]. [2025-
02-18]. https://arxiv.org/pdf/2310.20624.pdf

LiHR, Chen Y L, ZhengZ H, Hu Q, Chan C, Liu H S and Song Y Q.
2024a. Simulate and eliminate: revoke backdoors for generative
large language models [ EB/OL]. [ 2025-02-18 ].
https://arxiv.org/pdf/2405.07667.pdf

Li L, Guan HY, QiuJ N and Spratling M. 2024b. One prompt word is
enough to boost adversarial robustness for pre-trained vision-
language models//Proceedings of 2024 IEEE/CVF Conference on
Computer Vision and Pattern Recognition. Seattle, USA: IEEE:
24408-24419 [DOI: 10.1109/CVPR52733.2024.02304 ]

LiLY, MaRT, Guo Q P, Xue X Y and Qiu X P. 2020a. BERT-
ATTACK: adversarial attack against BERT using BERT [ EB/OL].
[2025-02-18 1. https://arxiv.org/pdf/2004.09984.pdf

LiM S, Deng C, Li T J, Yan J C, Gao X B and Huang H. 2020b.
Towards transferable targeted attack//Proceedings of 2020 IEEE/
CVF Conference on Computer Vision and Pattern Recognition.
Seattle, USA: IEEE: 638-646 [DOI: 10.1109/CVPR42600.2020.
00072 ]

Li M J, Wang Z C and Zhang X P. 2023a. An effective framework for
intellectual property protection of NLG models. Symmetry, 15(6) :
#1287 [DOI: 10.3390/sym15061287 |

LiMJ, Wu H Z and Zhang X P. 2023b. A novel watermarking frame-
work for intellectual property protection of NLG APIs. Neurocom-
puting, 558: #126700 [ DOI: 10.1016/j.neucom.2023.126700 |

Li P X, Cheng P Z, Li F Q, Du W, Zhao H D and Liu G S. 2023c.
PLMmark: a secure and robust black-box watermarking framework
for pre-trained language models//Proceedings of the 37th AAAIL
Conference on Artificial Intelligence. Washington, USA: AAAI:
14991-14999 [ DOI: 10.1609/aaai.v37i12.26750 ]

Li S, Yao LY, Zhang L and Li Y L. 2025a. Safety layers in aligned
large language models: the key to LLM security [ EB/OL]. [2025-
02-18]. https://arxiv.org/pdf/2408.17003.pdf

Li X, Zhang Y S, Lou R Z, Wu C and Wang J Q. 2024c. Chain-of-
scrutiny: detecting backdoor attacks for large language models [ EB/
OL]J. [2025-02-18]. https://arxiv.org/pdf/2406.05948.pdf

LiYF, DuYF, Zhou K, Wang J P, Zhao W X and Wen J R. 2023d.
Evaluating object hallucination in large vision-language models
[EB/OL]. [2025-02-18]. https://arxiv.org/pdf/2305.10355.pdf

LiYF, GuoHY, Zhou K, Zhao W X and Wen J R. 2025b. Images are
Achilles’ heel of alignment: exploiting visual vulnerabilities for
jailbreaking multimodal large language models//Proceedings of the
18th European Conference on Computer Vision. Milan, ltaly:

Springer: 174-189 [ DOI: 10.1007/978-3-031-73464-9_11]



WET, KER, NXH, BxE, FE, 20, KIA, REE, AW, aaks, ERR

$30% /E 68 /2025 £6 A

SEERNEEREHRHAR

LiYT, XuZC, Jiang F Q, Niu LY, Sahabandu D, Ramasubramanian
B and Poovendran R. 2025c. Cleangen: mitigating backdoor
attacks for generation tasks in large language models [EB/OL].
[2025-02-18]. https://arxiv.org/pdf/2406.12257.pdf

LiYZ, LiTL, Chen K J, Zhang J, Liu S Q, Wang W H, Zhang T W
and Liu Y. 2024d. Badedit: backdooring large language models by
model editing [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2403.13355.pdf

Liang B, Li H C, Su M Q, Li X R, Shi W C and Wang X F. 2021.
Detecting adversarial image examples in deep neural networks with
adaptive noise reduction. IEEE Transactions on Dependable and
Secure Computing, 18 (1) : 72-85 [DOI: 10.1109/TDSC. 2018.
2874243 |

Lim J H, Chan C S, Ng K W, Fan L X and Yang Q. 2022. Protect,
show, attend and tell: empowering image captioning models with
ownership protection. Pattern Recognition, 122: #108285 [DOI:
10.1016/j.patcog.2021.108285 ]

Liu F X, Lin K, Li L J, Wang J F, Yacoob Y and Wang L J. 2024a.
Mitigating hallucination in large multi-modal models via robust
instruction tuning [ EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2306.14565.pdf

LuHT, LiCY, WuQY and Lee Y J. 2023. Visual instruction tuning//
Proceedings of the 37th International Conference on Neural Infor-
mation Processing Systems. New Orleans, USA: Curran Associates
Inc.: 34892-34916

Liu X, Zhu Y C, GuJ D, Lan Y S, Yang C and Qiao Y. 2025. MM-
SafetyBench: a benchmark for safety evaluation of multimodal large
language models//Proceedings of the 18th European Conference on
Computer Vision. Milan, Italy: Springer: 386-403 [ DOI: 10.1007/
978-3-031-72992-8_22 ]

Liu X D, Cheng H, He P C, Chen W Z, Wang Y, Poon H and Gao J F.
2020. Adversarial training for large neural language models [ EB/
OL]. [2025-02-18 ]. https://arxiv.org/pdf/2004.08994.pdf

Liu Y, Cai CJ, Zhang X L, Yuan X L and Wang C. 2024b. Arondight:
red teaming large vision language models with auto-generated multi-
modal jailbreak prompts//Proceedings of the 32nd ACM Interna-
tional Conference on Multimedia. Melbourne, Australia: ACM:
3578-3586 [ DOI: 10.1145/3664647.3681379 |

LiuY, Deng GL, XuZZ, Li Y K, Zheng Y W, Zhang Y, Zhao L D,
Wang K L, Zhang T W and Liu Y. 2024c¢. Jailbreaking ChatGPT
via prompt engineering: an empirical study [EB/OL]. [2025-02-
18 1. https://arxiv.org/pdf/2305.13860.pdf

Lu D, Wang Z Q, Wang T, Guan W L, Gao H C and Zheng F. 2023.
Set-level guidance attack: boosting adversarial transferability of
vision-language pre-training models//Proceedings of 2023 IEEE/
CVF International Conference on Computer Vision. Paris, France:
IEEE: 102-111 [DOI: 10.1109/ICCV51070.2023.00016 ]

Lucas E and Havens T. 2023. GPTs don’t keep secrets: searching for

backdoor watermark triggers in autoregressive language models//

Proceedings of the 3rd Workshop on Trustworthy Natural Language
Processing (TrustNLP 2023). Toronto, Canada: Association for
Computational Linguistics: 242-248 [DOI: 10.18653/v1/2023.
trustnlp-1.21]

Luo W D, Ma S Y, Liu X G, Guo X Y and Xiao C W. 2024. Jail-
BreakV: a benchmark for assessing the robustness of MultiModal
large language models against jailbreak attacks [EB/OL]. [2025-
02-18]. https://arxiv.org/pdf/2404.03027.pdf

Ma P C, Wang S and Liu J. 2021. Metamorphic testing and certified
mitigation of fairness violations in NLP models//Proceedings of the
29th International Conference on International Joint Conferences on
Artificial Intelligence. Yokohama, Japan: [s.n.]: 458-465

MaSY, Luo WD, Wang Y and Liu X G. 2024. Visual-roleplay: univer-
sal jailbreak attack on multimodal large language models via role-
playing image character [EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2405.20773.pdf

Ma T, Jia X J, Duan R J, Li X F, Huang Y H, Chu Z X, Liu Y and
Ren W Q. 2025. Heuristic-induced multimodal risk distribution jail-
break attack for multimodal large language models [EB/OL].
[2025-02-18]. https://arxiv.org/pdf/2412.05934.pdf

Madry A, Makelov A, Schmidt L, Tsipras D and Vladu A. 2019.
Towards deep learning models resistant to adversarial attacks [ EB/
OL]. [2025-02-18]. https://arxiv.org/pdf/1706.06083.pdf

Mao C Z, Geng S, Yang J F, Wang X and Vondrick C. 2023. Under-
standing zero-shot adversarial robustness for large-scale models
[EB/OL]. [2025-02-18 ]. https://arxiv.org/pdf/2212.07016.pdf

May C, Wang A, Bordia S, Bowman S R and Rudinger R. 2019. On
measuring social biases in sentence encoders [ EB/OL]. [2025-02-
18]. https://arxiv.org/pdf/1903.10561.pdf

Mitchell M, Baker D, Moorosi N, Denton E, Hutchinson B, Hanna A,
Gebru T and Morgenstern J. 2020. Diversity and inclusion metrics
in subset selection//Proceedings of the AAAI/ACM Conference on
Al, Ethics, and Society. New York, USA: ACM: 117-123 [DOI:
10.1145/3375627.3375832

Mo Y C, Wang Y J, Wei Z M and Wang Y S. 2024. Fight back against
jailbreaking via prompt adversarial tuning [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2402.06255.pdf

Nie Y Z, Wang Y T, Jia] Y, De Lucia M J, Bastian N D, Guo W B
and Song D. 2024. TrojFM: resource-efficient backdoor attacks
against very large foundation models [ EB/OL].[2025-02-18 ].
https://arxiv.org/pdf/2405.16783.pdf

Niu Z X, Ren H D, Gao X B, Hua G and Jin R. 2024. Jailbreaking
attack against multimodal large language model [ EB/OL]. [2025-
02-18 1. https://arxiv.org/pdf/2402.02309.pdf

Nozza D, Bianchi F and Hovy D. 2021. HONEST: measuring hurtful
sentence completion in language models//Proceedings of 2021 Con-
ference of the North American Chapter of the Association for Com-
putational Linguistics: Human Language Technologies. Online:

Association for Computational Linguistics: 2398-2406 [DOI: 10.

2077



2078

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 6,Jun. 2025

18653/v1/2021.naacl-main.191 |

Nwaigwe D, Carboni L, Mermillod M, Achard S and Dojat M. 2024.
Graph-based methods coupled with specific distributional distances
for adversarial attack detection. Neural Networks, 169: 11-19
[DOI: 10.1016/j.neunet.2023.10.007 ]

Peng W J, YiJ W, WuFZ, WuSX, Zhu B, Lyu L J, Jiao B X, Xu
T, Sun G Z and Xie X. 2023. Are you copying my model? Protect-
ing the copyright of large language models for EaaS via backdoor
watermark [ EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2305.10036.pdf

Peri R, Jayanthi S M, Ronanki S, Bhatia A, Mundnich K, Dingliwal
S, Das N, Hou Z J, Huybrechts G, Vishnubhotla S, Garcia-
Romero D, Srinivasan S, Han K and Kirchhoff K. 2024. Speech-
Guard: exploring the adversarial robustness of multi-modal large
language models//Findings of the Association for Computational
Linguistics ACL 2024. Bangkok, Thailand: Association for Compu-
tational Linguistics:  10018-10035 [DOI: 10.18653/v1/2024.
findings-acl.596]

Qi X Y, Huang K X, Panda A, Henderson P, Wang M D and Mittal P.
2024. Visual adversarial examples jailbreak aligned large language
models//Proceedings of the 38th AAAI Conference on Artificial
Intelligence. Vancouver, Canada: AAAIL: 21527-21536 [DOI: 10.
1609/aaai.v38i19.30150]

Qi XY, Zeng Y, Xie T H, Chen P'Y, Jia R X, Mittal P and Henderson
P. 2023. Fine-tuning aligned language models compromises safety,
even when users do not intend to [ EB/OLJ. [2025-02-18].
https://arxiv.org/pdf/2310.03693.pdf

Qiu HY, DouZ Y, Wang T L, Celikyilmaz A and Peng N Y. 2023.
Gender biases in automatic evaluation metrics for image captioning
[EB/OL]. [2025-02-18 ]. https://arxiv.org/pdf/2305.14711.pdf

QiuJ Y, Ma X B, Zhang Z S and Zhao H. 2024. MEGen: generative
backdoor in large language models via model editing [ EB/OL].
[2025-02-18]. https://arxiv.org/pdf/2408.10722.pdf

Rajpurkar P, Zhang J, Lopyrev K and Liang P. 2016. SQuAD: 100,
000+ questions for machine comprehension of text [EB/OL]J.
[2025-02-18 |. https://arxiv.org/pdf/1606.05250.pdf

Rando J and Tramer F. 2024. Universal jailbreak backdoors from poi-
soned human feedback [EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2311.14455.pdf

Robey A, Wong E, Hassani H and Pappas G J. 2024. SmoothLLM:
defending large language models against jailbreaking attacks [ EB/
OL]J. [2025-02-18 ]. https://arxiv.org/pdf/2310.03684.pdf

Rombach R, Blattmann A, Lorenz D, Esser P and Ommer B. 2022.
High-resolution image synthesis with latent diffusion models//Pro-
ceedings of 2022 IEEE/CVF Conference on Computer Vision and
Pattern Recognition. New Orleans, USA: IEEE: 10674-10685
[DOI: 10.1109/CVPR52688.2022.01042 |

Ross C, Katz B and Barbu A. 2023. Measuring social biases in grounded
vision and language embeddings [ EB/OL]. [2025-02-18].

https://arxiv.org/pdf/2002.08911.pdf

Saha A, Subramanya A and Pirsiavash H. 2020. Hidden trigger back-
door attacks//Proceedings of the 34th AAAI Conference on Artifi-
cial Intelligence. New York, USA: AAAL: 11957-11965 [DOI: 10.
1609/aaai.v34i07.6871 |

Schlarmann C and Hein M. 2023. On the adversarial robustness of multi-
modal foundation models//Proceedings of 2023 IEEE/CVF Interna-
tional Conference on Computer Vision Workshops. Paris, France:
IEEE: 3679-3687 [DOI: 10.1109/ICCVW60793.2023.00395 |

Schlarmann C, Singh N D, Croce F and Hein M. 2024. Robust CLIP:
unsupervised adversarial fine-tuning of vision embeddings for
robust large vision-language models [ EB/OL J. [2025-02-18 ].
https://arxiv.org/pdf/2402.12336.pdf

Seth A, Hemani M and Agarwal C. 2023. DeAR: debiasing vision-
language models with additive residuals//Proceedings of 2023 IEEE/
CVF Conference on Computer Vision and Pattern Recognition. Van-
couver, Canada: IEEE: 6820-6829 [DOI: 10.1109/CVPR52729.
2023.00659 |

Sharma M, Tong M, Mu J, Wei J, Kruthoff J, Goodfriend S, Ong E,
Peng A, Agarwal R, Anil C, Askell A, Bailey N, Benton J,
Bluemke E, Bowman S R, Christiansen E, Cunningham H, Dau
A, Gopal A, Gilson R, Graham L, Howard L, Kalra N, Lee T,
Lin K, Lofgren P, Mosconi F, O’ Hara C, Olsson C, Petrini L,
Rajani S, Saxena N, Silverstein A, Singh T, Sumers T, Tang L,
Troy K K, Weisser C, Zhong R Q, Zhou G, Leike J, Kaplan J and
Perez E. 2025. Constitutional classifiers: defending against univer-
sal jailbreaks across thousands of hours of red teaming [ EB/OL ].
[2025-02-18 ]. https://arxiv.org/pdf/2501.18837.pdf

Shayegani E, Dong Y and Abu-Ghazaleh N. 2023. Jailbreak in pieces:
compositional adversarial attacks on multi-modal language models
[EB/OL]. [2025-02-18 ]. https:/arxiv.org/pdf/2307.14539.pdf

SunZ Q, Shen S, CaoSC, LiuHT, LiCY, Shen Y K, Gan C, Gui L
Y, Wang Y X, Yang Y M, Keutzer K and Darrel T. 2023. Aligning
large multimodal models with factually augmented RLHF [ EB/OL].
[2025-02-18]. https://arxiv.org/pdf/2309.14525.pdf

Tan Z Q, Wong H S and Chan C S. 2022. An embarrassingly simple
approach for intellectual property rights protection on recurrent neu-
ral networks [ EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2210.00743.pdf

TuHQ, Cui CH, WangZ J, Zhou Y Y, Zhao B C, Han J L, Zhou W
C S, Yao H X and Xie C H. 2023. How many unicorns are in this
image? A safety evaluation benchmark for vision LLMS [ EB/OL].
[2025-02-18]. https://arxiv.org/pdf/2311.16101.pdf

Venugopal A, Uszkoreit J, Talbot D, Och F and Ganitkevitch J. 2011.
Watermarking the outputs of structured prediction with an applica-
tion in statistical machine translation//Proceedings of 2011 Confer-
ence on Empirical Methods in Natural Language Processing. Edin-
burgh, UK: Association for Computational Linguistics: 1363-1372

Wang J L, Liu Y and Wang X E. 2021. Are gender-neutral queries



WET, KER, NXH, BxE, FE, 20, KIA, REE, AW, aaks, ERR

$30% /E 68 /2025 £6 A

SEERNEEREHRHAR

really gender-neutral? Mitigating gender bias in image search [ EB/
OL]. [2025-02-18 ]. https://arxiv.org/pdf/2109.05433.pdf

Wang ] X, LiJZ, LiYQ, QiXY, HuJJ, LiY X, McDaniel P, Chen
M H, Li B and Xiao C W. 2024a. Mitigating fine-tuning based jail-
break attack with backdoor enhanced safety alignment [ EB/OL].
[2025-02-18 ]. https:/arxiv.org/pdf/2402.14968.pdf

Wang J Y, Wang Y H, Xu G H, Zhang J, Gu Y K, Jia HT, Wang J
Q, Xu HY, Yan M, Zhang J and Sang J T. 2024b. AMBER: an
LLM-free multi-dimensional benchmark for MLLMs hallucination
evaluation [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2311.07397.pdf

Wang J Y, ZhouYY, Xu GH, ShiPC, ZhaoCL, Xu HY, Ye Q H,
Yan M, Zhang J, Zhu J H, Sang J T and Tang H Y. 2023. Evalua-
tion and analysis of hallucination in large vision-language models
[EB/OL]. [2025-02-18]. https://arxiv.org/pdf/2308.15126.pdf

Wang L, He J B, Li S S, Liu N and Lim E P. 2024¢. Mitigating fine-
grained hallucination by fine-tuning large vision-language models
with caption rewrites//Proceedings of the 30th International Confer-
ence on Multimedia Modeling. Amsterdam, the Netherlands:
Springer: 32-45 [DOI: 10.1007/978-3-031-53302-0_3 |

Wang S B, Cao X K, Zhang J, Yuan Z, Shan S G, Chen X L and Gao
W. 2024d. Vlbiasbench: a comprehensive benchmark for evaluat-
ing bias in large vision-language model [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2406.14194.pdf

Wang X G, JiZ L, Ma P C, Li Z J and Wang S. 2024e. InstructTA :
instruction-tuned targeted attack for large vision-language models
[EB/OL]. [2025-02-18 ]. https:/arxiv.org/pdf/2312.01886.pdf

Wang X G, WuDY, JiZL, LiZ]J, MaP C, WangS, LiY ], Liu Y,
Liu N and Rahmel J. 2025a. SelfDefend: LLMs can defend them-
selves against jailbreaking in a practical manner [ EB/OL]. [2025-
02-18]. https://arxiv.org/pdf/2406.05498.pdf

Wang Y I, Xue D Z, Zhang S J and Qian S S. 2024f. BadAgent: insert-
ing and activating backdoor attacks in LLM agents [EB/OL]J.
[2025-02-18 ]. https:/arxiv.org/pdf/2406.03007.pdf

Wang Y Z, Hu W B, Dong Y P, Zhang H W, Su H and Hong R C.
2025b. Exploring transferability of multimodal adversarial samples
for vision-language pre-training models with contrastive learning
[EB/OL]. [2025-02-18]. hitps://arxiv.org/pdf/2308.12636.pdf

Xiang Z, Jiang F Q, Xiong Z D, Ramasubramanian B, Poovendran R
and Li B. 2024. BadChain: backdoor chain-of-thought prompting
for large language models [EB/OL]. [2025-02-18].
https://arxiv.org/pd{/2401.12242 pdf

Xiao Y S, Liu A S, Cheng Q J, Yin Z F, Liang S Y, Li J P, Shao J,
Liu X L and Tao D C. 2024. GenderBias-VL: benchmarking gender
bias in vision language models via counterfactual probing [ EB/OL].
[2025-02-18 ]. https:/arxiv.org/pdf/2407.00600.pdf

Xie C H, Zhang Z S, Zhou Y Y, Bai S, WangJ Y, Ren Z and Yuille A
L. 2019. Improving transferability of adversarial examples with

input diversity//Proceedings of 2019 IEEE/CVF Conference on

Computer Vision and Pattern Recognition. Long Beach, USA:
IEEE: 2725-2734 [ DOI: 10.1109/CVPR.2019.00284 |

XuY, Qi XY, Qin Z and Wang W J. 2024. Cross-modality information
check for detecting jailbreaking in multimodal large language mod-
els [EB/OL]J. [2025-02-18 ]. https:/arxiv.org/pdf/2407.21659.pdf

Yadollahi M M, Shoeleh F, Dadkhah S and Ghorbani A A. 2021.
Robust black-box watermarking for deep neural network using
inverse document frequency//Proceedings of 2021 IEEE Interna-
tional Conference on Dependable, Autonomic and Secure Comput-
ing, International Conference on Pervasive Intelligence and
Computing, International Conference on Cloud and Big Data
Computing, International Conference on Cyber Science and
Technology Congress (DASC/PiCom/CBDCom/CyberSciTech).
AB, Canada: IEEE: 574-581 [DOI: 10.1109/DASC-PICom-
CBDCom-CyberSciTech52372.2021.00100 ]

Yan J, Yadav V, LiSY, Chen L C, Tang Z, Wang H, Srinivasan V,
Ren X and Jin H X. 2024. Backdooring instruction-tuned large lan-
guage models with virtual prompt injection [EB/OL]. [2025-02-
18]. https://arxiv.org/pdf/2307.16888.pdf

Yang HM, Xiang KL, Ge MY, LiH W, Lu R X and Yu S. 2024a. A
comprehensive overview of backdoor attacks in large language mod-
els within communication networks. IEEE Network, 38(6) : 211-
218 [DOI: 10.1109/MNET.2024.3367788 ]

Yang W K, Bi X H, Lin Y K, Chen S S, Zhou J and Sun X. 2024b.
Watch out for your agents! Investigating backdoor threats to LLM-
based agents [ EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2402.11208.pdf

Yao H W, Lou J and Qin Z. 2024. PoisonPrompt: backdoor attack on
prompt-based large language models//Proceedings of 2024 IEEE
International Conference on Acoustics, Speech and Signal Process-
ing (ICASSP). Seoul, Korea (South) : IEEE: 7745-7749 [DOI:
10.1109/1CASSP48485.2024.10446267 |

Yin SK, FuCY, Zhao SR, Xu T, Wang H, Sui D, Shen Y H, Li K,
Sun X and Chen E H. 2024. Woodpecker: hallucination correction
for multimodal large language models. Science China Information
Sciences, 67(12): #220105 [DOI: 10.1007/s11432-024-4251-x |

YingZ H, Liu A S, Liang S Y, Huang L., GuoJ Y, Zhou W B, Liu X L
and Tao D C. 2024a. SafeBench: a safety evaluation framework for
multimodal large language models [ EB/OL]. [ 2025-02-18 ].
https://arxiv.org/pdf/2410.18927.pdf

Ying Z H, Liu A S, Liu X L and Tao D C. 2024b. Unveiling the safety of
GPT-40: an empirical study using jailbreak attacks [ EB/OL].
[2025-02-18]. https://arxiv.org/pdf/2406.06302.pdf

YingZ H, Liu A S, Zhang TY, YuZ M, Liang S Y, Liu X L and Tao
D C. 2024c. Jailbreak vision language models via bi-modal adver-
sarial prompt [ EB/OL]. [ 2025-02-18].
https://arxiv.org/pdf/2406.04031.pdf

YuQF, LiJC, WeitLH, Pang L, Ye WT, Qin BS, Tang S L, Tian
Q and Zhuang Y T. 2024a. HalluciDoctor: mitigating hallucinatory

2079



2080

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 6,Jun. 2025

toxicity in visual instruction data//Proceedings of 2024 IEEE/CVF
Conference on Computer Vision and Pattern Recognition. Seattle,
USA: IEEE: 12944-12953 [DOI: 10.1109/CVPR52733.2024.
01230]

YuTY, Yao Y, Zhang HY, He T W, Han Y F, Cui G Q, HuJ Y,
LiuZ Y, Zheng H T and Sun M S. 2024b. RLHF-V : towards trust-
worthy MLLMs via behavior alignment from fine-grained correc-
tional human feedback//Proceedings of 2024 IEEE/CVF Conference
on Computer Vision and Pattern Recognition. Seattle, USA: IEEE:
13807-13816 [ DOI: 10.1109/CVPR52733.2024.01310]

Zeng Y, Sun W Y, Huynh T N, Song D, Li B and Jia R X. 2024.
BEEAR: embedding-based adversarial removal of safety backdoors
in instruction-tuned language models [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2406.17092.pdf

Zhai B H, Yang SJ, Xu CF, Shen S, Keutzer K, Li CY and Li M L.
2024. HallE-Control : controlling object hallucination in large multi-
modal models [ EB/OL ]. [2025-02-18].
https://arxiv.org/pdf/2310.01779.pdf

Zhan Q S, Fang R, Bindu R, Gupta A, Hashimoto T and Kang D.
2024. Removing RLHF protections in GPT-4 via fine-tuning [ EB/
OL].[2025-02-18]. https://arxiv.org/pdf/2311.05553.pdf

Zhang C S, Zhang C N, Kang T, Kim D, Bae S H and Kweon I S.
2023a. Attack-SAM: towards attacking segment anything model
with adversarial examples [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2305.00866.pdf

Zhang H, Shao W Q, Liu H, Ma Y Q, Luo P, Qiao Y, Zheng N N and
Zhang K P. 2025a. B-AVIBench: toward evaluating the robustness
of large vision-language model on black-box adversarial visual-
instructions. IEEE Transactions on Information Forensics and Secu-
rity, 20: 1434-1446 [ DOIL: 10.1109/T1FS.2024.3520306 |

Zhang HY, Yu Y D, Jiao J T, Xing E P, El Ghaoui L and Jordan M I.
2019. Theoretically principled trade-off between robustness and
accuracy//Proceedings of the 36th International Conference on
Machine Learning. Long Beach, USA: PMLR: 7472-7482

Zhang J M, Ma X J, Wang X, Qiu L Y, Wang J Q, Jiang Y G and Sang
J T. 2025b. Adversarial prompt tuning for vision-language models//
Proceedings of the 18th European Conference on Computer Vision.
Milan, Italy: Springer: 56-72 [DOI: 10.1007/978-3-031-72995-
9 4]

Zhang J] M, Yi Q and Sang J T. 2022a. Towards adversarial attack on
vision-language pre-training models//Proceedings of the 30th ACM
International Conference on Multimedia. Lisboa, Portugal: ACM:
5005-5013 [ DOI: 10.1145/3503161.3547801 |

Zhang P X, Wang J Y, Sun J and Wang X Y. 2021. Fairness testing of
deep image classification with adequacy metrics [EB/OL]. [2025-
02-18 ]. https://arxiv.org/pdf/2111.08856.pdf

Zhang R, Li H W, Wen R, Jiang W B, Zhang Y, Backes M, Shen Y
and Zhang Y. 2024a. Instruction backdoor attacks against custom-
ized LLMs//Proceedings of the 33rd USENIX Conference on Secu-

rity Symposium. Philadelphia, USA: USENIX Association: 1849-
1866

Zhang X X, LiJ S, Chu W ], HaiJJ, Xu RZ, Yang Y Q, Guan S K,
Xu J Z and Cui P. 2024b. On the out-of-distribution generalization
of multimodal large language models [ EB/OL]. [2025-02-18 ].
https://arxiv.org/pdf/2402.06599.pdf

Zhang X Y, Zhang C, Li T L, Huang Y H, Jia X J, Hu M, Zhang J,
Liu 'Y, Ma S Q and Shen C. 2025c¢. Jailguard: a universal detection
framework for prompt-based attacks on LLM systems [ EB/OL].
[2025-02-18 |. https://arxiv.org/pdf/2312.10766.pdf

Zhang Y, Wang J Y and Sang J T. 2022b. Counterfactually measuring
and eliminating social bias in vision-language pre-training models//
Proceedings of the 30th ACM International Conference on Multime-
dia. Lishoa, Portugal: ACM: 4996-5004 [ DOI: 10.1145/3503161.
3548396 |

Zhang Y C, Zhang S Y, Huang Y, XiaZ Y, Fang Z W, Yang X, Duan
RJ, Yan D, Dong Y P and Zhu J. 2025d. STAIR: improving safety
alignment with introspective reasoning [EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2502.02384.pdf

Zhang Z, Shen G Y, Tao G H, Cheng S'Y and Zhang X Y. 2023b. Make
them spill the beans! Coercive knowledge extraction from (pro-
duction) LLMs [EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2312.04782.pdf

Zhao X D, Wang Y X and Li L. 2023a. Protecting language generation
models via invisible watermarking//Proceedings of the 40th Interna-
tional Conference on Machine Learning. Honolulu, USA: JMLR.
org: 42187-42199

Zhao Y Q, Pang T Y, Du C, Yang X, Li C X, Cheung N M and Lin M.
2023b. On evaluating adversarial robustness of large vision-
language models//Proceedings of the 37th International Conference
on Neural Information Processing Systems. New Orleans, USA:
Curran Associates Inc.: 54111-54138

Zheng S, Zhang C N and Hao X H. 2025. Black-box targeted adversarial
attack on segment anything (SAM ). IEEE Transactions on Multime-
dia, 27: 1901-1913 [ DOI: 10.1109/TMM.2024.3521769 ]

Zhou Y Y, Cui C H, Rafailov R, Finn C and Yao H X. 2024a. Aligning
modalities in vision large language models via preference fine-
tuning [EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2402.11411.pdf

Zhou Y Y, Cui C H, Yoon J, Zhang L J, Deng Z, Finn C, Bansal M
and Yao H X. 2024b. Analyzing and mitigating object hallucination
in large vision-language models [ EB/OL]. [2025-02-18 .
https://arxiv.org/pdf/2310.00754.pdf

ZhouZ Q, HuS S, Li M H, Zhang H T, Zhang Y C and Jin H. 2023.
AdvCLIP: downstream-agnostic adversarial examples in multi-
modal contrastive learning//Proceedings of the 31st ACM Interna-
tional Conference on Multimedia. Ottawa, Canada: ACM: 6311-
6320 [DOI: 10.1145/3581783.3612454 ]

Zhu LY, JiDY, ChenTR, XuP, Ye J P and Liu J. 2024. IBD: allevi-



PBET, R, WX, BxE, FE, =R, KD, REE, B, @eE, BRK

$30% /E 68 /2025 £6 A

SEERNEEREHRHAR

ating hallucinations in large vision-language models via image-
biased decoding [ EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2402.18476.pdf

Zhu S C, Zhang RY, An B, Wu G, Barrow J, Wang Z C, Huang F R,
Nenkova A and Sun T. 2023. AutoDAN: interpretable gradient-
based adversarial attacks on large language models [EB/OL].
[2025-02-18 ]. https://arxiv.org/pdf/2310.15140.pdf

Zou A, Wang Z F, Carlini N, Nasr M, Kolter J Z and Fredrikson M.
2023. Universal and transferable adversarial attacks on aligned lan-
guage models [ EB/OLJ. [2025-02-18].
https://arxiv.org/pdf/2307.15043.pdf

Zou X T, Li K and Chen Y K. 2024. Image-to-text logic jailbreak: your
imagination can help you do anything [ EB/OL]. [2025-02-18].
https://arxiv.org/pdf/2407.02534.pdf

EE®E T

RbEJr B BB, TR ) 2 AR A TR AR
%4>, E-mail: andyguo@buaa.edu.cn

BRI, 5 WEFE 6L, EZWTTET5 1) R 22 R 22 4

E-mail: yuzitong@gbu.edu.cn

XUSEAZ 5 B, 2T 10 o N TR R4

E-mail: liuaishan@buaa.edu.cn

JEISCHA L 5 B2, E BRI 10 o N T R 4.

E-mail: wenbozhou@ustc.edu.cn

Trid, U3, BB, BB r 0 h ik e N TR %
4, E-mail: tong.qiao@hdu.edu.cn

Ak, B, EEMET o R A N TR AR A
E-mail: libin@szu.edu.cn

SR, 3B R, EEMTE T N T RE L 4

E-mail: zhangwm@ustc.edu.cn

SRR, T, Bd%, FEWFETT 0] Z ARG B4

E-mail: isskxg@mail.sysu.edu.cn

JEIBHANR , L, 8%, FEWFTT 0 M N TR e 4

E-mail : zhoulinna@bupt.edu.cn

ATRETE, 55 Bd%, FEIR I o N TR R 4

E-mail : ynh@ustc.edu.cn

WAk, B B, FENIT o 2R e N TR R
4. E-mail: jwhuang@szu.edu.cn

2081



