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Negative instance generation for cross-domain facial forgery detection
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Abstract: Objective With the rapid development of multimedia, mobile internet, and artificial intelligence technologies,
facial recognition has achieved tremendous success in areas such as identity verification and security monitoring. However,
with its widespread application, the risk of facial forgery attacks is gradually increasing. These attacks leverage deep learn-
ing models to create fraudulent digital content, including images, videos, and audio, posing a potential threat to societal
stability and national security. Therefore, achieving deepfake detection is crucial for maintaining individual and organiza-
tional interests, ensuring public safety, and promoting the sustainable development of innovative technologies. According
to different modes of image representation, deepfake detection methods can generally be divided into two categories. First,
methods based on traditional image feature description typically involve image processing and feature extraction based on

signal transformation models. Second, methods based on deep learning strategies for forged facial detection employ com-
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plex deep neural networks to obtain more discriminative high-dimensional nonlinear facial feature descriptions, thereby
improving forgery detection accuracy. Both of these methods have achieved satisfactory results in deepfake detection experi-
ments. However, most training and testing samples for these models are collected from the same data domain, resulting in
excellent performance under such conditions; subsequently, it becomes challenging to obtain testing samples that are con-
sistent with the distribution of the original training samples in practical applications, which may limit the application of
these models in free-scene forgery detection tasks and even lead to complete model failure. Therefore, some scholars have
proposed a data augmentation framework based on structural feature mining to increase the performance of convolutional
neural network detectors. However, when faces are seamlessly integrated with backgrounds at the pixel level, the recogni-
tion accuracy significantly decreases. Consequently, some scholars have utilized transformer network architectures to con-
struct deep forgery detection frameworks. Although this model achieves satisfactory generalization by deeply understanding
the manipulated regions, it lacks descriptions of local tampering representations, and its detection efficiency is also quite
low. On this basis, the main challenges faced in constructing deepfake detection models in cross-domain scenarios can be
summarized as follows: 1) extracting discriminative representations of forged facial images. The forgery process of facial
images typically involves tampering or replacing local features of the image, posing challenges for obtaining discriminative
features. 2) Improving the generalizability of detection models. Overreliance on current domain data during model training
reduces the generalizability of recognition to other domain data, and when facing more challenging free-forgery detection
scenarios, model failure may occur. This study addresses these challenges by introducing a cross-domain detection model
that is based on diverse negative instance generations. Method The model achieves feature augmentation of forged negative
instances and enhances the cross-domain recognition accuracy and generalizability by constructing a Siamese autoencoder
network architecture with multiview feature fusion. It consists of the following three parts: 1) the model implements dis-
criminative multiview feature fusion under contrastive constraints. First, a Siamese autoencoder network is constructed to
extract different view features. Second, contrastive constraints are employed to achieve multiview feature fusion. Given
that typical facial forgery image manipulation involves only small-scale replacements and tampering, the global features of
forged facial images are remarkably similar to those of real faces. Contrastive loss enables the differentiation of weakly dis-
criminative hard samples. It maximizes the similarity of intraclass features while minimizing the similarity of interclass fea-
tures. Finally, comprehensive learning is facilitated by guiding the supervised feature extraction network to retain impor-
tant feature information of the original input, an approach for emphasizing the learning of discriminative feature representa-
tions. This study proposes the use of reconstruction loss to constrain the feature network by computing the difference
between the decoder output and the original input. 2) The model achieves diversity in negative instance feature augmenta-
tion to enhance model generalizability, ensuring satisfactory recognition performance on cross-domain datasets. First, the
rules for generating the fused samples are defined. This study statistically visualizes the network output feature histograms
of constructed samples with different labels via feature visualization, analyzes the statistical patterns of negative samples,
and defines feature-level sample generation rules: except when both view features are from positive samples, all other com-
binations of feature samples are generated as negative samples. Second, diverse forged feature sets are constructed using
selected samples to enable the network to learn more discriminative features. Finally, a global training sample set is
obtained by connecting the original training samples and augmented samples. 3) The model implements a discriminator
construction with importance sample weighting. When the abovementioned feature augmentation of negative instances is
achieved, the number of original negative instances can be significantly increased. This study introduces an importance
weighting mechanism to avoid model overfitting on negative samples and underfitting on positive samples. First, the matrix
is initialized to set different weights for each class sample, allowing negative samples to be weighted according to their pre-
dicted probabilities while keeping positive samples unchanged, thereby approximately achieving class balance during the
loss calculation. Through negative sample weighting, the model is guided to pay more attention to positive sample features
and prevent the classification decision boundary from biasing toward negative samples. Second, the distance between the
predicted probability distribution and the true probability distribution was measured via cross-entropy loss as the classifica-
tion loss function to supervise the classification results. Finally, the total loss function for model training is obtained.

Result Experiments were conducted on three publicly available datasets to verify the effectiveness of the proposed method
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in a cross-domain environment. The model was subsequently compared with other popular methods, namely, FaceForen-
sics++ (FF++), Celeb-DFv2, and the Deepfake Detection Challenge, and the results were analyzed. The FF++ dataset
comprises three versions based on different compression levels: cO (original), ¢23 (high quality), and c40 (low quality).
This study utilized the ¢23 and c40 versions for experimentation. The Celeb-DFv2 dataset is widely employed to test the
models’ generalization capabilities, as its forged images lack obvious visual artifact characteristics of deepfake manipula-
tion, posing significant challenges in generalization detection. In the experiments, 100 genuine videos and 100 forged vid-
eos were randomly selected, with one image extracted every 30 frames. For the DFDC dataset, 140 videos were randomly
selected, with 20 frames extracted from each video for testing. According to the experimental results, the proposed model
exhibited a 10% improvement in the area under the curve (AUC) of the receiver operating characteristics compared with
other state-of-the-art methods. Additionally, the model’ s detection results in the native domain environment were vali-
dated, showing an approximate 10% and 5% increase in the ACC (accuracy score) and AUC values, respectively, com-
pared with those of the other methods. Conclusion The method proposed in this study achieves superior performance in
both cross-domain and in-domain deepfake detection.

Key words: deepfake detection; cross-domain face forgery detection; multi-view feature fusion; feature generation; con-

trastive constrain

0 3

T

ZUR 3l B DL N T8 Re B AR ) P
KR AN RO E B 003 96 TE 5 22 4 W 428 45 U 3R
BRI SR, BEE Lz N A O i
ifi (face forgery attack,, FFA) XU &34 0, 12807
A B R EE 2 SRR N A < UG AR A
SR RECTF N R S K e i TE
B o I, ey S 0 R BE R i@ A I (deepfake
detection ) Xf T4E4P > A 25 A T2 4 DL R HESN AT
HAE s NIOIIESEA -3 S o

ST RGN Dh i Dt (FFA) P iE B L
LAY R 428 A i B sS4 R PR VR AR
TS . Dhidh J7 2Ry Z R A I D7 k4R T By
BOR MR EME RIS T AR TR] R O 3 A il m]
OF R : 1) B TAE GE B RHIE A 1R 7 vk, —iof
155 e A TR S IURRIE SR I, 12 07 i T 345 T30
BORHIE , G4 : SCHAFE JUTIRAR (B0 R IR S
(Zhang 2 2019, Qian £ 2020) iR B 5 A
R PG AR TS, SO AT 2) T IR B A ) SR m
(18 Ay 3 NG ARG 51k, 30 3k S N7 O 2 TR R o 22 I 5%
A S e ) e 2 P ARk M AR AR A
PR DA A NS BE o BT B 22 I 28 1 N Fh i
Kl £ 45 2] 732 1 (Zhuang %5, 2022; T 06 45
2024) ., Chollet(2017)  Afchar % A (2018) 43 j| 2
Xception I Mesonet P J3 %% > I Z6 HESE | {H iy T 0 2%

S RA AT, JOT IR BB R I R , 5 B 5 e
i S5 R4 A (Guo 45 ,2023a; Wang £l Chow,2023) ,
T A7 4 R S A R IE A B 4 T Y AR I R TR 4R T
LR IPERE . 3T b, Cozzolino 55 A (2017 )38 1o 2t
HE R R LR 52— B T AR 2 IR AT, JF I
YR AE— D AEXS BN I SRR TR0 2%, DA
WAF TR FENEGEEE A . FE, Bayar A1 Stamm
(2018) 38 it 25 oA = BRA H I SR I N 25 Fn A
T 0 I S ERAVE RN R AR, PR AR INAS FE . SR, 3X
PR 5 AE R AR R 38 EADARAE R BRYE . BT itk
Wang Fll Deng (2021) £ i —Fp 3 T3 5 7 9 Fds 384
SRAESR LA | A I 2% SRS A RN T 3 M OC T IR A
T UG AR 409 A AN RRURR 7 R B 4 1 T
1 ER ARSI R BUNME . 207152518 R TP T
S B BEURR I Top-IV DX 38, B il e 00 48 R A 2 4l 22 il
Bl 220 s 14 S AR ME Y O 3 X, (H X T )R X
B G ER B — o FFXFIX —[A] @, Sun 8¢ A
(2021) 4 i He T ooy T HOR K IALRL, S 7 4f
W ARG PHIE L AR , Zhao 55 A (2021) | Cao %5 A (2023)
3o F T T A AL ) TR D 3 A T Y 4%
Chen % A\ (2021) W58 1 DX IR] 1 sy 38 G 5 , Cao 55
N (2022) 48 H — o 51 i 1) Gl 43 28 2% ST RE AR, 4R
157 W s B RS B

e A P e AR () D 5 5 AR AR 2 R
AR AR R BR B, BEAUAEIZ 55 N IS TR Pk .
SR, SR I FH Rk L3RG 5 IR G YRR A o3 Al —
B %26 [ 37 SRR BR A AR B H

423



424

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 2,Feb. 2025

PLE P HR S R A W TR ZE R R
TN Gt B, AT R A I F AR o A6 2570 X
IRBE v, B0 P rh T T 4 AR S RS AR A S
BN A TERTIN o PR, G el B s A A A, S8
PRGHL R Y B SRR I o kg — A i B R A A e Y
L. Guo & A (2023b) 2 H 2544 R AR 42 4 1) X0
J4 55 AE 22 (mining structural features, MSF) , il i 2
T 2 A8 R PR 7 DRAGE T 25 1) SCTE YE FL , J 5E 0 AR 4
Jay UG Y B R R AE , R B A — 5 Wz ARk .
SR, 2N 5 75 S AEAR 3R PO JCAE AR U, PR3 e
B W R RBEAK . BF X% 7] 8, Khormali 1 Yuan
(2024) F JH Transformer [ £ Z2 4] , 44) 325 VR B2 £h 38 A6
HELE , 5 GRM K AL & e mBalz etk .
FE TN ZRPEA R Z2 R0 BRI 1Y 5 k) iz i ]
TR Ak K AR A AT DL AR A o) B B A A
LB RRE . Li 58 A (2020a) $2 1 Face X-ray £ 71, H:
AN T T D 5% SE 50 NP, ASGE i FLSEREAS A A
P REA T2, A — & pz Atk . SR, 2988
AN T E R 4 T AR R AR 1 P i I, A B
s R R . B XX —[A) 8, Chen %5 A (2022)
P it T HAZ AR IR B TR EE DR R Ty v A R
PO LR IR M Zh 2 G S F A AL i Bk A 1 Oh i
FEA AR AR T [ AR 5 8 SR = P Toss
TRr 4 B RE AR, A IS B2 A B R B X iX — i)
A, Yu 25 N (2024) 32 NI S e A pi s, E R 57
PG, LA AT A0 D0 3 PR 45 R 50 2 2% R 2 T 1Y
By 225 lak A EEEAS A B, X
R EHG RS2 UG, 1207 12 BAT — e Rz A (3 H
FETE BBk R I BE A EARROCR A BT T B . FEAS
JTR 5 AT FE AR N GRAE A | S m R iz AP . SR

MRS IN ) R INI)

SR

____________________________________________________________

@mii

1, IR Tk — O REAR G 1205 2R R AR AR R
)RR RN T A R A A B B — A
S HEPRA A B AR AR RS I PEREAT BT T R Sk
T R B I3 S A £ T ARG A T o ) =
FEPRA AT USRS « 1) dn ey 48 B B 5 1 14 £ i
I MR ERIR o NSO 8 5 97 e B el el fe P 4
HAF G A58/ DX P SR PR, A R BB 31 PR R A
KA 2) AT 3 A IR A . BRI i
JEEARRE >4 i S L EL A T %) S BB e PR
R 7 55 I S BB R R 20

BRI AR, A SR Y — b 22 R B S 4] A
ORGSR N T 2 , R S 2R ] i I 2 SR
15 Z2 A0 FURFE R 5 RS2 B P £ S5 0910 ) R i
7 ARTHS RS ARG R Sz A . O, AR S
HRAJZTIANS LS, P e 22490 Pl 5 Rk ] 531
Vo UK, A 2R LE bt g i, 45 A2 L I AR 754
MRS, AP s VIR REA Y 2 RE R . dRJim, DAk
FRERREARE 5 R Y 7 S 51 o0 A i 22, FORE = 250E
FEAR R 5220 51 A T 0 H ZEAE A B o A A
SCEETTERANT DA BRA 1, 42 10 LT Y
22V Rl 5 190 268 Ay, ) 220 P AR, 488 g 14
PRI AFE R A | I3 2 X L 240 R ARAEMERE AR IR
BIRTEE o 2) B xR AR 2, B 4R Al J= G A £ 5 451 4
J7ITE PR R TS B Rl R 4 R RS R
ZACTE . R, 51 AREASTE SRS, B 5 07 R
Ao IEREA R S ) RIERR RIS I . 3) A%
SO A Z2 WLV R AR il 5 2o A o ) I 5t 4 1
AERE)™, SEBL DA 2k o LA, AR RS A T R
R BAIE T i di H AR R g AR Oh s A 0 1 BE , I AE
A R B v 5 At A e B DT I AR L, AR

AR R A

v’ Ilﬁ'i

BT AR B SN G O 2 )

Fig. 1 Intra-domain and cross-domain face forgery detection
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4,2021) , AR SCH| FHHEHRG R (accuracy score, ACC)
A2 3 T AR R A il 268 1 A (area under the
receiver operating characteristic curve, AUC) XJ £
SRR IEATITAL
2.1.3 LIiEE

A 3C F| FH DLIB (detect library) (Sagonas 55 ,
2016) AT NS FZ BRI 55, I X5 I A i s 4
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x1 AFEIEE
Table 1 Public datasets
G LS Fh & AT
Faceforensics++ 1 000 (Youtube) 1 000 (DeepFake, Face2Face, FaceSwap, Neural Textures )
Celeb-DFv2 890 (Youtube) 5639 (DeepFake)

DFDC 1 131 (Actors)

4119 (KA

HA ) T RE AR X S O RS 8 O 128 x 128 1%
o ZJa R B s A 28 AL BRAR IR A i NG 18
1% 1 JEEl —AEFE K (local binary patterns, LBP) f1J5
) 6 B H 7 K35 F (histogram of oriented gridients,
HOG) FFAE , 4351 hy 256 4 F1 2 304 4 . 16 FF++ 7l
DFDCEHE4E FaEAl 1 6 UR [RI{E I 19 AUC{H 281k,
Wik 4 s AT LAELE], 246 = 0. 01 i, NIG-FFD
AT LU B R R I 45 28

100
80
§ 60
O
=}
< 40
20
— FF++
---DFDC
0 0.02 0.04 0.06 0.08 0.10

SfE

K4 SHURFERF BT AUC EITPAG
Fig. 4 AUC evaluation for different values of &

BE AN, AR SC T 1k B R AE I 285 3 2 2 A0 4
Adam PEAL#R , IF B EHER N 128,24 2] FH 0 107,
BRI 8 S5 a4 2 i o AL & FF U5 %2« hitps://
github.com/LNNU-computer-research-526/NIG-FFD .,
2.2 EEXIEXE 59

B S bR b TR EE O i (B on] g ik
TEASTRVRR BE 0 R 48 , 280 R 40 55 J5 Ab B ) RMBOAR 2%
Sy W AERRR, SR TR B AR AN (] e 46 200 1) 2
Mt , A SCHE FF++5045 4 T 9 NT(Neural Textures ) £
W7 FYIZRETY 3205 0K 552 RGB BRSO
M TR BNGR L v 3K B0 5 125 T DAA: R e e A
FLA O s, o KU BB IR B T e AR B i 2
) HERS T BSOS — ey o 0 R B R
HRREOR . Z S5, 3 A R BT AT 2 DF (Deep-

&2 MBLEH

Table 2 Network architecture

[BE=/N ke

Linear(256, 1 024)
BatchNorm1d
RelL.U

Dropout

Linear(1 024, 1 024)
BatchNorm1d
2R
RelLU

Dropout

Linear(1 024, 1 024)
BatchNorm1d
%i3)2
ReLU

Dropout

Linear(1 024, 10)
BatchNorm1d

ReLU

Fake) \FS(FaceSwap) thit J7 i AT, P74 1
AUCTERAZR 3CGREHET] H Chen 2EA(2022))

M3 AT RIS 3, A g ot i NT & 42 U1 2k
I, AR 43 J7 ¥ 2 5 5T (high quality, HQ) %4 4
R R A RS0 A AR 5T £ (low quality, LQ)
oAy, Hofl 7 ik A PEREAR A BT T . X T
PR AE 285 B TR 4R b PR 2> il —Se 4y 2k, 5L
I B T R o 3 OGP ARL A A P RE 4 1 Pk A, A
SCOT AR P K SR S RE R B A PR BE
Ve RTINS BE L i 2 A B AN [A] P 4 200 L i PERE
AL o A 5

FEBK A 51> DF HFS B0 5 Y s ot 2 IR
18 £ AR [ NIG-FFD 1 SLADD (self-supervised learn-
ing of adversarial dataset) (Chen 4§ ,2022) 7772 it Al #i
g R K 5 s . B S HER R I 32K,


https://github.com/LNNU-computer-research-526/NIG-FFD

$30% /FE 28 /2025 £2 A

e, TR, XIXE, BEREE, #F
% B $2 SEO) A Y BS IS B OB 1540 T

®3 BAREHEZANHAUCHEILERE

Table 3 AUC comparison table across different compression levels

1%

A

itk ik 1Q HO
DF FS DF FS

Xception(Chollet,2017) 58.73 51.50 77.02 71.86

Face X-ray(Li%,2020a) 57.19 51.06 58.55 77.98

F3—Net(Qian’%§,2020) 58.36 51.92 80.56 61.24

NT RFM(Wang*ﬂ Deng, 2021 ) 55.82 51.62 79.80 63.94

SRM(Luo%,2021) 55.51 52.94 83.80 79.58

SLADD(Chen%,2022) 62.84 56.88 84.64 72.15

NIG-FFD (A ) 99.86 99.86 98.95 98.88

T L PR R 25 B i 2 2R

T HAER
DF —
YERE
NIG-FFD 7
~AORIEE
)
BORE
NIG-FFD ) : ‘
5 NIG-FFD FISLADD J5 £k DF Al FS $fii e by T il fk4s
Fig. 5 Visualization results of NIG-FFD and SLADD methods on DF and FS datasets
LLEMERRAET RS, NIG-FFD fE HATBRPEAORE R IDRS BE A i B, i 2 X O DFDC #dli 45 B A
AP RIELS IS 2 Z R D e A, AL 22 AN [R] O i 055X
N T BB R B2 AL RE ST FE FF++ 450 AR RUAIREAS I HH B , (i A s B L

Fhs 7 i HQ # s 45 F R A7 U0 5, 76 B A 2Pk
% 9 B0 4 Celeb-DFv2 Al DFDC I 347 5 )22 K6
X AN B 4R i O it R BCR B R Db 52 TR
JE A I rh AR MR AR U BRI P T
RS2 . 5 B e i kT A, HAUC
R MK 4R

M 4 0] LWL EE E], NIG-FFD 7£ FF++c23 £
£ Al FF++c40 5085 5 1 Il 5 L 7E Celeb-DFv2 Al
DFDC %4 42 iy SR 48 ok S b A 7 . R
SR UIA-ViT (Zhuang % , 2022) 7 Celeb-DFv2 %5 45 4
SRR 0 5 B AE DFDC B 4 1Y

A PREE . B NIG-FFD 75 DFDC 34 i fie
O B . N 4 T LA F) , JE TR Y
751 (Qian 28,2020 ; Luo % ,2021) £ DFDC %484 |
TR Gf | 33X 2 T ) 7 1% T DA A b A 3 R
G SCHRAE 4 20 5 ngn i) 2846 , {2 NIG-FFD
5450 Fax 2y vk . S IR 45 4 Hr, NIG-FFD g
A5 2 HAT AT 50 i Rl A RRAE TR B 3G Tl ke Ax
() ZZREE e FEVE B AR B,

A [RI B AE Celeb-DFv2 Fl DFDC 1) 5~ B ¥ 4
VAL T NIG-FFD 1 GS (Guo 45, 2023b) J7 % f 1J
MALZE S i 6 fr s . B, S (B 3R 1E 6 43
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Table 4 Cross-domain comparison based on AUC
1%

i Celeb-DFv2  DFDC
Xception(Chollet,2017) 66.91 67.93
F3-Net(Qian %5, 2020) 71.21 72.88
Multi-attentional (Zhao % ,2021) 76.65 67.34
Face X-ray(Li%%,2020a) 74.20 70.00
RFM(Wang Fl Deng, 2021 ) 67.64 68.01
SRM(Luo%%,2021) 79.40 79.70
Local-relation(Chen %5 ,2021) 78.26 76.53
RECCE(Cao%#,2022) 77.39 76.75
LTW (Sun4§,2021) 77.14 74.58
UIA-ViT(Zhuang % ,2022) 82.41 75.80
GS(Guo%,2023b) 84.97 81.65
NoiseDF (Wang il Chow,2023) 75.89 63.89
NIG-FFD-HQ (A 30) 98.23 90.42
NIG-FFD-LQ(A3¢) 98.23 90.42

TE L PR R 5 B R 4 2R

Celeb-DFv2

KL AHER IR IR 0SS . NIG-FFD 76 5 24k vk
FEAC R R 4

BT U LSR5t 500, IRl T NIG-
FED AE 15 Rl R AE 09 B 7 P13 50 4 1) S s
By 3 B A A 9 2 i 1 RRAE B IR . B 7 () () 43 )
7R T 3K B Celeb-DFv2 F1 DFDC i di 4 (1 J5 1 1 b
ARZ L RG TG 2R 28 RAF A TR N GEiT
JrEl. B 7(b) (d) 451 7s T2k H Celeb-DFv2 Fl
DFDC B3 iR IEm ge it BT Rl anisl 7
i, B 7(b) (d) IR IE R R 5 4% F BUE 4 ok
SRR AR B RS R TEAR AL o A U B AR SO Hh AR
A SRR 5 B SN R AR R AR L AR AR, AR O] R
fb T 7F Faceforensics++ 55 4E I IR FEAR 5 A ik
AAFAE, WE 8 fiT 7R o Zead FRAEGRIS J5 , A SO kA
BB R 5 T B R T WAk 2635 143 AL,
SR, 5 LR IR F TR A B R X . PRI, AR S
(RSG5 A R A S5 S S 2 i I R it T
FIFAN 5, 35 T A 072 AL AE

DFDC

GS

NIG-FFD

o

o]
B

6 NIG-FFD 1 GS J5 VA 1E Celeb-DFv2 R DFDC AR 4E 11y i HLAL4S
Fig. 6 Visualization results of NIG-FFD and GS methods on Celeb-DFv2 and DFDC datasets

FE 5 SRS e, DA PR RO IR 2R 5y 8
R B PR 18 P B A 5 U R AR e K 2251
WK 9 frR . A4 T NIG-FFD il GS (Guo %%,
2023b) AYF B, 2S4GO Pl 42 5 4 51 IS
GS(Guo %,2023b) H B T Peif K15, 1M NIG-FFD ]
PLIERARSN O . 1T UL NIG-FFD ZEAG I 5 91 R
AAFAERER 25 5 I REA BT R B s £
3.3 AEERILE S5

R T i 2D B T B AR RO, AR SR 5 T
PRSI LA b X5 L S 53 B T NIG-FFD 7EAS JE 1Y
YU MR, S22 SN2 5 Ar R GH 50551 A Cao
FEN(2023))

M2 50 LU, NIG-FFD 7EAS JE | AT5 8K B iS
T RAFRYAS AL A v T R AR BT i Y PR+ 808 4

#BZL I LT AL 5%, 40 : Qian 48 A (2020)  Zhao
SEN(2021) BRI LTy kA o o R R R
I AR EE HLP R A I i R MR A T iR
IR T EUR Gt R 40 A 3 25 38 iU AL SO
WG AEAF BRI T3 {5 5 NG >k 138 2 AR
B, R, R AT o AR A I R LBk R o i
NIG-FFD 32 5 5 45 b #3005 i 458 /0 A0 o o 1]
B EAA TR IR BIRG BE . TFMD (Cao 55 ,2023) J7
AR A ARG R R, AR A AT
TE R I ALH 0 FRAE 53 A B AR R ] L G 3 e A
L E 20 R 4 A B A R e A AR A —
SE MR . {0 NIG-FFD 7RI 5 i UG 4 RG4S i
RO T2 07 v 0 T A SO 2
I Rl G Hi i T ASE IR XS T AR ) 27 ) (AR AU A
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Fig. 7 Feature histograms of original negative samples and augmented negative samples in Celeb-DFv2 and DFDC datasets
((a) original negative samples in Celeb-DFv2; (b) augmented samples in Celeb-DFv2;
(c¢) original negative samples in DFDC; (d) augmented samples in DFDC)
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Fig. 8 Visualization sample features
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Fig. 9 Visualization sample image
R5 TEFF++EIEE FRORTEL
Table 5 Comparison on FF++ dataset
1%
FF++c¢23 FF++¢40
Tk
ACC AUC ACC AUC
Cozzolino ¢ \.(2017) 78.45 - 58.69 -
Bayar 1 Stamm (2018) 82.97 - 66.84 -
MesoNet( Afchar %5,2018) 83.10 - 70.47 -
Xception(Chollet,2017) 95.73 - 81.00 -
Face X-ray(Li %¢,2020a) - 87.40 - 61.60
Multi-attentional(Zhao %, 2021) 96.37 98.97 86.95 87.26
F'3-Net(Qian %5,2020) 97.15 99.10 87.06 93.24
TFMD(Cao %,2023) 97.23 99.23 87.19 94.35
NoiseDF(Wang #1 Chow,2023) 84.36 93.99 - -
NIG-FFD(A3L) 98.13 100.00 98.13 100.00

TE IR TR R & 9 e LA 2R =" R IE SOR BRAEAR I SR 4551

TE FF++ 500 4 1 X 50— R 20 5 4 2 13 131 il
S AL RIS X HAR e R B R R G, 4 R
KOPI/R, FENFWT .

DA 53 A R i SRR B I 1K

2)FE 1) AR 3N T X H A 45 5 4 Y
LRI A RRAE S5 TR ARG T R B B T fil
I FNE BEHETE % 98. 02%.

3)FE 2) (3L Atl L3 T FE A i 1 TC
FEARSFAE— Bk — 2D 3 T TR A A A B2,
HK5]98. 13%.

T 2F X AN TR 453 2% 1 S 6 ) 45 SR WS 5 43 AT
I FH A3 240 5% X6 H A3 2 R 2 A 53 2 [) i 24 SROASE 78
YIRS ARG 285 SR i g, mT ik — 25 U B AR SC BT 4 o
AR AT 350 o

A SRR TR B SO AE B LBP RFAE
R AR A7 B0 HOG FFIEAE Ry 19 G5 190 245 114 i

x6 HMKHEMIRER

Table 6 Results of loss ablation experiments

A L L ACCI%  AUC/%
N - - 96.20 96.19
N N - 98.02 100.00
N N N 98.13 100.00

TN FOR R R , =" FR R R

Ao HF LBP5 HOG WA AL A FRIE FEAE A A
L EA W EAME TR 20 D i A I AR A T
S HRE BE o A ad R REARL 22 J0L A 5 R R XA DN
FERSEm 47 T AEREAS IR E 4R HOG 5
PHOG (pyramid HOG ) R AEAE Ay 2 i 9 4% () g A, HL
HoA s 8i% B A2E . HOG 5 LBP Bl & FRAEAH 1 T
HOG Y PHOG &l & $#1iF , 7 FF++ | Celeb-DFv2 Al
DFDC MEAKE A Y045 1 B ar py A 45 5, Bk
MR THIR . %45 RARGF 5 UE T B A R AEAH
FE T30 ARU Rl A R AR IATE: 55 rh (R A 28501k
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Table 7 AUC comparison of models trained on FF++

1%

WIR7S FF++  Celeb-DFv2  DFDC
HOG-PHOG 41.05 41.02 42.17
HOG-LBP(A30) 100.00 98.23 90.42

E IR R R 25 51 e A2

Rt BT AR ST B 22 A0 R il A R AIE 1A AL
P76 PR+ 48 X H T A B LBP 5 HOG ¢
TEARGIAS B, SEaR 2 R 8 . T OMdE7EA
i EETAZ A 40 45 38 43, A SRR 1] LBP SRR, ¥
PIARGRS] . HOG FRAEXTEREAS b AN Jy s LA A5 4k
FEXT 1 | RSB AT M B UG A 2 A5 2., (R A
FEIRE 53. 77%. F AR SCHE 1 22 W0 (51 il 5 SRR
A SRR AN R B 2 1 — 8ok S B AMEE S
el AG RS B2 15 5] 98, 13%. 38 e Xof A [i) 08 P 1 ik 52
B EE T, U T A SCR AL A 550k o

x8 FEMEHBKELER

Table 8 Results of view ablation experiments

1%
LBP HOG ACC AUC
N - 49.20 56.34
- N 53.77 60.39
N N 98.13 100.00

VAR B " R RH

=
1

|
<l
o>

X I S PR 0 T PR s G TR A TR A A ) Bk
08, 7 SCHE H 2R 17 S8 A ol B SN £ 3
DNRESRL . 38 3 7E AR IR AR A 2 W o A rh )l s A
I 26 BARE | AR AT AV RRAE ek , a3 o et 2 24
SR ALMERE AR RRAE , $2 T 5 S A B RUORS B . [
BF, ST SRR AR RRIE I )R, A i AR TS LE TR
AHFAE ST $ETHHI AL A 3 —2F 5] A
B AUIE A P L 3 S T AR BURE AR S B AR AR o A
AN 77 A B A FEREAR IR 2 2] ), AR SCHE 34>
TAT I SR A B IE T AL R A LT H A
Sedt i U ACC 5 AUCHE RS T i 5 #27F,
[ A, AR SCHE LA AT MG 4 L 30Uk T B AU £ AR

SRR AR A R . SR, AR SOOT AT A A
BRI Tt R A 25 SRS JEE AN 00 A A5 Tl H:
5 PR AT BB TR A ) 208 M LA AR R IR B
LA RRIE o AR SORSR T AR A AR FP eI
JoHE DRt FEAS B 0 R A2 i S 3R 0K
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