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Review of physical adversarial attacks against visual deep learning models
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School of Astronautics, Beihang University, Beijing 102206, China

Abstract: Deep learning has revolutionized the field of computer vision over the past two decades, bringing unprecedented
advancements in accuracy and speed. These developments are vividly reflected in fundamental tasks such as image classifi-
cation and object detection, where deep learning models have consistently outperformed traditional machine learning tech-
niques. The superior performance of these models has led to their widespread adoption across various critical applications,
including facial recognition, pedestrian detection, and remote sensing for earth observation. As a result, deep learning-
based computer vision technologies are increasingly becoming indispensable for the continuous evolution and enhancement
of intelligent vision systems. Despite these remarkable achievements, the robustness and reliability of deep learning mod-
els have come under scrutiny due to their vulnerability to adversarial attacks. Researchers have discovered that by introduc-
ing carefully designed perturbations—subtle modifications that may be imperceptible to the human eye—the decision-

making processes of these models can be significantly disrupted. These adversarial attacks are not only theoretical con-
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structs. They have practical implications that can potentially undermine the trustworthiness of deep learning systems
deployed in real-world scenarios. One of the most concerning developments in this area is the emergence of physical adver-
sarial attacks. Different from their digital counterparts, physical adversarial attacks involve perturbations that can be
applied in the real world using common objects or natural phenomena encountered in daily life. For instance, a strategi-
cally placed sticker on a road sign might cause an autonomous vehicle’ s vision system to misinterpret the sign, leading to
potentially dangerous consequences. These attacks are particularly worrisome because they can deceive not only deep learn-
ing models but also human observers, thereby posing a more realistic and severe threat to the integrity of computer vision
systems. In light of the growing significance of physical adversarial attacks, this paper aims to provide a comprehensive
review of the state of the art in this field. By analyzing 114 selected papers, we seek to offer a detailed summary of the
methods used to design physical adversarial attacks, focusing on the general designing process that researchers follow. This
process can be broadly divided into three stages: the mathematical modeling of physical adversarial attacks, the design of
performance optimization processes, and the development of implementation and evaluation schemes. In the first stage,
mathematical modeling, researchers aim to define the problem and establish a framework for generating adversarial
examples in the physical world. This involves understanding the underlying principles that make these attacks effective and
exploring how physical characteristics, such as texture, lighting, and perspective, can be manipulated to create adver-
sarial examples. Within this stage, we categorize existing attacks into three main types based on their application forms:
2D adversarial examples, 3D adversarial examples, and adversarial light and shadow projection. Typically, 2D adversarial
examples involve altering the surface of an object, such as applying a printed pattern or sticker, to fool a computer vision
model. These attacks are often used in scenarios like natural image recognition and facial recognition, where the goal is to
create perturbations that are inconspicuous in real-world settings but highly disruptive to machine learning algorithms. Tak-
ing the concept further, 3D adversarial examples consider the three-dimensional structure of objects. For example, modify-
ing the shape or surface of a physical object can create adversarial examples that remain effective from multiple angles and
under varying lighting conditions. Adversarial light and shadow projection represents another innovative approach, where
the manipulation of light sources or shadows creates perturbations. These attacks are often more challenging to detect and
defend against because they do not require any physical alteration of the object itself. Instead, they exploit the way light
interacts with surfaces to generate adversarial effects. This method has shown potential in indoor and outdoor scenarios.
We also introduce their applications in five major scenarios: natural image recognition, facial image recognition, autono-
mous driving, pedestrian detection, and remote sensing. In the design phase of performance optimization, existing adver-
sarial attacks mainly face two core problems: reality bias and the high degree of freedom observation. We introduce some
solutions and key technologies for these core problems in the existing literature. In the design of implementation and evalua-
tion schemes, we introduce the platforms and indicators used in existing works to evaluate the interference performance of
physical adversarial examples. Finally, we discuss the highly promising research directions in physical adversarial attacks,
particularly in the context of intelligent systems based on large models and embodied intelligence. This area of exploration
can reveal critical insights into how these sophisticated systems, which combine extensive data processing capabilities with
interactive and adaptive behaviors, can be compromised by physical adversarial attacks. In addition, studying physical
adversarial attacks on hierarchical detection systems that integrate data from multiple sources and platforms holds signifi-
cant potential. Understanding the vulnerabilities of such complex, layered systems can lead to more robust and resilient
designs. Finally, the prospects of advancing defense technology against physical adversarial attacks are crucial. Develop-
ing comprehensive and effective defense mechanisms will be essential for ensuring the security and reliability of intelligent
systems in real-world applications. We hope to provide meaningful insights for the design of high-quality physical adver-
sarial example generation methods and the research of reliable deep learning models. The review homepage is available at
https://github.com/Arknightpzb/Survey-of-Physical-adversarial-attack.

Key words: physical adversarial attacks; general designing process; practicality of adversarial examples; deep learning;

computer vision
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Fig. 9 Workflow of 2D physical adversarial attacks for

image classification (Kurakin et al. , 2018)
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PERERIAN T p', Praomli e,
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ZIRIB, WM, ®—, FREIFE, HIREL, SAEE
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F1 SEGIRA MBS 7 AR R

Table 1 Description of physical adversarial attack methods against image recognition

s LY BT e
Fk N FETRL
Kurakin 2% A (2018) =4 EWREIRYIEN YRS BT
Akhtar % A (2022) T R LA A i B B A
Brown % A (2018) e RO AR CE Y S R B AT G
Eykholt S5 (2018h) — ﬁﬂﬂiﬂﬁﬁi&iﬁv%ﬁ%ﬁ%ﬁ,é’aﬁﬁﬁtijﬁﬁﬁ?l,Efm%ﬂ'ﬁﬂlﬂuﬂﬁﬁEDI&ZEEJF%
AR
Liu % A (2019a) Y RIHAE OB 4 A BT I RN RN T
Doan 6 A(2022) — hm%%&f’jmﬂcﬁ& VA féﬁﬁxﬂiﬁ GAN 45515 B As E%G%%ﬂ“ﬁi%ﬁﬂﬁﬁﬂ%
PR S AL SE R X RN 17, 28 2 i Bk — 2 Ak e s i
Hingun % A (2023) T SRR IR T B R R R LA A R
Huang 5§ A (2024) =4 A NTER R 3D YR AR
Liu%% A (2019h) =4 H S FGSM T iEY B R =4
Tang % A(2023) — FJ‘I/\YL’E%%E%% AR T — T A et O | g 2 RO R A T
PSSR
Lou %8 A (2024) =48 RESEXFPURACS ARG TSRS, IR AR R
4 " Fep B ot i 30 P 2 S R ) B 2 7 D R AR S AN S P A i P Rl AR DL 4
Gnanasambandam 25 A (2021) G449t ST
. " fai AR T AR, AN — I 5 7 A7 A B0 )2 W 0 4 D R R B i 5 2 X 3
Wang %% A\ (2023a) %w&%‘m%%*ﬂmﬁ
Sayles % A (2021) s Egﬂgéﬁ&% LED LT 2047 R 85 S VI , D ol A5 i 15 225 SRt BAT 4R Sk e S Bxe
Duan % A (2021) SeRAET A RO BRI T T8, A E Gk Tt B LR G B L

Eykholt 45 A\ (2018b) ¥ it T~ RP2 (robust physi-
cal perturbations ) 5.7 , £ X 38 38 A5 75 70 FE AR UE 47 X
PUIC , AN [ S5 R0 0 A 0 3] ) 5 s s P AR
FEAS P EATSRAE A0 S I o 24 i A2 AR 41 3l
T A T AR R IX . B m K R
XA BT R R A BIEAR  IF RS 5 T
AR R UM AR S B 1 R ety de Ak i 7 vh ok
f F AR R
& = z;rgmin EVXJ(f(x +1(M, - 5)),y) +
AlM., - 8] +NPS(8) (4)

A, M, UG = TR 48 78 X BTN T o B A1 A
B RS, X O RN GRS L o s
T o M AZ A B PR AL, y 1 0 KR IR %, NPS

PRIE S AN T FT E45 43 (non-printability score, NPS) P

B, T e AS i al AR RE , 200 sE 0 VI G 3R
P B B XU RE R AR T 070 TR B RS i 7

T AR AEAS R LEE 5 LKA [ T 3 X Bt
AT BT PP EREE . O, M b SRR AT
QPRSI AIE T AT BT B AR TR Sh A B
P3sR BA — 2 BT ERE

P10 BEXTIEIG IR 2R 10 — 4Ed) B g s 1

(Kurakin %, 2018 ; Brown %%,2018;
Eykholt £: 2018b;Liu%%,2019a;Doan %5, 2022)
Fig. 10 Examples of 2D physical adversarial attacks for image
, 2018; Brown et al. , 2018;
, 2019a; Doan et al. , 2022)

classification (Kurakin et al.

Eykholt et al. , 2018b; Liu et al.

AR TR B sk AL AL 4 A2 T vk, —Le ik
S T8 A I Gt 22 10 245 R S IR i 3 i e ™ A L7
THPERERIHUREA . 5 TR X ST 3
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A2 T AR L, 3 TR R I 2k 14 T VA T Se e AT
L A 4R N ZRn] 7 A XU AR B A AR AR
TEA AR AS i R v, Wi 2l B 4 i e ol
GRIXHUREAS AR LA A0 AT 1] 4 A= bR 288 5 X
PUREAS , JoT 22 U [R5 BOEASEEY Nt 1y 34t
FEATE I 5237 5 v 8 A RS, P 2R

Liu %8 A (2019a) # tH 45 & A 5% 5t 9 45 (gen-
erative adversarial network , GAN) i A4 ¥ AT 5 2 R
Bt AR BE ) X BT b T, A PS-GAN (perceptual-
sensitive GAN) [ Z8AE R ST i #b T A= BLAF , 7T SE 30K
A IRIIRAN T BRI AL R B X BT T 1t BE b
T MG AR UAh T AR A U 2o A b, A
GradCAM (gradient-weighted class activation mapping )
(Selvaraju 55, 2017) $EHCE B T FRAEE, DL S48 7T
A R AR R BT ROR A AN T 02 &, TR A2 LAY X
UM T A0 EAEEURAOARIAL & o YRR T A A%
Zead sE oI , Tl 2 nT s 2 sy 1 A s E R X
XL AN T R BLJCH Ui 0] H b AL, >R FH 19 ek
H b s

m(}in max Ez[logD(S, x)] +

Ew[log(l - (8. + Wc(z,a)))] .
AB,|G(8) = 8|, + yB,;[log Pr(x")] (5)

Kb, NI EUR A " g A A XA T 0 1Y
UG KT HREAS , 2 Jy i A\ X HURE A LR Jl s A AL 1 Fif
BLIa i, A vy B S T T MRS HTAN T AL o
FIIE BE RN HLBCE , G, D 73 31 I AR h e A AR A H]
TR

Doan 55 A (2022) £ X ) B4R TR 58 ROCR
22 5 ) L, 4R 1 TT Attack XLl ik, 5B
Bl F GAN s 21 s ) A5 AU X BURE A AN W] AR B 45
AL Ty i A A 2505 1k i TS8R 32 L
BTk 1 Bes | AJF e g — Ak
AT RIS B RS W B R L) R A B E
FERYXORN T, 565 2 B B4 AE A 28, il i
Bt 1) 2 A OLAL fEA5 X Hrsh T Ho A R A7 i AL
ROR

N T XA RN T A PEREASCE AR 23 TE B
fi, Hingun 45 A (2023) $2 H 55— BE XL AN T
i 1 R B bR U 1k % 4 FEME REAP (realistic adver-
sarial patch benchmark ) , % & EAL % M Mapillary Vis-
tas (Neuhold %5, 2017) %t #fi: 4 w2 U1 14 651 M fi%

PRGN Bt 46 v 0 A 38 i pr s B2 1 o
ARHAESR , AT LIS i DE P Y i G P sCE A T R AL
B AL R AR B SRS R R R e BT Y
XSPUAN T Al G B S Qe 3 HARiE Bgnal o &9
VEE VPG , BB TAR R B Rk b k=
XTI 5 AR R 75 0 DT A R T Ah T
IR AR B RIE T B PEREANE

Y BT HUREAS X BC ROR A T £
AR LA R =X, B LA v AR, TG LA PR . PRt
UTAE R 5327 T AR BT % 2200 £ i AR 6 = 55
AR 4RI )7 . Huang 5%
N (2024) i 1] H 4R S PRTEUN G 3D P BEXS 47T, 2
H— A~ B9 8T HE 28 TT3D (towards transferable targeted
3D adversarial attack ) 4= i 7T 32 % 4 3D XHTREA , )
H NeRF (neural radiance fields) M 2 ¥ f & A 5 4
3D PR, IR T 3D X BN TS E LAY 3D AR AR
KT 3D Bk 193 G, Ak 11 s

oo
".. ::t"
S 16 T2

a.

B A
g y
B

SN TE—F2h g FeE A

K11 T E SRR 3D Xt (Huang 55, 2024)

Fig. I1 3D adversarial attacks on natural objects

(Huang etal. , 2024)

Liu 58 A (2019b) B Je 4 56 T80 B 0 otk ey
FGSM (Goodfellow %5 ,2015) ¥ J& 2| 5 =403k . Tang
SN (2023) 42 % F bt 2 o A R AR i R A T R
P, T LLRE AR RS R T AR U SR =, ST AR
XUREAS o Lou 558 A (2024) $2 H 3L F AR A X 2k
5 778 HiT-ADV (hide in thicket adversarial attack) ,
HR A 2 2 d 2 P TR RS AT U3 P o B &= A B
Bl , K I 05 P v 30 % R BSCTE 1> Bt DI 5 i 722
A sh, i 12 iR .

AN T 2 A Al ok s S AR A e 1
o F TGRS B X B i R, A
FH H R CE sl B A B AT St % ek .
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IR, WM, ®—, FREIE, SEIRE, SBIEE
ST R B SR B M E S U R AR A

FT R

i A
o [ wm ][ |
B2 T 1] 5 25 3 255 14 3D XL (Lou 45, 2024)
(T7 HE Hh Ay Bl Ak A A 2 Y T 45 2R )
Fig. 12 3D adversarial attacks in point clouds classification
(Lou et al. , 2024 ) (The predicted results of the attacked

model are shown in the box)

Gnanasambandam 55 A\ (2021) 7387 T 2% T £ 5
AX—ARBL A X 5 BT R L 1207 T X B - e
2P 2 BT AL TR I AR, DL R AR A L PR
5 P 28 22 AR ML SR 3 T 1 o A I s A A
o, A 25004 1 Jr i s 6F b e o kA2 B FH
H AR B R PL A R 5 3. teAb i s
B e (B e B 2O AR R T RO X S AT Sk
B e/ N Bl DL R R e B AR A2 BRZE S, an 13
B o
eSut
YyREY

=
D

P Suls

-----
o -~

’
#

RiBAkEA ===

BI13  BEHUE 7 iR A R A
(Gnanasambandam %,2021)
Fig. 13 Analysis of the effectiveness of projection-based

adversarial attack methods (Gnanasambandam et al. , 2021)

Wang %5 A (2023a) faifk T 5 AL —REFAAL 1 5K
BT, A — T A Y D RHIE AT
DK B et s X R 4Ok SEBL B it . B
PRI, 107 W) A B0 4 20 4K 552 Bl o A )
B GER , i BT e R 4R, RENE A i Jm B0

AR, DA T B A% {18 B iy 52 B0 O3 i il , 4
Pl 14 Fis o

N
~

-

-

N
N\

Bt ST f

\ RO T

\}
\\\\

B

AN Bz HPl—EidAd AL BPL

Bl 14 FFBACE W IR AR B TRz A oo DL S 25 5%
(Wang%5,2023a)

Fig. 14  Contactless attacks based on decoupage and colored

N4
.
Byl

s
R4S

filters and their results (Wang et al. , 2023a)

Sayles %5 A (2021) B YR H S 1 7 HARBLE &
KB PRI, SR A AT 285 1) G 2 fir
Pt . BARWE AT 2R T A, B
I TH AR B2 A 7 G 3R W LA /D BUAS T 32, %
FEARXT T 42 3 R A A BE US55 e LIS R
R 150 42 S R I 25 7 A RN, BV ) A ok
FERTHRERE . % iR TEA L 18 AR Z 07
i J A, a8 3 A AT g #2 B9 LED (light emitting
diode ) KT HEAT = ABLA5 5 D48 , DT (51 453 1l 150 245 1% 1
AR SR80, M SN AR 4 A 1) T i X Bt
dio EHEF R T IS 20 | T
WAL G DL i DL KA ML IR Y TR A4
A — BT T Frid i BB e A e
WE 15 FiR.

Duan 55 A (2021) #& ) 3% T 30O 500 TS 1 fil )
RGBT i, R FHBUA B0, AT DUAER
TE AT B AR R BEL T BRI RE 0% 2 TG 8 6 BE U i
HURIIH I PEARBLSAR S5 5 . %07 N0k
FPK OGRS T BAR IR R A M ot R
FHLANAR B DA SO R BE 445 THORIR ST 1% To %
fish Wi 7 iAW RRE R, G sl 16 i .
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() BRI DT EIB B AR B AR 7 ) SRR

(0) ERPURBBIRAE R
K15 BT R THORBO TS TR BN RO L Gt
2 IR 7 (Sayles 45 ,2021)
Fig. 15 Results of the adversarial attack based on light

projection designed against the rolling shutter technology
(Sayles et al. , 2021) ((a) the jelly effect produced by the
rolling shutter when imaging high-speed moving objects;
(b) the imaging results without adversarial disturbance
(the left image is the image from the perspective of the human
eye, and the right image is the image captured by the camera) ;

(¢) imaging results with adversarial perturbations)

Bt [ A A O A7 e T o 5 T ek 3 2k
HHEATARNE A8 T, 3% (A5 b e o B R3 5E om
BB, ot 7 U2 2 oy ik v s ok
(Ml an AP UL ) 5 B PR B K38 3 H AR 2% L H bnd i
PO B> A i H bR 3 R izt . N ADES A
FEXTHURN T RGBT P 55, A&l 17 FioR

Lu %5 N (2017a) 2 745 ZE bR s A L5 |
PRI B 15 TR I ARSI 2, 1 U S K X PR A
BT HARK AR . AN 17 B i g fe /M-

=D

K16 S THOER O Ml s i S g R LS S 2
(Duan %,2021)
Fig. 16 Laser based contactless adversarial attack

experimental device and results (Duan et al. , 2021)

BIEGE T LFCSM B L dEx A . Hikit
() 7 15 0k 2 X 7 e A8 A0 55 TR 3R 00 2% i 1o AR A -3¢
R HLTARROR . Eykholt 25 A (2018b) ik — 9™
J'& RP2 Bk By M S8 T ek B ARG I 2 A 1o
FLASRE, $2 R H bR A R B AR 2 B W et
BT PR ME , S Xt b R & 453 2% R BT T4 T X Bt
PEREI AL . B H bRAE BT A5 2R pR Ik
J (%, y) =1(b.f(x)) X Pr(b,y, f(x))  (6)
o AR 7R eREL, A TR £ 7 37 5% oo v T 1)
FEAKAE o, Horh & A B bs 0y EAS R
(B, W38 78 BRECBUE A 1, IR 00y 2 5IhR%S
IR R R RNAR S y I f KA B K pR B
AL A R HARRTREAS . AR 2 28 SR TR 1Y)
P RECH
Ju(x,y) = max Pr(b,y, f(x)) (7)
Ao, J N R pR R, b A T L Mk
7 AT BR G 5 0E H RS I A XU REAS . 4,
X3 H ARG B0 B AR /INAT SR AR A
AL R AR, BRI VRS AR AL 72 i AR
AN T B FIERE A7 A B g 0 4 BT
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IR, WM, ®—, FREIE, SEIRE, SBIEE
ST R B SR B M E S U R AR A

P17 XS A SRIEMR E ARSI Y — 2P B iz 1)
(Lus ,2017a;Chen§f,2019;Eykh01t%= ,2018b;Zhao %,
2019; Zolfi % ,2021)

Fig. 17 Examples of 2D physical adversarial attacks for natural
image object detection (Lu et al. , 2017a; Chen et al. , 2019;
Eykholt et al. , 2018b; Zhao et al. , 2019; Zolfi et al. , 2021)

T, A o FE  fE FH TV (total variation ) 1 A ~F
WAL LA, DL AR 2 AL s B

Zolfi 5 N\ (2021 ) B¢ #h T HEA N 2 7 B F-
BB T 2 T DA fish 30 UG R 4 e L AE AR AL
BEsk b AR SE T AL IX . 1A TR LA AR At
(AR B3 ) 2 500 A ARSI AS 32 45 35 1T Bt a2 H AR
FPA S . AR RE i A NPS $ETH 40 T B4
P PEIH A R RN

I'=Ix(1-a)+exa (8)
Ao IR JRUA R REAS 1285 b 305 15 2 i X et
AR RGB EUZ , a N2 B XN T (1) Alpha il 161, &
S EWITAN T RGB =04l .

BT R AL GE 0 B AR RS A1, X Ot 5 44 I
AL AT LT R . i, Al X 2
TR AL AT LAAT 0K I e 2 85 7 B 25 0 it ol 28 4
B kR, AT LA R AR 28 4 UK, 4 e 2 3l e D 28 4
Liu %5 A (2023) 328 T 17 ] X 648 K 1) SE AR Bt 2
i, SCE R AT 55 LT 9 i BEOG Be eoh 1 iR
3 0 2 0 B Y B 7 1) AT SR R Bk, Ry e
th X-Adv 7 AR B BT AT ED Y 4 Ja X BT SR, Y
SEARBE L E AT T, BEAE IR I X SRR A
VR SE 38 o 18 Bk B A X O LR 2 | i i
2 2 I, R B PE AR SR 1 3D IS TR LA B
B SE, DL H AR IR A B SE AR 3 1
LN AR IH R LT 7™ A= X B e, B, (145 id: 4%
s SRkt R, A ] 18 TR o

KHEE

i

QN

wtansEs @

mzlEss @
B 18 hi ] X SR 2EH Y 3D e i ey (Liu % ,2023)

Fig. 18 3D-object adversarial attack against X-ray security

inspection(Liu et al. , 2023)

PRI AL B 228 R AL PIAT 55 i HR
LA i AT 1) P45 5) 14 Ay BT B B £ R BT 5
TP B P AR B A AR R — SR BT
SRR TR T B, R 2550 B — (L AT
NIREER R T HARBRAA N EHRS%
2.2.2 BRGNPy B LT

XHTHC T T LS O BB &R 4 BLER IR
BB R IEBINE O o XML n] RE S | R A
SR, 4N B 03 S B AR eI LA B A R 4
I, AR X AR R SR XLl 2 2
Ao TR R B ok 6 PR A B L T LATT it R
12 1) 75 A RIL A, A P A ISR B A A T 08 T el
WM SR AEE AT R T AR . X FPOFTEA B T THOR Y
AAE PR 22 A, DT Sl P 4P A BRL A A 3
LA,

1 TR R B AS BACHE 23 i B 220, B
XHZEAR B LCT — BB IZ S B X
SepF A T G AR DL R TR AR R B
I3, IR AT RE A6 7 ARSI E A P e U

INFARVIERIE S8 PR EGPRY N PN EE 309
AU T 5 B DX, 54 FL A A R 4, DA B
NGRS PN R o (S 11 DO A R TS R/
T el T 73 0 3 T D0 2 SRk 1 32 T 0k sl SR ) 2
iio T O SME A X P o S48 Tl # 1C EDRE
2y ISR S DA R RE B 07, T 256 T R W 1) %
LT ) ek 4 T o Ry B U o Dt B 3 A ST
FAb L0y o 55 D0 SIS AR LU , 16 30 SR s AT TR
RS AEWFTE 28 L, T 3 o R s 1) A iR
S ks T T Bk 4 e i Al 2 1] B0 (untar-
geted attack) , REANTR E X PUREAS THJ5 H br iz )
{14 5] 14 Tl 5 17 2 D 2 SR ) AP0 g o
J& F 2 B (targeted attack) , B8 @ XHUAEAR T4
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Je FARBRA N R JON Y UGt (Wang 55, 2022a) o
CES STENE LS 23 DO PNl ESSWiLE 7B o)
PUHCli 7 ik o X467 ik A 478 e 8 e e 0 A i (o
HRBEAE E T SHcA  H B RSB iy, s 4
USRI CUn et ARG 0 £45) S BRI 2R 4

KA, L 2 = AR5 AR SE BN A 3 2E BRI E R Al AL

Table 2 Description of physical adversarial attack methods against facial recognition

R2 X ARIRA BRI S 7T AR R

Jrik g’ﬁ;ﬁ"é ET
Sharif % A (2016) — i g;j\%iﬁ%wﬂﬁﬁl%ﬁﬁﬁfJ’fﬁ&%ﬁiﬂﬂiiiﬁiﬁﬁé}tiﬁ,#%tﬂ TV FI NPS i 2k
Sharif % A (2019) it SN DN 53R OE 7 S 7S DR IN e 357 G LN SR
Pautov % A (2019) T KRB A R Bk AT S ARG
Komkov I Petiushko(2021) =4k K XT B AORE I 208 1R S0 A R U3 4%
Xiao 5% A (2021) T SR E ARSI 3 40 0, 24 O 5 A Ol B A% )
Yin % A (2021) T ST AR B G A R R R 2
Singh %5 A (2022) T4 BTV HRUR RRE, A XA T RIS .
Wei % A (2023a) T BTG RE, U AR AR
A FEFN(2023) THE RTINSO A G A e A O IR R
FEAE E 45 A (2023) T SR PR R Y XN AR B SRR I PR R AR
JE UL N (2023) T ST IS RRIE LG 4 TN 45 E A T B R A BE
Zolfi % N (2022) EX I SUNTSS I [(SOE/REIuE -
Yang 55 A (2022) =4k RG-S AR RN, 51 A AR AR A S S H
Lyu 4§ A (2023) =4 LT 3D RSN S UV B SR T AR
Yang 55 A (2023) =2 R 3DMM B AR ESH, 7 A XU 3D A%
Nguyen % A (2020) i Z i S IR EOOEINEE SZE' A g i & I EVN T, B 182 B2 AN 11 S R o 7D LG P S
Li % A(2023b) TEREARGT TE NSRBI T WG | 50 TR A 2o S R R, b T 5 el A R AR
Fang 55 A (2024) B ST B AHPLEA T I, 383 i i LED AT 4508, SRS AHHLURZ5 2R
Zhang % A (2024a) TS TECL BRIy e s (] oy 38 R LA X oM i ol B B

YRR E A NI IR BIRHT BT B90FFE TAF , Sharif
SEN(2016) 5 H A I Bl 4 HRBEAE X AR 2
GEREAT BT o %7 I AR AR R A IR
HE it 465 AR 5 M e 28 40 A AR B S o7 B
i AN =R B R AT XTI RE R DAL
e 19 s FEAU A B i A i O HE T I AR,
AR % (TV) IEWIE RIS rTATERAS 53 (NPS ) LA 2
W SR G P B AT S B R R, LR

min z softmaxf(x +r,c,)+
"oxex
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o BEOb A TTEA B A AR T i 4
PRBE6 il B B U RO AL, LU A
WA RGERIPUNER . 28R T B X A RS
P (9 ST T5 9 AR SORs e O 85 28 H 1L
FOTIEFEAT A4, LAY Bl 13228 3 I B A N TR0 2R

S softman, N RAR S BRI K R %
PR BE A X P PR REAS A4 ED e,
K FRRAF 4 A oy B RS

Zolfi 45 A (2022) S JTIAS ) F 8 s g S AL TR 1
2 11— R PP O X 1 5 e S
BT S P 20 2% e AR 6
SO RTHTPE ST 8 51 11 G L 6 3D A
W 5 R A T 190 LA 7 BT 1L
FTERAHLIE %6, AT A BRIV (R T A SR 0
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(a) MHTHEIREI(Sharif4, 2019)  (b) RHHUMERA(Yin%, 2021)
P19 LT G A L 1 A VAU 4y B e i s 4]

Fig. 19 Examples of physical adversarial attacks on face
recognition based on facial accessories ((a) adversarial

eyeglasses (Sharif et al. , 2019); (b) adversarial make-up
(Yin et al. , 2021))

HFr A1
AHALIE:0.547

HEr A#1
AH{PIE:0.628

E20 BT 1 38 Y B B s 49 ( Zolfi 45, 2022)

Fig. 20 Examples of universal physical adversarial attack on

a mask (Zolfi et al. , 2022)

min[ L, (M,,) + ALy (M,,)] (10)

Kb A RESEM,, X HirE N B E SR Ly
TV V-1 29 0 eR KL, L, A i 0k A SRR O R LB X
NIR i ARAIE Z [8) A 42 SR AR  BAR

1 2 cos(f(j)(Rg(Mmlv,x)), e(g{)) +1
4 2

J

L.(M,)=E,

(11)
Ao, RMTE L sREL, 0 R TUMT B 45 2880 AR H RN
i 5 p (landmark ) 28 v 77 V54 XTI H B S A
BM, T N TS UG o R AL, ORI )
AT, ) 7 A RS j AR PR it AR o
AT R B 5T 7 B T A A BC A, Yin 55
A (2021) 2 4 —Fh I T B IR 5% 19 e o 77 7 Adv-
75 T 8 A B PE |, R Akt 1 O AR
L HEE & BT oG 4P RS2, S A TR S A5 78 1)
T, FREHELE p ol 28 A B M S TR & At 7 i
3EBALH AL . BRI F %07 s e IR Tl %k
Pt £ v 5 2 TR A DX I, B S I R — A GAN AR Jlips
TN Ay A s A R B0 1 ) R B 28 Y X A AR

Makeup, HE

A s IR AR A G BN R b o R IEIR
X B f 2 B SE I, 7 B S 55 R 4 T AR N Y
XFPUMEI RS Bl 1T R A R

ANTR] T X B C U A 75125 , 55— T BRI
A = 4 5 4% 0k Xk AR it i 4 31 . Komkov Al
Petiushko (2021) #& i AdvHat 77 ¥4 J& 5 TG 489 A
Jo: PR B B Bty v B AR R O 0 A
TR A R TR X 0 0 RS 08 7 0 B X A R S 2
PEAT B o AR R, 455 R T AE 6 (para-
bolic transformation ) 152 8 - 1A 25° fHy o 752 1 45 [1] 75 46
JZ (spatial transform layer, STL) %% (Jaderberg 4 ,
2015) , K Il 4R I 2= A 15 b gt ATk At fe , OF
TEA A F2 2R FH EOT (expectation over transforma-
tion) HITV S s WEATE FEPE AV, 118 21 s .

BE21  FEF ML AR 50 BT s )
(Komkov F Petiushko, 2021 ; Pautov 2£,2019; Xiao 2¢,2021 ;
WeiZ,2023a,b)

Fig. 21 Examples of physical adversarial attacks on face

recognition based on stickers (Komkov and Petiushko, 2021;
Pautov et al. , 2019; Xiao et al. , 2021; Wei et al. , 2023a,b)

Yang 5 A (2022) [A] £ 5% FI A K 2% THDRS 05 %5 4t
W 3 #9578 AELAS [ 7 T 3 2 T B0 D 45 4 1)
F CAnFETE (BUE ) iZ 0T 5 455 N AR T AR 25 4
Tl B AT S e A FNAS R 8 S S B, DTG JUAS B 4
MRk B RO . BRI F O AR T s
JE = Al N AR 8 R L S 38R A Y Face3DAdv J
i T IOIZRR 3D %0y N H AR Y (Shi 45, 2021)
W 2D EHMEHE 2 3D 25 [A], Bl 5 4 o —Fh 2 T 80
(A X BT v 3ROk A G 3D WHTLRE AR, IR 2T FGSM
T EAE 3D TR SO A X HUROCR . 2,
Yang % A (2023 ) #2 i} AT3D (adversarial textured 3D
meshes) J5 ¥ , F FH 3D 8 (A5 A0 B2 U A\ K [ 15

2095



2096

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 6,Jun. 2025

F) 1T 318 3D P A% T anchor K 45 14 THI AR S0 BE L K
MR FR RN 5 B FH DA A B P A5 A R S 2%
FAFDAE R 1) 3D XS HTE I, 38 18 et 0 T
S5 CHR VT | 5785 A ) ¥ Mot O 3 il o5 — 1 B
Bivo B T LASE S AT EAH L A T P45 A4 R I 78
JK b Db AR RO R G RS, AN 8T 22 B o i
DR B G i | NG o A VDN SR ST R
3DMM gk AT B, TR0 E TR R TEAR 2
SRS SHE VIZRIE I8 5 S 800 AR E X
ol CHR S5 3B A7 ) et X P S (R, 15 2 B A X5t T
PEVE Y 3D A% SRR AY . 3% 3D I A S AR AR Y D)
3D 18 G iy O 2R B R b 7R AR XU
A, BEJE R AZR BUREA FRUGORN 32 3 25 P 15 A T
PRI RS, A0 RBOT S 1] A48 BT 3D R 512
AR N S E . X PSR A5 12 580 )
H T 3DMM (3D morphable face models ) #& 7 55 B 5z
IR 3 AR, REAS 7 A 5 T2 A 1T S A1 A
IR XS PUREAS  AH L TR R PO A A J7 vk B 2T
il R R B e )AL B RS E

INRRY

JNEZRE
22 BT 3D XHTPE RIS B B BTG (Yang 45, 2023)
Fig. 22 Physical adversarial attack based on 3D adversarial

mesh (Yang et al. , 2023)

G B NS XTI T i T 7 N &
A BC R, SR HR T 3 e Tl 7 vk 3 X A
A7 B A, S RE A B AT D A ELSE 5
Sy FARXT R 855 W 5058 . L, Nguyen 55
N (2020) 48 H BTGR89 25 THOLRBUR X
Yoide , P 23 o o BRI, %07 vk 22 i
CHIROEINEESTiBuEis A8 £ & ENEEAPNE/IT]
#i0 , BE T SE BN B O UM B R A E A B 1 D
PRI T o O R B Bty 8 P, DA 3 7 T A AL Xty
7 RrSPS EZ R A SN E7I N 0 K S L & Tl B R AN TR % g
MR E PRI Kt g HARDRE R E Pk . X T 3RBE

e @ (@3

g sy iR prissy
e gL
Hix
B TS
:
T S T TET T

23 BEXE AR Y T OGRS 1 A B A AR
Eéé%ﬁﬁ(l\lguyen% ,2020))
Fig. 23 Illustration of the process and results of physical
adversarial attack based on light projection for face recognition

(Nguyen etal. , 2020)

2% E AR AR AR SRR X b [ S 4
IR S LR OB e ESCE ST ETIESE SO
DX [R] P/ X 1 48 9 2 €6 2K B 5 o R ek B
TR AR AL , 12 7 T X B — 3 i R R A T HE 1k, DA
T 9828 5 FH EOT ¥ 38 5 1 o 16 1133 4 2o K 1 1)
TR HARhe 1% iR 2w H AR
BRI R AR e T .

A HC T Nguyen 25 A (2020) B 3665 % b vk 18] 52
PR B AN R, Fang 55 A (2024) 42 H 38 13 4 i =
PRKT S 25 ok S BB B A B0 R o i % Say-
les 58 A (2021) 7€ A SR BG4 FEAT 55 P i X4t
FEA Y JE %, Fang %5 A (2024) I H B 47 PR 1 THAMLE
Fr 3 0P 5, 8 5 4 5% LED KT 5 45T 56 , (4578
2 ARHLAG S 1 5 3R 1S A B 4R 8, DA
AR B U 5, 12 3 T [R) B 48 2 &y
PREAT 55 L S 0 e REAT 55 o an &l 24 s, Hidr,
55 1R BE R 1 E AL AR S5 R A U Ay
LED T H AR5 AHHLSAR 45 R (Fang 55 ,2024) .

Zhang %5 N (2024a) WK R TG AR BE O 5T 5
X B TR TE R e et , 3 BT A (Lam-
bertian model ) %11 T — I~ X PrkE A 4= il W 2%, 4
F25 Fros o di A AR T &8 0 15 S, % M 2% 155
T A G R 5 22 S X 2O BR AT R B O A 4
S OO R Y BRI G DT SR
U 22 8 04 J 3R

UEAh i 55 A (2023b) A 5T 41X =48 ARSI &



$30% /E 68 /2025 £6 A

ZIRIB, WM, ®—, FREIFE, HIREL, SAEE
xR B S SRR Y IR X I I R AR

‘ .lll““x
] "

=NMH

(24 S G LED KT RS0 SE BN W% 3% i 2
ML (Fang 57 ,2024)
Fig. 24 By encoding the switching frequency of the LED light,
black and white stripes are superimposed on the surface of

the face image (Fang et al. , 2024)

DIy, o
'

o= A AR

G T8
E125  EFXE AR X EE R IR (Zhang 45, 2024a)

Fig. 25 Adversarial relighting for face recognition
(Zhang et al. , 2024a)

GERYRT BTG , UL B TR BTG IR B =4k A
IRk, AP 26 B o %07 vk T R a] LG RS 1
STE =4 NIRRT, AT 8l i =2 i =, SE
Ep=t: N AR I[0RLE vy € S (X S u L U ]
VEE IR T R R L BRI B, i
LA PR BT AL S PR 5 T BEHL K AR i
BTG &R

I

RREDEPN Mgy HEL

K26 JET 280 = 4E R IR i (Li 45, 2023b)
Fig. 26  Stripe-based adversarial attack on 3D face
recognition (Li et al. , 2023b)

2.2.3  BPRFASE L RW R BT

H sh2 5 R R N TR e L RE S5k LU
I TR IR | 3 3 SRR ] RIS L 7 A AT
BRI T R A I A s B

TR R G2 AR A 22 B R G AN AT s ik

F4) £EL BB 3 , 4 95 SR R a5 o A SRR A i AL B
H 302 3R 42 0] SR S SRR AT AT IEA R e 22
TR AR 55 B AE AT S A 25 R . BRI R G
i A LGSR B 8RSk 1 ESEE Ok B LiDAR Y 45
BRSO T A T 2 B IR MR A T AT, S
RGNV K BWE 2 BEAT 55, 0 H AR RN BRER IR
FEAG T 3 SRS 3] 3 1 45

H 202 34T 55 1 5 A FE T 75 43R Re 8 e b
TN SR B ES  IFAEAR D BT TR AN T S L T &4
798, AR, A ARz WA R4 R
TELA SR SR N T N 305 2R 55, JF HL g
5 I N TR S B, B M e 2k

SR, F 20725 B 28 S8 A1 1T fe 27 2 9 BE X BUsE A
B N T R 7 = ) = W D
JRUBS: , A1 3728 g i i B e ke, SR AR T LU
T3 T RN TS A EE XL T
3D T YL A Y = 4R A BT BT B DA S T BT
) JC A il ) B Py, A Y AT F SR Bk . %3
R TN B 3728 B 5 o BRI B 2 Tk
AR SCXT X 7 A B I 2C A I 32 B m kAT A
DL B 32 2 38 O 1 B 28 3 R SRV AR N A 4
fi)

FEBCT- O BUAN T AR5 Je ity -, 38 2 4T Ep X
RN T RO I 25 = 4 b 77 2 AT LBk 35,
(%P M i A8 B W B, X [ Bh 28 0k R 58
AR B A W, A 27 TR

Kong %5 A\ (2020) [ [n] [ 202 3 5 Gt v i ff1 1
DT e XU T, R R AR OBt 9 28 (GAN) fiff
PR A X UROR, , HE T 17 20725 3 3R G T 1 A
T £ AR

Qian 55 A (2020 ) 75 4= F4ARR A2 X Sl 75 in Py B Xt
FEAS S0 T X R R AR () e . AT &
5 AR R GRS FEAS ], 10812 0] 0 A
h TR E AR S B S E AR, Il 2
WEFIE W T AR B AL o 6 & S50 Fir Az il
FIXTH AR T LA s Ry A, 7 1 A AR 22 8% 1) 7]
B AT DA SO ZE R R 4

Cheng %5 A (2022 ) [fif [1] [ 2125 B 8 BE Ak 1142 1
i A A A 1, 3 N M R R PR T S
TR S e O . I HAE AL ad A2 il H EOT
FRAS T B G H AR E— 25 R TERHTAN T8t AT
B A
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Table 3 Description of physical adversarial attack methods against autonomous driving

Jrik R L
Kong % A (2020) TYE AR UK ER R Bl B R G O TR MR TR F A
Qian % A (2020) ZHE WIAVEXBUE AR, ST T R AR T Y T
Brown % A (2018) TYE KPS i TG
Wit 458 A (2020) Y R EERRUIBIRL 4R AL T PSO i B S XL
w45 A (2020) T PR R T AR R AT HUREAR AN T i TR R AR
Cheng % A (2022) Z4 it AE R E ST ARR PR T HGE R A TR
Nesti % A (2022) T MR R AN TR G T ) 302 B3 S A IR
Wroe 45 A (2023) THE B EREIBAR A RTHURN T AN B 0 BT A U R G
Wang % A (2023h) THE EREEHTER A S B RGP BT BGE AT LA
Cao %5 A (2019) =4t BET AR A P SE AR BT T, SEIRAE A AR R N RO TR AN R 4
Zhang 5§ A (2019) =4E R S5 B TR R
Wu %A (2020) =4 G EEOORy PR T AR R R TR R
Wang %5 A (2021a) =4t SEE TS GRS SE A AR I B O R
Duan % A (2022) =4 3D E G I AR, REAE 7 AR 8 SRR X R X T
Wang % A (2022a) =4 BRIEE TN GOE RS 0 4 B R O TS R A RS

Suryanto ¥ A(2022) =4k R AR HIGEHES] TE FARGER LA s R A B U, ST B XL
Suryanto ¥ N (2023) =4k R P IR A R R RLE R L BT SO

Li % A (2024) =4 NeRF 5 3D ¥y XHIA S & A A REAS .

B 55 N (2024) =4t R =G e B A A A SO B R

Zhou % A.(2024) =HE R 2 T AR TR R R AR R 7 A R TR R A i

Zhu % A (2024) SO ST LTANEARG 3D AR, 4 B AR AR I 1 2T A R 1 M B G
Zheng 55 N (2024) =4 T A SR B RS THESS DR MO A B X R TE T s

Hu %5 A\ (2023a) SERA A YRR R S 2RO S G

ZhongZF N(2022)  OGRAAEAT SEBURET S22 BN B TC B fub e L it

RTAENQ023) ST IR DU SO A I R O B S EGE T vk

Hsiao 55 A (2024) SERA ST TR R JCHE b X P

Sato 55 A\ (2024) AT FILLANEO AR S B SHERER T A S8 3 R G U, REEA BT 2L AN B

A JC LIS AR B B A2 I X BE I S B R AT 905 B 1 T A sh 2

Wen A (2024) BRI gy et oy A L.

Wang %5 A (2023b) B HEATAE ST SV BB R e i3 Ha i eh 845 2 18 2 A T 3 5 )
GG BRI R R . SRAMEA TR B B P xR A i RS 20 A 19 L AR SE AR 4k A
BE2H (B COPE A1) FATAS T i OR AR, L B 3 T AT AR 4R G 0 B A0 e e o o, 35 4
FEYAT IR G RE A B BOR . B SySAdv ik, BRI S ML B R AW B
IR, LR X AR R p i e i i, e A s PReRE ROy

5 0 2% 55 e 75 70 R i 1T ULBE BS A R 30T e A 1k max B, [ L(M(p,.0,s,B),7)] (12)
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xR B S SRR Y IR X I I R AR

K27 A Bl gt v B T W G P BEX BT 7
(Kong £ 2020; Qian £ 2020, Cheng% ,2022)
Fig. 27 Examples of planar object-based physical adversarial
attack against autonomous driving (Kong et al. , 2020; Qian

etal. , 2020; Cheng et al. , 2022)

Arp, SRV EIbRE BAR R & 28 5 bnak Bk O
GRERST s 5040, LI 5 4 A A AU )1 2t 1 g 4
JeREL . PRELM R XT BTN T p, 0 TAR & H R
O R JE IR R B 0 R R R 2 s, 00 B 3175
St B Y,y Fon S AR DG A A . 1T
MNBE S £ B2 Bh 2R e M 7% S84 BT 0 78 S8 B fift
A RPmRINEE, BE— 2S5 ME. BARE
SR QPO E WHEY/BL RO ENL G LGN POl Sk k=t S
B8 1 42 2 A0 RN, 8 AN AT AR B B A A A
(Eykholt % ,2018b; Chen %5 ,2019) , ffif5 A zh 25 3 &
Gefs HR R oy HoAh AR 3R (U BRI AR 3K, (2 33 Fif
F - T B X BT S AAE AR X H 8678 3 R Ge T
AT XS PLI TG R . P T XS H 2h728 30 R G iR 5T
BT =4 SR B R Al LSS AR A R
R 2

Cao 55 N (2019) B X5 K 250 H 2h 2 A R 48
23T 1 T IR T R 5 3 R 1 L 48 2 T AR s k)
B S A A BT 5 LiDAR-Adv , 3 32 % 44 i S5 1 s
B s =R E AT, PP AE RS TE S P G T
Tk PO TR TR ARSI 2R 4 1) 6 TR SE AR RS L 48 R
T ANEI RGNS ERTR . G 28 Fs .

Zhang 55 N (2019) T[] 2240 Rz 0 AT 55 15 11— F
R A BT U4 2B P T D 2 A2, £ e L A i

EUGLALES FHik oS )
P-YS 0 N e

I e
2 a6
ol R - =R ¢ s

P28 I i [ 2l B RGN R S 4 B
(Cao%5,2019)
Fig. 28  Physical adversarial attacks for autonomous driving

radar detection systems (Cao et al. , 2019)

AR o AV RS U AR PE LR T LU R P AL
AAT B A R B 3D A A R R ) B BR B
Unreal #5480 4 503 U 2 aob # AR SC Wy SR, s i =
YT e FORRUAL RS UG e , A D 2 I B 4
AR S A B ARG s v, R 8 o e/ ARSI
B A R LR . T SR E g R AR R
R PR, Zhang 55 A (2019) YR T — A AR HL 1
25 W 2 AR 2 2] 1 Dt 1) A RS NS A ARG 0 228 58
WESEE IR IS EZNRE RS SRR A TS
TYPAXT U SE 3D i B MR L S RO A
i AR E ARSI 45 5, DTS BT R S A AR A T
DA o AR BB A ] (i S 2R

Wang 45 N\ (202 1a) 1 [ 425 F AR IIATE 55 455
AT Al e AR B H OO B ] (dual attention sup-
pression, DAS) X5, 3 2 7] A 4170 il 45 79 AN 1 33
B A UCEA R AT R R R DAL AR I B B
B, TEIMHIBIRITT: B Oy, 5 AT R R
ARAFRRAY A TETE R IR, I A 45 2% R E073 O
[F) R 8 2 i) = g T A OR BEA T Xl o %
T A SRR TR A AR T S AR T S Y AR, i
7 AN [6] ) BB S AT O B — o R XS B L AT £ 15
TXPORBE AT E . MEERILRIXS PR AR
B, R T IBAR R AT B B X ik
B SR BB A . HE— 2, Wang %5 A (2024a) 7E DAS
Y A gl AT ] 5 7 0 (lateral attention
inhibition) , £ H FL 284 iy 18 FH R B Y = 82 1 4
(triplet attention suppression, TAS ) XHr It 2 .

Wang 55 A\ (2022a) 1 [7] 4255 H bRl , > 1 fi
TR AR HARTE S AT b X Y 22 A R ek x|
SR Uy 22 DA S BRAS By 52 IR AE PR, 4 T
Pl TG e (14 4 B T e SN SOk R AR A
HEZEFCA R HIBAR R ALY 7 =2, W& A4 R i A=
B2 A BE R AT IR T DL B g S X T
TR . %7 il e O BLIREE hEFXF =2k
(R R R S T AT SORALAL , 38 4ot 22 £ B Al i 0L
YIRS A J ) R BTPE T R A 22 0 B AN Y
1 DT P AR A B4, HO BT S B i i Ak H s
AE LR
T = arngaxJ(F(dl(R(M, T,.:0.)): 0f),y) (13)

A, M KR 3D R B R (mesh) , T, i X T 4L
B, 0 Fn BRI IR AR LA AL B A5 8, R Fe/n T Yt
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i, 0 F R ER I S8, F 3RoR BRI AR ¢ R
WV Gl SRAT 1 A0 PRI B B L 90T B L 3R
IRAAR R, y RN HLSRR A . JE dR KAE B
1k B 5 R B, 5 3 B A R BT M B i s 2
BT

T ARAG S U0y BRI R , Wi SR R T R
Z AT 3D Mgy e 09 AT Bt . (R E A A
2575 Y 55 LS Y2 (photorealistic renderers ) # L ,
o T Bk Z X 5 S B0N S AR 2SI T R
SRR RN 3D 3 S T A 5

Suryanto 55 A (2022 ) 1 1] 4= 40 & I A 55, $2 tH
Al 484y 28 He e ik (differentiable transformation attack ,
DTA)HEZE ] T7E H AR X5 b A iU 45 19 ) B 471
B, S B R AR X BT, BT T AT a0 AR 4 0 4%
(differentiable transformation network , DTN) , i% ¥ 4%
TELRAS AR I I 4 T 1 1) [ e, 27 ) 1 SC B Bl
7S IS Y G A B T AR 4, DA I S IR e SO A
A 8 B H PR G2 T, [R) AN 2 s A S ik
rh RO IR AR B A P, S A L SEADL TR E S B R B
FAXS B IR BRI

HY TR TR G B b A 4 PR B AR AE , JF HL A4S
oy W AN [ (18 KA, A ) R ARG T 2B it 3¢
WA SO REAR . R T TR G — [R) A, Zhou 5 A
(2024 ) T 7] 4240 H ARSI AT: 55 22 Hh — b FAT B
FURE B PR B R HOREAS A2 BT 2% RAUCA , F1 I 9 1
251 YL 2H /44 NRP (neural renderer plus) , 1% 204 7] LA
B WERR MY G e, O iE Y AT AR R
SERSERAE I R, T AR vE e rh A PR R AE L 32
FIARFE RS T R BB A% O B
P — 2 KA T O A A

Zhu %5 N\ (2024) T [0 £ 50 240 85 00 (49 3D X i
155, 85 T 20N 24010 3D B 2 h —Fh L =
A A T ) £1 M0 25 1) B B i O vk L 4 3D
Mesh [ 4= 5 5 284 3 T 45 25 B 52 R A 40008 X sl 2
Gt R 4R — R T A A Y AR AR
TS — 20 - 345 458 5% o EOK 1 5 X6 BT 1 A 1) ~F-
JE 7 G AR Y 92 IR, e 2R AT — L ZLAh XS BTG 4K
VR AAEA R AL AR BE B A 5T X LD AR
ANTT UL, TP 29 BT o

WHoE R, —4E N = 4En) X Bt By 2 28] AN
2725 Bl R GE A R (EE: | B TR A Sk
Py SRR ek, L H 328 3 R R H A S

XA SES SRR, WETEE T T IO B
fi Py B SR B EL A R B R S B 1 T R
B TCHE fib x P it

RIELARIE
PR

; = AR
AT ‘? - |
-=

) A R

P29 T ZLAN AR Y 3D B X BT 1 (Zha 55, 2024)
Fig. 29 Example of 3D physical adversarial attack against
infrared vehicle detection (Zhu et al. , 2024 )

Hu %5 A (2023a) 2R F T 306 R EA T 042 flon Bt
Yo AHANE T Duan %8 A (2021) R H A #O6L 250
B, Hu %5 A (2023a) R H T 306 S, Sl 78
Yy BRI 2 AN WO, R R R R R
WO A B, TS T B AR R i Bl iR
W30 frR o

K130 ARBSEIEXMEOLHR (Hu 55 ,2023a)
Fig. 30 Laser beams with different projection forms

(Hu et al. , 2023a)

Zhong 55 N (2022) 453 T 5& T 152 1 T2 fi %t
Lyt Ik, BRI & %07 il B g i T
A3 N R RS AREAEL T B A S bl O A% A 4 2 T
FIsZ B4, JF 3L F 0, X T BT 5 480 e AL L DX 3 £
JEAEUEAT AL, DT S BR300 A 8
WE 31 frR .

55 Zhong 5§ A (2022) R R P15 Bl #H 12 , Hsiao
N (2024) 5 H AR IR R B SO SR &, 1R
R T IT meny e A bt %05 2w eIk
TR R A S A SRS A M Y R 5D
BE, PR T F B x4k 735 200 (Chen %5, 2017)
KA BT HOEEE . ZEUH, Sato 55 A (2024) 38 i
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ZIRIB, WM, ®—, FREIFE, HIREL, SAEE
xR B S SRR Y IR X I I R AR

[ B S W E BER R e 8025 3 R ST, AN [
T Z HM AT LG A P T ik 0T R 4L
SMEOCIZEL T RAS Al DL RGPS , I BEAS A T
AR VAN ISP

RIS

(a) BITHA S an BB

5 A6,
L, XD

(b) F T AR TCHA AR D TR AR &

K31 BT PR IO B T (Zhong 55, 2022)

Fig. 31 Shadow based contactless adversarial attack

(Zhong etal. , 2022) ((a) shadow phenomenon in real scenes;
(b) adversarial sample images generated based on

shadow casting)

Wen 55 A (2024) [ FERR TXFT A S B3 R 5
AXF BT , AN R T Z B AR bR S M T8 1%
TR AR TR AT Y8, BT A 2 B 3 R 40
X1 5 24 A A IR 0 o E SR Ak St i
2T AT AHLE BB B4 B A B 6 it ]
ZRGY BRI G MBS . 2k I8 T IS
Jit 3= A v R B R IS (R BB T S/
VIS ES QI s- Bun iU PIR RS IALTFEIE IWINTEEE €2
RS pEE, W 32 s .

2.2.4  EEXAT AR A Py B B B

KT AR — A EEAT S5, B

&332 XTI S5 2 A0 o N s 2R
(Wen%5,2024)

Fig. 32 Application example of projecting adversarial patterns

onto the rear window of a vehicle (Wen et al. , 2024)

FETFUN G b sl s i AT AL B A . A7 Ak
DN AR A 228 A P BE WP AN A 302 B AR AT 45 op
EH T HEIEAMEN . AR AT R A AR
BRI RS, 0T LA WA T N AR R T R 4
AE3E TR G AT SR s AT ARSI S
VAR G54, T LS W I AR B AT AN
TN EAT R @ e = RS @l T A
oA 1 202 B R4 ) R G AR A G, T LU B A
Wit T N B AT HET5 0] R T S A R, DA T ke 6 v 7
(1438 38 = 5

S T BT XA T AN A R BT A5
PR, AT BAE T HITE T AKIAT 55 1 — 4 . =
Yy P

PR EE AT NS B — 24 B X 0 3 o 4 B 7
FRIEAS AT 3 A 3 F 40 T R XTI R 1) 2R A
VI o 4 B TR AT AR i 4 R
U 2 Uy i AR X i ey T e D
F B TTRRIEAT A, LA B 32 35 1 AT B A A ARG
RGN ZE A,

Thys % A (2019) $2& H— D EF XA T A #5825 B
XFHUAN T 073 A28 N T 4T ENFERE 4R AR I .
FER AL AR T R XA T RCE AR A oy, 9%
J5 R B AR VR A XLk ph gk, IE i — 25 m A
NPS FITV #5315 BA5m X ab T &

AN, —Setit 57 3 25 R RIL A 1 2R 74T
Hhse e AT N B AR 55 3T T W B
T Zhu S8 N (2021) KT T M ZLAMT A
G ) X B AR T, AR P 22 A B A0 1 /N T T T
AR EPN T2l F AN G B S walNERS 1 S U TN
h T AR B s B R TR E
FIuF Can s BE /INET L5 ) A PR R A 7 0 B iy
PORERE . EART S, LT A% 32 22 A iR 1
PAR G VB B S P T IR S LA
AL B Y SR Z 8] 1 OC R L SR A AR B I 56
RAEFCFI BEAT XA T R T R RO PP fig
Ak , 5o AR 3 i 18 A4 R VR — 1~ 4 3EURCRE KT 3
BE W) AR b A A B AT S Bk 33
JiR o

Wei 55 A (2023d) 4 Hy —Fp IR A7 8 7] 27 ) 1Y
AN AN T B0 71 15 56 T R R R a4
AR R AN T R0 B AR . FEEFEAN T B4k
RPN T R A IE N AR R, T 54K
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F4 AT AN IEI IS 7T AR R

Table 4 Description of physical adversarial attack methods against pedestrian detection

. LY BN ET N
Hk . EEC-TN

Yang % A (2018) — ggﬁﬁ EOT 28 He b 474 R AN FLAHMLARL 3. T1%F YOLO R AN BETTHAYXF P4 T A9

Thys % A (2019) Y SRHAEAT KIS R XTBURN T A RO e, R AR AN T T ENFE R 4R L

Zhu A (2021) — /%jv’ti’fﬁ?ﬁrﬂﬁ%ﬁ)w&muE’axﬂfﬁw LR 2 B AR R AR A | A /N KT I X s 21 ok
YN EEE

Wei 5 A (2023d) o PR R TR R R TR A B FT 2 ST LD RO T k.

Wei %5 A (2024a) T BT FhaE R A EE RN T, T LA ] A X T LG I e A AT A MG

Hu %% A (2024a) o BT SRR, S — R TR AT AR e i B Ay B M s

Hu % A (2024b) —HE R AT R SR B LT A M B PG Tk

Xu A (2020) — $ 2 T 0T SRR W 0 ) BE X BT O i A X AR R AR AR T 1 5 e A T

U BT R A 1 TAE

Tan %5 A (2021) e AR RS B BT AR AN T, SR SR AN TR AL R

Hu %5 A (2022) Y $RRXTPTSCHE A R AR BT R XS B SR Ty

Guesmi % A (2024a) — ?’E‘uHJ.%UFHEEEEXHLTJ‘TIW%EEEEXH“FT?I‘TE‘J?%E%I‘ET,IHI?E,#%H*ﬁﬁzﬁiiﬁ]%ﬂﬂﬁ?l‘
T

Jh 4 e FEBCEES R T AR B IR AR R T — AT LR Y R A i acEE , I

uZE N (2022a) J—Ei2 X v e . g

FeF BLHIE T 9 T A S ) R X B R
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K33 BTN T HIAT A B S B0 7 9] (Thys 25
2019; Wang %5 ,2021b; Zhu 45 ,2021)
Fig. 33 Examples of patch-based physical adversarial attack
on pedestrian detection (Thys et al. , 2019; Wang et al. ,
2021b; Zhu et al. , 2021)
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(Hu%§,2021;Hu %% ,2022;Zhu 4, 2022a)

Fig. 34 Examples of wearable object-based physical
adversarial attack on pedestrian detection

(Huetal., 2021; Huet al. , 2022; Zhu et al. , 2022a)

Huang %5 A\ (2020) T8 7] £ AAS 0 9 X HTAE 55,
it — A B RO AR 14 P 2 ik O 1k
UPC (universal physical camouflage ) , J& F 1% X} $T F£
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A S TN 45 2R . BARR UL, UPC 8 i 45 X
IR L 45 (region proposal network , RPN) [ $1£ 1 4%
SRR AU R g 1 o R R R AT T
TAE A SR XU A A A 2R 5 R XEERIPE AR
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LN S PR T ) A fh , AU o AR KA A 20
e Pezh Db nin] 27 BN RS0

BET 3D FASLH A X0 S A TR T A
PEXT BT AR (Liu 55, 2023) , (HIEAEAT ARG AT 55
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AR FNA A #0 J2 AR W 1, DR ok HC A P S LA —
SERINME. A T HIVERETE 2 WA T Pl T ARG I 25
(AN E 8K 1 % BT AR , Hu 55 A (2023b) # HH Adv-
CaT, >R H 3D S X AN FIA BRHEA T #EA5E , IR IR e
FRNAT ) — YE S B B AT UV AR B, 3235 34T Voronoi
P 30) o3 FEAR B X R SO I 2 i AT 28U i
B AVEE FIH] Gumbel-softmax T 28k 45 15 523 T
R B EIZE S E AT AL, JF il i 3D T Y2k L
— BT A BT R L XS B SR, S AR I
i, I3 3 # N A BLAE 52 (TopoProj) Fil T Al # 2%
(TPS) J7 1 4 /N T %507 A1 B S 57X G2 22 [ 1 22
B, G & 35 s .

pottedplant

K135 BEXIAT ARG 3D 18 Gy X ety
( Huang 4 20203 Hu %% ,2023h)
Fig. 35 3D rendering-based physical adversarial attack against
pedestrian detection (Huang et al. , 2020; Hu et al. , 2023b)
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Lian % A (2023) 7E APPA 36l 4R 3L F 1 F
X AF BB E &= I AE 42 (contextual background
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Al = # 1 , IF7E 20 B H ARk I &% b JE47 2 i
i, WniEl 36 iR

Chen 55 A (2024) 1 X X040 T 76 ABC7 157 5]
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Table 5 Description of physical adversarial attack methods in remote sensing
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DuBEA022) M EREIAHIEN R R T I T
Lin S A(2022) M BTN S RS LI BRI T

- e BRUET L S R A, S54RI B A SO EL B A T M
Lian A Q023) = e
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ooy g PTG TR B OSBRI, it — RO 1R BB X

AT AN
Zhang %5 A (2024b) 4

XEFE XL AR R AFAE 73 A, BT B o
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IR, WM, ®—, FREIE, SEIRE, SBIEE
ST R B SR B M E S U R AR A

(b) X KHLHFRAGHE S2XHTHN T (Lian%, 2023)
K36 2 B 5t Yk T T G ) BE X B it 7 1
Fig. 36 Examples of planar object-based physical adversarial

attack in remote sensing ((a) adversarial patches on vehicles
(Du et al. , 2022); (b) background adversarial patches for
airplanes (Lian et al. , 2023))
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K37 Py BX T RO A R S Y BB S s Y St 4 SR 2 578 B AT (Chen 55, 2024)
Fig. 37  The difference between the digital design of physical adversarial attacks and the implementation result in real world

(Chen et al. , 2024)
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Fig. 38 Color deviation between the design result of the digital

i
|
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domain and the actual production result (Eykholt et al. , 2018a)
((a) the digital result; (b) the result from a printer)
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Ky B BEAGRE A N RRAE AR SR b 2300 18 v 7 B A
bk i ) A AR ZEAR, o B AR

AL, Wang %5 A (2024a) 454 1 73 35 F7 40
BLTL, B0 % R ERCE 2 A5 0 AE XA A 7 55 DI
41 LS 2 Sl A 0, AT s 455 78 O 125 T A XoF
AN POREA A B AR IER 025 . MR Y SE IR &
PR, A0 3 R R T A, o] DA A A R B BT
Yty A ] — 2 4 Tt

(BT —FE A0 2, A0 3 24 3R pR B8 (N2 38 1 42 7
() — B vk AE BRI v, ok 5 ] (o R AR A 4R
SEMLAR 2 > M 5D ok S T X e il L —
AP R ) 3 P X I A AR A B T T AR (Wang
H1 He,2021; Zhu %5, 2022 ) 1 A £ % 2=y B X HL Ik
o R T

L (23)
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3)WIE BRI LA 2T —SE W R HURE A
SRRE X IR B o ) BRY P A 28 i TR B
WA BCH W6, SO RIE S 45 5 51 i NS
HE R TE R H AR b 2SR B, DT M D S R
PRERICR o RITT, Ry 1 4 v P SO e e A Bt e
—SERIF 5 DAL RIS 1) 71 JEE A L B 1
2o, I A B E AR R S TR I 2 >0 Aot D e
Bt .

(1) KAR AL R 290 . KUAS AR 45 2K (style loss)
e Gatys 55 A (2016) TE XM IE RS AT 55 Hh 4 | Ak
TSI A G PEA S AT S LU ] i KU R =X
LA E R N A . Duan 25 A (2020) & YA H
RS A 2 B B, DL A SR v i L AL
HRERAE NS BG, RrR B AR R T A 1 A
SRS X B TR e o AR, 45 7 AU REA &
B X S EG X, Wi T3

L = lzg|| Gram(F,(X*)) = Gram(F,(X")) [, (25)

X, Gram N Gram FE 4 , F, ol KRS HE U AY F A 26 1
JR I, 8,0 N E ) BT AR A5 K Y
]2 B8 o TR S 7 DRIE B P A5 oA 2 AN B
IR, AR AL 38 2K 8 W5 A — BT 2R (content
loss)—[AZ50ufb. WA B BRI

L= |F(X)-F(X)] (26)

K, € AN EE T 2R N A — Bt 2k 1y
HRE S . BEAE, Liu %A (2020) 3T K& 1L
AT T3 BB TRN T, At ]t FH £l 4 v
(1) 2 20 IR MEREAAE 25 R skt 1 AR T3
PUA 5 HLR 27 BERES 1 [, (E A5 X B sk T 7
A3 AR ME LA IE R U 0 TS . XURS At 2%
AT LS i R HURE AR B2 2 AR RRAE AR O
PR SIS XT T X A A 1 IXUAR Ak T | A T B X6
LUl LS B 2 — R S5 2 R R B, fE
SEBR R, 27 RIS 0 18 BURE & 2 X 45 51 ™
HE—E R

() NEFERE SRR a5y, A2
e T 2 AL e — B A R By 2 AL
(Connor 55,2004 ) , R E {7 | 30 2% A &0 B 46 S 2 RR1E
FH LG T B B SR S 5 )2 R IR S 45 5 5 | e N2
FLA MR o P, R R S AL i e
TP BRRTHUREAS SR 2 TP B Xt 1 e AL

VERE 1 0 — AW 1 W R U U7 22 o Wang 58 A
(2021a) $2 H A 273 5 77 Bk (human attention eva-
sion) $ 2%, 38 43 29 RO HUREAS (1) 34 S RRAE R AR UE —
SE RIS R o BRI N

L=|(BxE+ 1O, -T)|. @7

K, T B — @ e Ol B = % KR T, N
BT 2% BB E R HUREAS  E 225 BRI i
GAENE , S USRI G A XTI EAR R 1, KA
Ab 0,80 N B A S8, T R B i A ok
PRIBON T G o B OCTERR B, © SRR A . 4R
T, AEAAT T AR b, AR TR ASRIEIZAN R s T
ANEEZE T HAEIFR . Li % A (2023a) ]
FHALEEE PP FIEEAR DI 73 A1 R DA X BT A AL
b RIS TR L, O #4 8RH 0L 9 295 2 PAN (physical
attack naturalness dataset) . 7F I IEAE AT ZE T
TR BE 27 2] B DPA (dual prior alignment) , F - #it
25 8 R AL A BE , S0 1 a4 ot A 2
it ok 3 i 5 T X PR A 28 DPA A 1115 3
(Y A0 R FE AT — 2 TR b 6 PR A 1 B
[iqeas

R TAE NIRRT AR L 2 o
AR BE BRSO AR O 4R i T T 225 107
2R, NSRS T B SR GO
KRB, AT 55 A0 OG22 RIS B FE R R 0]
BUREAS (A0 0 B 1 3 3, I 1 T B i i e
%o FIHTAROC A R BhE , BOr A R0 n] AL
e bR B R X HUREA AL S B et ST b BAT
BERWE I IWTSE T 1w) .

4 PIEIFIICE L S 1T

i N AT > a2 WiBEY/BEINU K ML & RPNt
PERE , 18 B AR B S 3 5t VR AR I B 3 4
FEAS IR IR BE 2 I R B st b RN, f )
AR B PERE PPN SR bn o SR, A2 BLSE I 2 5
AR W BT HUREAS A - AR A2 S A T A AR
B, A5 XTI BT A B R AR 3 LA TR ] — PR I5
TREATIEREXT o AN BRI ERE AR, s KR
S AR A X T ) BRI AR A 52 o LA 3
N, —SERESEE F O B G5 1 5l BN A AR
D7 LR R A, SR T AXMEE T RE 4 ag i k2R
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T AR5 o AR A TR R
FR 05 LB IEF- 5 A B L e PERE P FE ARt A T
JER

4.1 YEMNMBERERIEFES

N TAETAEGE — AR5 I 45 2R W B e
TR RPERE  DFFEF AR LA T 05 IR 5,
M AN B FLE G S RIS 5 Y
P R A IR A T AT O 2 . A T
YER FH 005 B 5 E 7 & 2 55 CARLA | Unity .
Gazebo . Blender il Baidu Apollo Autonomous Driving
Platform %,

1) CARLA (car learning to act) f& — > 3¢ F
Unreal Engine 4(UE4) FFIR R B shZ s 5, &
RTINS R H S st AR T
B AT EREE , W RLALL 22 M A AT A AT O, O
SRR Z R L AT L, 48 RGBSk (TR JE
FEAZ S M T I8 (LIDAR) % . JF & I 32 FF Python il
C++, J7 EBIF N 53 RT3 R A7 52 90 VR Wi
. ZTVRCEMNTFZE M A3 S35 1Y
PR P T WF 9T T A (Zhang 25,2019 ; Wu %5, 20205
Wang &5 2021a,2024a; Wang 2022a; Nesti & 2022,
Suryanto % , 2022, 2023 ; Zhou % , 2024 ) (14 JF % A4
HRET 5.

2) Unity j2—NET CHIIERIT R 6, t Bz H]
T HSEIAHLE AR HHEA BN iy
S, ] AL S A A Y BEACR S T A Bh
2 {5 E L . B AF Unity Asset Store $2 41t K
(8 3D B AL RN B I, AT B R P S A5 40 A 5 )
. Duan 25 A (2022) F %P 5 WF5E 1 1 6] 4 4
R IAT: 55 0 3 T PP 4 B IR A W B e it
FFRAE ARSI T A R

3)Baidu Apollo Autonomous Driving Platform (
J& Apollo) & — 21 A S B BT & F 5. BR T
S B RIS 341, ik SR AT A
S BEORAR , T 0TS0 AR G LR IE ) P
SHUREA I SEBRYERE . Cao 55 A (2019) FIHIZT- &
DN T A X0 LT 7 1k Y H 272 B 2R G ) P BN
UG A R RE o

4) Gazebo /= — N IFEM LG AT E V&, )&
T AL ABWFFERNTT A, FAT e DR L 14 ) LSS
PG 1EE f 455 i A | A R 7 S5 L ) T HILAR

ANRZGRMAER . LA, Gazebo 5 HL#R NEAE R 48
(robot operating system , ROS) & % 4E i, Jr (AL &% A
I AT & AR . Wiyatno F1 Xu (2019) F FH % F
BB TR AT AL B 0 ) B T AT
TAFEIGAE . SR, 127 5 XE LA hy 52 B 2R
A, S BRIRE ) A e —E A R

5) Blender s — KT 14 3D HAS 701 2l i £ A
2N T A R U, A4 Sl A DT A A
FERUA (visual effects, VEX) | EESR 0] PLAL ARl 24 AR
PrEAF . Sia T HAESR MR %) | 2him | e g
FEIARIER —BETH, P DSelle i A E
SCHY 3D BRI Sl th 2 i . 7RI 545 T, Blender
(TE Yt ] SCREGCEB R RIS BT SO G 4 v e, OF
N SO TR SOR ERTE R 2l S0
& b % +# 5 Python # 3¢ (1) API (application pro-
gramming interface) o Chen 2% A (2024) #| FHiZ F &
5 2 T 1o 3 J% A ARG DU 174 0 L PR AR X — e
TP AN T R B ST B Ty i AT 1 I e
X, 1 SRR ) ) B B 1 2 I AR T
RS ZE . SR, Blender U B AR S 0915 H
TEYLRE ) (HH I S A B, R A TT Y
G 5 A A R

{EAS —HE 1S , —SefF 50 7 B
AN 937 5 BE 5 X Bt P REEAS o Zhou
4 N (2024) FI) T CARLA Vi e 5| B 4548 Y 92 37 5t v
B RS, ¥ 1 Multi-weather dataset 2 78 43 56 11E
Yy B Bt Wi B9 B A P . Chen 55 A (2024) F] H]
Blender 5 # 1 [1] 1% & % 5% 1Y 3-D Simulated Sce-
narios 7 5t AU HE 4 . Huang 55 A (2020) #4 & 1f 7] 17
NKEI Y AttackScenes 5o 804 5 . ik TAEHR N
52 5 5 TP RS X PR A PR BRI IS 1 AR
E . R SE FR T B IET & W X BT
AT A PERE D IR AL 1B EBE A BRI i ER
s, A A A 96 R A AR 5 B s 2 ) 22
ST X LA BE £ 58 AT B L A7 E — 5 1 Jmy R
T, 7 FLBUEF- 5 B P RE I 18 24 i 224 Sy 22
X B B PR B SR AR AR 58 5 58, AT X RS
S R XE LI XA A 20 DL AT AR FE R IE . RO,
W H S 2 0 T B r 0 BE g oy 58 m
[t IS 22 8/ D B ER B, Ay BEG HT
drPERE R 78 7 R i AT 7 & S8
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4.2 YEXRIE S REITNIERR
4.2.1 TIRPERER bR

PER TS B TP RE I R TR AR bR ol ik
S IH # (attack success rate, ASR) , 78 7~ 158 Bl 57 51 B
Yot TR PR E B R 0 0 3 . Gl BGh E
TR RO BN A 7 5 vt 0o Bt e EAT
Bl IR R 23 TP 0 S A BEHGEH Fn 2 T3 Y
PG KO 5 A B e 3, T Al 3 tx o et i it
JINE S Lo 2RAE 55 ), e — 250 E s I, 70 2R
T AR o3 W e et 1Y I 5 80 B Ay 4 Il 3
N R AEG X B (9 TR G B 1A [l %
MR, WIFRTEIZZE BAs b, st 415t 43 6880 £
PG LRI E )

R

ASR, =1 - =2 (28)

BeAh, i i — S AL A 55 F i b (4
SIZRIERRAS  H BRI -1 4K BE B (mean aver-
age precision, mAP) (1 43| o 2 51 - 415 R
i % (mean pixel accuracy, MPA) Z) (1 T VR R ok ez e
MFPUREA B THUPERE . SEBn A R B TR BE
PN HE AR — B EAR R 55 S BT 5K S5 E
4.2.2  WBEEHESE bR

B -SSR ER 7590 E7/BE D0 E M & rl ] Y g e
A —E VEOR O T W W B LBl R NS4
A H AR T B B  F R B A TE S e R E Y
SR SR, OF A R NS W W L
PR s e e R 0 M3 2 R AT 4T 0 PE A (Wang 55
2021a; Hu 5% ,2023b) . #R1T, NZEMEEE B4 A
ARG A AT T, 2 AT A AR AR

BB BEAT XA B BRI o SR 22 T ARl ] 25
B PR AE B A5 SR O 4 AR, A0 s B 25 S
CIEDE2000 (Commission Internationale de 1’Eclairage
colour difference evaluation 2000) (Sharma %5 ,2005) .
25 44 A5 L PE 8 X (structure similarity index measure,
SSIM) (Wang 55 , 2004) . 2% >J 8% A1 5] 45 P A8 AL
(learned perceptual image patch similarity, LPIPS)
(Zhang 45, 2018) A B2 3 H] T X P AF A WL 08 B2 i
PERITPF T 5

5 HiESRE

ARILRGEVHE T AN 55 1 B B 4

ik, Iy BRI i B — SRR e X B oA
FERAER 114 RO TAR BT IR a4l . A G i
XA D7 BT A PEREOL AL S S BT
3R HEATEEA N A TARBON 58 70 # AR
TR TR 2 S B LE 28 G A ISR B v (4
FHAT T 11 25 X6 B0 AR AR 85 A 18 9 AR XU X — B AR
o T BB o A A P I ST i 22 DR e
I F UL [ T, BF 5 3 AT MO e 2 o — BB
PRI 3 PR AT, 48 Hh B G0 1 19 A R 07 5%
IEA, B TR 27 > RS E B A ) sk 2 g
— LU BT 3, R MR AL B R RESE:
C R BT AT S TE AR, AR A U R B
EONIS PRI CIPIE - 'S S I E R [P & ]
Ty O T S SUER R e B T B LA T 1,
SR AR B T Bk T 5 R T () TR JE 2 ) R
Ik ]

A A o — BB TR B M RS AR S 2
HI ) BES BE U ) IF 5 77 18] v, 2R 7 1) B g ok
WFFE U ) T R iy 55 -

B 5T B AR BE AR G0 0 B P ol
TS . KRR BA KIS N 283 454
AR G AT RRL | ok AR RS 5 phy T4 JEE o 22 X 2 4
AR, PA AR BB TACA SR DA
Je B, Wit AR A Y ROH AR e A A B S Ak
U : ChatGPT 55 AR Rt AR B AL A 5 24
MEERES IR B IR "o X PR i BLAE )
A& AT A B SR ) 3 BE 0 R B g 14 v 32, 4
KALPRIE AR 55 o i T ORBER 1 BB RE &R St i
SUREER7/BE N b G (D S 1B o ] e B2
fiptiE 5 LB A I SE AT 55 9 H AR . R ALA,
SRR G AT YN R TREE 7 ] BORHE SN o B2
REAL R GT SR Y U8 S — 25, SR, e AT T TR %) Rl A
1ET LG5 v B W) BT AT B AR B R B, fE
BB B LB T PR B A A B e R G A
SEPR R R BRSO SRR E o AT, SRR T
AL )R BE 2R G W BN PG BT A A B
B 57 2 —

2) 1 i) Z2 8 22 15 1 )2 U ARSI 2R e 1) 40 Bk
PUBGETSE . AR C S UE Y HUREATE
PR LLANRRRIAE A . AT, LS 50 v 0L
I 2% Gt HA O T LI T B, 3 R sk
(UNERSE S b MK RIS AR SEe 2L
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I B A TR R AT X o I, JC A AL 5 0] i 4
Y 7 M % 2 - B R R e b AT 2 R 0
M FATIRIE (Wei 5 ,20240) W) AL IR IT T —LL 7 2
Yo SRS XTI SR AR X R 18 2 OohiE A
Z RS BRI B RS Xt R 5 TR
WEH AT AL TR R BB . Bl 2 BE I B A i 1t
e RN ZUR - 546 Y 2 AL REAG TN R 45
WA BRI G ENT-5, ) 2 HF&E
AT, B X 33 A T 2R 5 A 0 B B e
e ELET S AR SE I 22—

3) BT XTGBT T B A AR ST o T X AL
S PO BT T — ST 4R A X B
Y2 (Madry 5, 2019) | 4 B Ak (Nie 45, 2022) 4
FBIEA TR A . SR, TG B B K T LR
PER Y BRI, T AR Y HEA T4 A S0
B A T B o 391 25 25 A (2023) 4 5 %o 470 kb T €0 % fif
o ARALRIZ AR T R R TR . B
SN (2022) W H 0 R R 0 AL HEA 6T AR T B
o Wei % A (2023c¢) 11 ) A UM 55 898 1 4
XTI ERXTHUAN T 0 i SR, Hofth ml g o 2L+
PAERIE R, W4 B TR 5, i PR R B AT
THes B A it o A T Sl BT IR 2 S B
(N T8 REH AR () 7 HL ., S5 0h L4 = AH DG H R
(1R A P I R T A X R B %) A 1 B e i
PRI, A X 4 B e A8 19 B 0 52 AR IR 0 B A
HAT S m 2 —.

2 2% 3Lk (References)

Akhtar N, Jalwana M A A K, Bennamoun M and Mian A. 2022. Attack
to fool and explain deep networks. IEEE Transactions on Pattern
Analysis and Machine Intelligence, 44(10): 5980-5995 [ DOI: 10.
1109/TPAMI.2021.3083769 ]

Athalye A, Engstrom L, Ilyas A and Kwok K. 2018. Synthesizing robust
adversarial examples//Proceedings of the 35th International Confer-
ence on Machine Learning. Stockholm, Sweden: PMLR: 284-293

Bookstein F L. 1989. Principal warps: thin-plate splines and the decom-
position of deformations. IEEE Transactions on Pattern Analysis
and Machine Intelligence, 11 (6) : 567-585 [DOI: 10.1109/34.
24792 ]

Brendel W, Rauber J, Kiimmerer M, Ustyuzhaninov I and Bethge M.
2019. Accurate, reliable and fast robustness evaluation//Proceed-
ings of the 33rd International Conference on Neural Information

Processing Systems. Vancouver, Canada: Curran Associates Inc.:

12861-12871

Brown T B, Mané D, Roy A, Abadi M and Gilmer J. 2018. Adversarial
patch [EB/OL]. [2024-07-21].
https://arxiv.org/pdf/1712.09665.pdf

Cai C X, Wang Y F, Zhang L P, Zhuo S C, Zhang ] M and Hu Y J.
2023. Adversarial attacks on face recognition system in physical
domain. Journal of Cyber Security, 8(2): 127-137 (%% #2, TF K,
TS, SUEE, SRIA R, WA . 2023, BB A KR
B ARG R BUREA B 7 (R B 25, 8(2): 127-137)
[DOI: 10.19363/]J.cnki.cn10-1380/tn.2023.03.10 ]

Cai W, Di X Y, Jiang X H, Wang X and Gao W J. 2024. Survey of
physical adversarial attacks against object detection models. Com-
puter Engineering and Applications, 60(10): 61-75 (24}, 2k L,
TS, F 4%, BRI . 2024, FFxd AR B Y 4y B 418
dLER BN TS, 60(10): 61-75) [DOI: 10.3778/j.
issn.1002-8331.2310-0362 |

Cai Z W and Vasconcelos N. 2018. Cascade R-CNN: delving into high
quality object detection//Proceedings of 2018 IEEE/CVF Confer-
ence on Computer Vision and Pattern Recognition. Salt Lake City,
USA: IEEE: 6154-6162 [ DOI: 10.1109/CVPR.2018.00644 |

Cao Y L, Xiao CW, Yang D W, FangJ, Yang R G, Liu M Y and Li B.
2019. Adversarial objects against lidar-based autonomous driving
systems [EB/OL]. [2024-07-21].
https://arxiv.org/pdf/1907.05418.pdf

Carlini N and Wagner D. 2017. Towards evaluating the robustness of
neural networks//2017 IEEE Symposium on Security and Privacy.
San Jose, USA: IEEE: 39-57 [DOI: 10.1109/SP.2017.49 ]

Chen J Q, Zhang Y L, Liu C Y, Chen K'Y, Zou Z X and Shi Z W.
2024. Digital-to-physical visual consistency optimization for adver-
sarial patch generation in remote sensing scenes. IEEE Transac-
tions on Geoscience and Remote Sensing, 62: #5623017 [DOI:
10.1109/TGRS.2024.3397678 |

Chen J Y, Chen Z Q, Zheng H B, Shen S J and Su M M. 2020. Black-
box adversarial attack against road sign recognition model via PSO.
Journal of Software, 31(9): 2785-2801 (B , BRiAT , AR,
TRV, JR5E5E . 2020, 2T PSO B MU ISR 2 0 i et
7 BAEE AR, 31(9) 2 2785-2801) [DOI: 10.13328/j.cnki.jos.
005945

ChenJ Y, Zhao X M, Zheng H B and Guo H F. 2024. Survey of optical-
based physical domain adversarial attacks and defense. Chinese
Journal of Network and Information Security, 10(2): 1-21 (J&%&,
BRI, KRR, SRR . 2024, LT 04 B9 BRI Bl 45
WK (5 B2 AR, 10(2) : 1-21) [DOL: 10.11959/.issn.
2096-109x.2024026 |

Chen P'Y, Zhang H, Sharma Y, Yi ] F and Hsieh C J. 2017. ZOO:
zeroth order optimization based black-box attacks to deep neural
networks without training substitute models//Proceedings of the
10th ACM Workshop on Artificial Intelligence and Security. Dal-
las, USA: ACM: 15-26 [ DOI: 10.1145/3128572.3140448 ]



$30% /E 68 /2025 £6 A

ZIRIB, WM, ®—, FREIFE, HIREL, SAEE
xR B S SRR Y IR X I I R AR

Chen S T, Cornelius C, Martin J and Chau D H. 2019. ShapeShifter:
robust physical adversarial attack on faster R-CNN object detector//
Machine Learning and Knowledge Discovery in Databases: Euro-
pean Conference. Dublin, Ireland: Springer: 52-68 [DOI: 10.
1007/978-3-030-10925-7_4 ]

Chen X Y, GuJ, Yan K, Jiang D, Xu L F and Fu Z J. 2023. Double
adversarial attack against license plate recognition system. Chinese
Journal of Network and Information Security, 9(3): 16-27 (J5c7,
JZE, UL, TLAR, VAR, RIS . 2023, #1304 N R 4
A O XL R4 £ B 22 A4, 9(3) : 16-27) [DOL:
10.11959/j.issn.2096-109x.2023034 ]

Cheng Z Y, Liang J, Choi H, Tao G H, Cao Z W, Liu D F and Zhang
X'Y. 2022. Physical attack on monocular depth estimation with opti-
mal adversarial patches//Proceedings of the 17th European Confer-
ence on Computer Vision. Tel Aviv, Israel: Springer: 514-532
[DOI: 10.1007/978-3-031-19839-7_30]

Connor C E, Egeth H E and Yantis S. 2004. Visual attention: bottom-up
versus top-down. Current Biology, 14(19) : R850-R852 [DOI: 10.
1016/j.cub.2004.09.041 ]

Cui TY, Zhang W, He Z'Y, Zhou X Y, Zhang Y, Hu G Y and Pan Z
S. 2023. Research on face recognition adversarial patch for eye
mask. Computer Technology and Development, 33 (6) : 139-146
(HEEE, sk, WIEZ, FAET, KIE, WAW, HEmn.
2023. X MR FRAEAL 19 AU X UG 7 BF 5T . LR
K, 33(6): 139-146) [DOI: 10.3969/.issn.1673-629X.2023.
06.021]

Ding L, Wang Y W, Yuan K W, Jiang M Y, Wang P, Huang H and
Wang 7 J. 2021. Towards universal physical attacks on single
object tracking//Proceedings of the 35th AAAI Conference on Artifi-
cial Intelligence. Virtually: AAAIL: 1236-1245 [DOI: 10.1609/
AAALv35i2.16211]

Doan B G, Xue M H, Ma S Q, Abbasnejad E and Ranasinghe D C.
2022. TNT attacks! Universal naturalistic adversarial patches
against deep neural network systems. IEEE Transactions on Infor-
mation Forensics and Security, 17: 3816-3830 [DOI: 10.1109/
TIFS.2022.3198857 |

Dong Y P, Liao FZ, Pang T Y, SuH, Zhu J, Hu X L and Li J G. 2018.
Boosting adversarial attacks with momentum//Proceedings of 2018
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion. Salt Lake City, USA: IEEE: 9185-9193 [DOI: 10.1109/
CVPR.2018.00957 ]

Du A, Chen B, Chin T J, Law Y W, Sasdelli M, Rajasegaran R and
Campbell D. 2022. Physical adversarial attacks on an aerial imag-
ery object detector//Proceedings of 2022 IEEE/CVF Winter Confer-
ence on Applications of Computer Vision. Waikoloa, USA: IEEE:
3798-3808 [ DOI: 10.1109/WACV51458.2022.00385 |

Duan R J, Ma X J, Wang Y S, Bailey J, Qin A K and Yang Y. 2020.
Adversarial camouflage: hiding physical-world attacks with natural

styles//Proceedings of 2020 IEEE/CVFE Conference on Computer

Vision and Pattern Recognition. IEEE: 997-1005 [DOI: 10.1109/
CVPR42600.2020.00108 ]

Duan R J, Mao X F, Qin A K, Chen Y F, Ye SK, He Y and Yang Y.
2021. Adversarial laser beam: effective physical-world attack to
DNNs in a blink//Proceedings of 2021 IEEE/CVF Conference on
Computer Vision and Pattern Recognition. Nashville, USA: IEEE:
16057-16066 [ DOIL: 10.1109/CVPR46437.2021.01580 ]

Duan Y X, Chen J L, Zhou X Y, Zou J H, He Z Y, Zhang J, Zhang
W, Pan Z S. 2022. Learning coated adversarial camouflages for
object detectors [ EB/OL]. [2024-07-21].
https://arxiv.org/pdf/2109.00124.pdf

Duan Y X, He Z Y, Zhang S, Zhan D Z, Wang T F, Lin G Y, Zhang J
and Pan Z S. 2024. Robust physical adversarial camouflages for
image classifiers. Acta Electronica Sinica, 52(3): 863-871 (Bt
Z,OWESE, R, Bk, EMAE, B, KR, BB
2024. FH0F MR TR SRR Y BB HTIN S . T2, 52(3)
863-871) [DOI: 10.12263/DZXB.20221301 ]

Eykholt K, Evtimov I, Fernandes E, Li B, Rahmati A, Tramer F,
Prakash A, Kohno T and Song D. 2018a. Physical adversarial
examples for object detectors//Proceedings of the 12th USENIX
Conference on Offensive Technologies. Baltimore, USA: USENIX
Association

Eykholt K, Evtimov I, Fernandes E, Li B, Rahmati A, Xiao C W,
Prakash A, Kohno T and Song D. 2018b. Robust physical-world
attacks on deep learning visual classification//Proceedings of 2018
IEEE/CVFE Conference on Computer Vision and Pattern Recogni-
tion. Salt Lake City, USA: IEEE: 1625-1634 [DOI: 10.1109/
CVPR.2018.00175 ]

Fang J B, Jiang C J, Jiang Y, Lin P X, ChenZ J, Sun Y J, Yiu S M
and Jiang Z L. 2024. Imperceptible physical attack against face rec-
ognition systems via led illumination modulation. IEEE Transac-
tions on Big Data: 461-473 [DOI: 10.1109/TBData. 2024.
3403377

Gatys L A, Ecker A S and Bethge M. 2016. Image style transfer using
convolutional neural networks//Proceedings of 2016 IEEE Confer-
ence on Computer Vision and Pattern Recognition. Las Vegas,
USA: IEEE: 2414-2423 [DOI: 10.1109/CVPR.2016.265 |

Gnanasambandam A, Sherman A M and Chan S H. 2021. Optical adver-
sarial attack//Proceedings of 2021 IEEE/CVF International Confer-
ence on Computer Vision Workshops. Montreal, Canada: IEEE:
92-101 [DOI: 10.1109/1CCVW54120.2021.00016 ]

Goodfellow I J, Shlens J and Szegedy C. 2015. Explaining and harness-
ing adversarial examples [ EB/OL . [ 2024-07-21].
https://arxiv.org/pdf/1412.6572.pdf

Guesmi A, Bilasco I M, Shafique M and Alouani I. 2024a. AdvART:
adversarial art for camouflaged object detection attacks [ EB/OL].
[2024-07-21]. https://arxiv.org/pdf/2303.01734.pdf

Guesmi A, Ding R T, Hanif M A, Alouani I and Shafique M. 2024b.

DAP: a dynamic adversarial patch for evading person detectors//

2113



2114

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 6,Jun. 2025

Proceedings of 2024 IEEE/CVF Conference on Computer Vision
and Pattern Recognition. Seattle, USA: IEEE: 24595-24604
[DOI: 10.1109/CVPR52733.2024.02322 |

Hingun N, Sitawarin C, Li ] and Wagner D. 2023. REAP: a large-scale
realistic adversarial patch benchmark//Proceedings of 2023 IEEE/
CVF International Conference on Computer Vision. Paris, France:
IEEE: 4617-4628 [ DOI: 10.1109/ICCV51070.2023.00428 ]

Hsiao T F, Huang B L, Ni Z X, Lin Y T, Shuai H H, Li Y H and
Cheng W H. 2024. Natural light can also be dangerous: traffic sign
misinterpretation under adversarial natural light attacks//Proceed-
ings of 2024 IEEE/CVF Winter Conference on Applications of Com-
puter Vision. Waikoloa, USA: IEEE: 3903-3912 [DOI: 10.1109/
WACV57701.2024.00387 ]

Hu C Y, Shi W W, Jiang TS, Yao W, Tian L, Chen X Q, Zhou J Z
and Li W. 2024a. Adversarial infrared blocks: a multi-view black-
box attack to thermal infrared detectors in physical world. Neural
Networks, 175: #106310 [ DOI: 10.1016/j.neunet.2024.106310 |

Hu C Y, Shi W W, Yao W, Jiang T S, Tian L, Chen X Q and Li W.
2024b. Adversarial infrared curves: an attack on infrared pedes-
trian detectors in the physical world. Neural Networks, 178:
#106459 [ DOI: 10.1016/j.neunet.2024.106459 ]

Hu C Y, Wang Y L, Tiliwalidi K and Li W. 2023a. Adversarial laser
spot: robust and covert physical-world attack to DNNs//Proceedings
of the 14th Asian Conference on Machine Learning. Hyderabad,
India: PMLR: 483-498

HuY CT, ChenJ C, Kung B H, Hua K L and Tan D S. 2021. Natural-
istic physical adversarial patch for object detectors//Proceedings of
2021 IEEE/CVF International Conference on Computer Vision.
Montreal, Canada: IEEE: 7848-7857 [ DOI: 10.1109/ICCV48922.
2021.00775]

HuZ H, Chu W D, Zhu X P, Zhang H, Zhang B and Hu X L. 2023b.
Physically realizable natural-looking clothing textures evade person
detectors via 3D modeling//Proceedings of 2023 IEEE/CVFE Confer-
ence on Computer Vision and Pattern Recognition. IEEE: 16975-
16984 [DOI: 10.1109/cvpr52729.2023.01628 ]

HuZ H, Huang S Y, Zhu X P, Sun F C, Zhang B and Hu X L. 2022.
Adversarial texture for fooling person detectors in the physical
world//Proceedings of 2022 IEEE/CVF Conference on Computer
Vision and Pattern Recognition. New Orleans, USA: IEEE: 13297-
13306 [ DOI: 10.1109/CVPR52688.2022.01295 |

Huang L F, Gao C Y, Zhou Y Y, Xie C H, Yuille A L., Zou C Q and
Liu N. 2020. Universal physical camouflage attacks on object detec-
tors//Proceedings of 2020 IEEE/CVF Conference on Computer
Vision and Pattern Recognition. Seattle, USA: IEEE: 717-726
[DOI: 10.1109/CVPR42600.2020.00080 |

Huang S Y, Ye I, Huang T Q, Li W, Huang L. Q and Luo H F. 2023.
Survey on adversarial attacks and defense of face forgery and detec-
tion. Chinese Journal of Network and Information Security, 9(4) :

1-15 (B RRHE, e, SURTR, 2506, BONNE, B, 2023. A

I DA S A T B X BB ik . 2 S AR B A, 9(4)
1-15) [DOI: 10.11959/j.issn.2096-109x.2023049 |

Huang Y, Dong Y P, Ruan S W, Yang X, Su H and Wei X X. 2024.
Towards transferable targeted 3D adversarial attack in the physical
world//Proceedings of 2024 IEEE/CVF Conference on Computer
Vision and Pattern Recognition. Seattle, USA: IEEE: 24512-
24522 [DOI: 10.1109/CVPR52733.2024.02314 ]

Jaderberg M, Simonyan K, Zisserman A and Kavukcuoglu K. 2015. Spa-
tial transformer networks//Proceedings of the 29th International
Conference on Neural Information Processing Systems. Montreal,
Canada: MIT Press: 2017-2025

Jan ST K, Messou J, Lin Y C, Huang J B and Wang G. 2019. Connect-
ing the digital and physical world: improving the robustness of
adversarial attacks//Proceedings of the 33rd AAAI Conference on
Artificial Intelligence. Honolulu, USA: AAAT: 962-969 [DOI: 10.
1609/AAALv33i01.3301962 ]

Komkov S and Petiushko A. 2021. AdvHat: real-world adversarial attack
on ArcFace face ID system//Proceedings of the 25th International
Conference on Pattern Recognition. Milan, Italy: IEEE: 819-826
[DOI: 10.1109/ICPR48806.2021.9412236

Kong Z L, Guo J F, Li A and Liu C. 2020. PhysGAN: generating
physical-world-resilient adversarial examples for autonomous driv-
ing//Proceedings of 2020 IEEE/CVF Conference on Computer
Vision and Pattern Recognition. Seattle, USA: IEEE: 14242-
14251 [DOI: 10.1109/CVPR42600.2020.01426 ]

Kurakin A, Goodfellow I and Bengio S. 2017. Adversarial machine
learning at scale. arXiv preprint arXiv: 1611.01236 [DOI: 10.
48550/arXiv.1611.01236 ]

Kurakin A, Goodfellow I J and Bengio S. 2018. Adversarial examples in
the physical world//Artificial Intelligence Safety and Security. New
York, USA: Chapman and Hall/lCRC: 99-112 [DOI: 10.1201/
9781351251389-8 ]

Li L H, Lian Q and Chen Y C. 2024. Adv3D: generating 3D adversarial
examples for 3D object detection in driving scenarios with NeRF
[EB/OL]. [2024-07-21]. htps://arxiv.org/pdf/2309.01351.pdf

Li SM, Zhang SN, Chen G J, Wang D, Feng P, Wang J K, Liu A S,
Yi X and Liu X L. 2023a. Towards benchmarking and assessing
visual naturalness of physical world adversarial attacks//Proceed-
ings of 2023 IEEE/CVF Conference on Computer Vision and Pat-
tern Recognition. Vancouver, Canada: IEEE: 12324-12333
[DOI: 10.1109/CVPR52729.2023.01186 |

LiYJ, LiYQ, Dai X L, Guo S T and Xiao B. 2023b. Physical-world
optical adversarial attacks on 3D face recognition//Proceedings of
2023 IEEE/CVF Conference on Computer Vision and Pattern Rec-
ognition. Vancouver, Canada: IEEE: 24699-24708 [DOI: 10.
1109/cvpr52729.2023.02366 |

Lian ] W, Mei S H, Zhang S and Ma M Y. 2022. Benchmarking adver-
sarial patch against aerial detection. IEEE Transactions on Geosci-

ence and Remote Sensing, 60: #5634616 [DOI: 10.1109/TGRS.



$30% /E 68 /2025 £6 A

ZIRIB, WM, ®—, FREIFE, HIREL, SAEE
xR B S SRR Y IR X I I R AR

2022.3225306 |

Lian J W, Wang X I, Su Y R, Ma M Y and Mei S H. 2023. CBA: con-
textual background attack against optical aerial detection in the
physical world. IEEE Transactions on Geoscience and Remote Sens-
ing, 61: #5606616. [ DOI: 10.1109/TGRS.2023.3264839 ]

Lin TY, Goyal P, Girshick R, He K M and Dollar P. 2017. Focal loss
for dense object detection//Proceedings of 2017 IEEE International
Conference on Computer Vision. Venice, ltaly: IEEE: 2999-3007
[DOI: 10.1109/1CCV.2017.324 ]

Liu A S, GuoJ, Wang J K, Liang S Y, Tao R S, Zhou W B, Liu C,
Liu X L and Tao D C. 2023. X-Adv: physical adversarial object
attacks against X-ray prohibited item detection//The 32nd USENIX
Conference on Security Symposium. Anaheim, USA: USENIX
Association: 3781-3798

LiuAS, LiuXL, FanJ X, Ma'Y Q, Zhang A L, Xie H'Y and Tao D
C. 2019a. Perceptual-sensitive GAN for generating adversarial
patches//Proceedings of the 33rd AAAI Conference on Artificial
Intelligence. Honolulu, USA: AAAL: 1028-1035 [DOI: 10.1609/
AAALv33i01.33011028 ]

Liu A S, Wang J K, Liu X L, Cao B W, Zhang C Z and Yu H. 2020.
Bias-based universal adversarial patch attack for automatic check-
out//Proceedings of the 16th European Conference on Computer
Vision. Glasgow, UK: Springer: 395-410 [DOI: 10.1007/978-3-
030-58601-0_24 |

Liu D, Yu R and Su H. 2019b. Extending adversarial attacks and
defenses to deep 3D point cloud classifiers//Proceedings of 2019
IEEE International Conference on Image Processing. Taipei,
China: IEEE: 2279-2283 [DOI: 10.1109/ICIP.2019.8803770 ]

Liu W, Anguelov D, Erhan D, Szegedy C, Reed S, Fu C Y and Berg A
C. 2016. SSD: single shot MultiBox detector//Proceedings of the
14th European Conference on Computer Vision. Amsterdam, the
Netherlands: Springer: 21-37 [DOI: 10.1007/978-3-319-46448-
0.2]

Lou TR, JiaXJ, GuJ D, Liu L, Liang S Y, He B Y and Cao X C.
2024. Hide in thicket: generating imperceptible and rational adver-
sarial perturbations on 3D point clouds//Proceedings of 2024 IEEE/
CVF Conference on Computer Vision and Pattern Recognition.
Seattle, USA: IEEE: 24326-24335 [DOI: 10.1109/CVPR52733.
2024.02296

Lovisotto G, Turner H, Sluganovic I, Strohmeier M and Martinovic 1.
2021. SLAP: improving physical adversarial examples with short-
lived adversarial perturbations//30th USENIX Security Symposium.
Virtual Event: USENIX Association: 1865-1882

Lu J J, Sibai H and Fabry E. 2017a. Adversarial examples that fool
detectors [EB/OL]. [2024-07-21].
https://arxiv.org/pdf/1712.02494.pdf

LuJ J, Sibai H, Fabry E and Forsyth D. 2017b. No need to worry about
adversarial examples in object detection in autonomous vehicles

[EB/OL]. [2024-07-21]. https://arxiv.org/pdf/1707.03501.pdf

Luo Y, Boix X, Roig G, Poggio T and Zhao Q. 2016. Foveation-based
mechanisms alleviate adversarial examples [EB/OL]. [2024-07-
21]. https://arxiv.org/pdf/1511.06292.pdf

Lyu Y, Jiang Y, He Z W, Peng B, Liu Y F and Dong J. 2023. 3D-
aware adversarial makeup generation for facial privacy protection.
IEEE Transactions on Pattern Analysis and Machine Intelligence,
45(11): 13438-13453 [DOI: 10.1109/TPAMI.2023.3290175 ]

Madry A, Makelov A, Schmidt L, Tsipras D and Vladu A. 2019.
Towards deep learning models resistant to adversarial attacks [ EB/
OL]. [2024-07-21]. https://arxiv.org/pdf/1706.06083.pdf

Miao Y B, Dong Y P, Zhu J and Gao X S. 2022. Isometric 3D adver-
sarial examples in the physical world//Proceedings of the 36th Inter-
national Conference on Neural Information Processing Systems.
New Orleans, USA: Curran Associates Inc.: 19716-19731

Moosavi-Dezfooli S M, Fawzi A and Frossard P. 2016. DeepFool: a
simple and accurate method to fool deep neural networks//Proceed-
ings of 2016 IEEE Conference on Computer Vision and Pattern Rec-
ognition. Las Vegas, USA: IEEE: 2574-2582 [DOI: 10.1109/
CVPR.2016.282]

Nesti F, Rossolini G, Nair S, Biondi A and Buttazzo G. 2022. Evaluat-
ing the robustness of semantic segmentation for autonomous driving
against real-world adversarial patch attacks//Proceedings of 2022
IEEE/CVFE Winter Conference on Applications of Computer Vision.
Waikoloa, USA: IEEE: 2826-2835 [DOI: 10.1109/WACV51458.
2022.00288]

Neuhold G, Ollmann T, Buld S R and Kontschieder P. 2017. The mapil-
lary vistas dataset for semantic understanding of street scenes//Pro-
ceedings of 2017 IEEE International Conference on Computer
Vision. Venice, Italy: IEEE: 5000-5009 [DOI: 10.1109/ICCV.
2017.534]

Nguyen D L, Arora S S, Wu Y H and Yang H. 2020. Adversarial light
projection attacks on face recognition systems: a feasibility study//
Proceedings of 2020 IEEE/CVFE Conference on Computer Vision
and Pattern Recognition Workshops. Seattle, USA: IEEE: 3548-
3556 [DOI: 10.1109/CVPRW50498.2020.00415 ]

Nie W L, Guo B, Huang Y J, Xiao C W, Vahdat A and Anandkumar
A. 2022. Diffusion models for adversarial purification//Proceedings
of the 39th International Conference on Machine Learning. Balti-
more, USA: PMLR: 16805-16827

Pautov M, Melnikov G, Kaziakhmedov E, Kireev K and Petiushko A.
2019. On adversarial patches: real-world attack on ArcFace-100
face recognition system//Proceedings of 2019 International Multi-
Conference on Engineering, Computer and Information Sciences.
Novosibirsk, ~ Russia: IEEE: 391-396 [DOI: 10.1109/
SIBIRCON48586.2019.8958134 ]

Qian Y G, Liu X W, Gu Z Q, Wang B, Pan ] and Zhang X M. 2020.
QR code based patch attacks in physical world. Journal of Cyber
Security, 5(6): 75-86 (I3t , XUHH i, B4, T, HR,
HRBE. 2020, — i3 T AR HUREA P IAN T 80T 5

2115



2116

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 6,Jun. 2025

e, 5(6): 75-86) [DOI: 10.19363/]. cnki.cn10-1380/tn.
2020.11.07]

Qian Y G, Ma D F, Wang B, Pan J, Wang J M, GuZ Q, Chen J H,
Zhou W J and Lei J S. 2020. Spot evasion attacks: adversarial
examples for license plate recognition systems with convolutional
neural networks. Computers and Security, 95: #101826 [DOI: 10.
1016/j.c0s¢.2020.101826 |

QuZM, Yin QL, ShengZ Q, WuJ Y, Zhang BL, Yu SR and Lu W.
2024. Overview of Deepfake proactive defense techniques. Journal
of Tmage and Graphics, 29(2): 318-342 (FE/A TR, RREELAK, G4
W, RRE, SR, A, . 2024 NG TR R DA )
PiEEARLEA . PR EIE 4, 29(2): 318-342) [DOI: 10.
11834/jig.230128 ]

Redmon J, Divvala S, Girshick R and Farhadi A. 2016. You only look
once: unified, real-time object detection//Proceedings of 2016
IEEE Conference on Computer Vision and Pattern Recognition. Las
Vegas, USA: IEEE: 779-788 [DOI: 10.1109/CVPR.2016.91]

Ren S Q, He KM, Girshick R and Sun J. 2015. Faster R-CNN: towards
real-time object detection with region proposal networks//Proceed-
ings of the 29th International Conference on Neural Information Pro-
cessing Systems. Montreal, Canada: MIT Press: 91-99

Rudin L I, Osher S and Fatemi E. 1992. Nonlinear total variation based
noise removal algorithms. Physica D: Nonlinear Phenomena, 60(1/
4):259-268 [DOI: 10.1016/0167-2789(92)90242-f]

Sato T, Bhupathiraju S H V, Clifford M, Sugawara T, Chen Q A and
Rampazzi S. 2024. Invisible reflections: leveraging infrared laser
reflections to target traffic sign perception [EB/OL]. [2024-07-
24]. https://arxiv.org/pdf/2401.03582.pdf

Sayles A, Hooda A, Gupta M, Chatterjee R and Fernandes E. 2021.
Invisible perturbations: physical adversarial examples exploiting
the rolling shutter effect//Proceedings of 2021 IEEE/CVFE Confer-
ence on Computer Vision and Pattern Recognition. Nashville,
USA: IEEE: 14661-14670 [DOI: 10.1109/CVPR46437.2021.
01443]

Selvaraju R R, Cogswell M, Das A, Vedantam R, Parikh D and Batra
D. 2017. Grad-CAM: visual explanations from deep networks via
gradient-based localization//Proceedings of 2017 IEEE Interna-
tional Conference on Computer Vision. Venice, Italy: IEEE: 618-
626 [DOI: 10.1109/ICCV.2017.74 ]

Sharif M, Bhagavatula S, Bauer L and Reiter M K. 2016. Accessorize to
a crime: real and stealthy attacks on state-of-the-art face recogni-
tion//Proceedings of 2016 ACM SIGSAC Conference on Computer
and Communications Security. Vienna, Austria: ACM: 1528-1540
[DOI: 10.1145/2976749.2978392 ]

Sharif M, Bhagavatula S, Bauer L and Reiter M K. 2019. A general
framework for adversarial examples with objectives. ACM Transac-
tions on Privacy and Security, 22 (3) : #16 [DOI: 10.1145/
3317611

Sharma G, Wu W C and Dalal E N. 2005. The CIEDE2000 color-

difference formula: implementation notes, supplementary test
data, and mathematical observations. Color Research and Applica-
tion, 30(1): 21-30 [ DOI: 10.1002/c0l.20070 ]

Shi Y C, Aggarwal D and Jain A K. 2021. Lifting 2D StyleGAN for 3D-
aware face generation//Proceedings of 2021 IEEE/CVF Conference
on Computer Vision and Pattern Recognition. Nashville, USA:
IEEE: 6254-6262 [ DOI: 10.1109/CVPR46437.2021.00619 ]

Singh I, Araki T and Kakizaki K. 2022. Powerful physical adversarial
examples against practical face recognition systems//Proceedings of
2022 IEEE/CVF Winter Conference on Applications of Computer
Vision Workshops. Waikoloa, USA: IEEE: 301-310 [DOI: 10.
1109/WACVW54805.2022.00036 ]

Suryanto N, Kim Y, Kang H, Larasati HT, Yun Y, Le TT H, Yang H
M, Oh S'Y and Kim H. 2022. DTA: physical camouflage attacks
using differentiable transformation network//Proceedings of 2022
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion. New Orleans, USA: IEEE: 15284-15293 [DOI: 10.1109/
CVPR52688.2022.01487 ]

Suryanto N, Kim Y, Larasati H T, Kang H, Le T T H, Hong Y, Yang
H M, Oh SY and Kim H. 2023. Active: towards highly transfer-
able 3D physical camouflage for universal and robust vehicle eva-
sion//Proceedings of 2023 IEEE/CVF International Conference on
Computer Vision. Paris, France: IEEE: 4282-4291 [DOI: 10.
1109/1CCV51070.2023.00397

Szegedy C, Zaremba W, Sutskever I, Bruna J, Erhan D, Goodfellow I
and Fergus R. 2014. Intriguing properties of neural networks [ EB/
OL]. [2024-07-21]. https://arxiv.org/pdf/1312.6199.pdf

Tan J, Ji N, Xie H D and Xiang X S. 2021. Legitimate adversarial
patches: evading human eyes and detection models in the physical
world//Proceedings of the 29th ACM International Conference on
Multimedia. Virtual Event, China: Association for Computing
Machinery: 5307-5315 [ DOI: 10.1145/3474085.3475653 ]

Tang K K, Wu J P, Peng W L, Shi Y W, Song P, GuZ Q, Tian Z H
and Wang W P. 2023. Deep manifold attack on point clouds via
parameter plane stretching//Proceedings of the 37th AAAT Confer-
ence on Artificial Intelligence. Washington, USA: AAAI: 2420-
2428 [DOI: 10.1609/AAA1.v37i2.25338 ]

Thys S, Van Ranst W and Goedemé T. 2019. Fooling automated surveil-
lance cameras: adversarial patches to attack person detection//Pro-
ceedings of 2019 IEEE/CVF Conference on Computer Vision and
Pattern Recognition Workshops. Long Beach, USA: IEEE: 49-55
[DOI: 10.1109/CVPRW.2019.00012 ]

Wang D H, Jiang T S, Sun J L, Zhou W E, Gong Z Q, Zhang X Y,
Yao W and Chen X Q. 2022a. FCA: learning a 3D full-coverage
vehicle camouflage for multi-view physical adversarial attack//Pro-
ceedings of the 36th AAAI Conference on Artificial Intelligence.
Virtually: AAAL: 2414-2422 [DOI: 10.1609/AAA1.v36i2.20141 |

Wang D H, Yao W, Jiang T S, Li C and Chen X Q. 2023a. RFLA: a

stealthy reflected light adversarial attack in the physical world//Pro-



$30% /E 68 /2025 £6 A

ZIRIB, WM, ®—, FREIFE, HIREL, SAEE
xR B S SRR Y IR X I I R AR

ceedings of 2023 IEEE/CVF International Conference on Computer
Vision. Paris, France: IEEE: 4432-4442 [DOI: 10.1109/
ICCV51070.2023.00411 ]

Wang D R, Li CR, Wen S, Han Q L, Nepal S, Zhang X Y and Xiang
Y. 2022b. Daedalus: breaking nonmaximum suppression in object
detection via adversarial examples. IEEE Transactions on Cybernet-
ics, 52(8): 7427-7440 [ DOL: 10.1109/TCyb.2020.3041481 ]

Wang J K, Liu A S, YinZ X, LiuS C, Tang S Y and Liu X L. 2021a.
Dual attention suppression attack: generate adversarial camouflage
in physical world//Proceedings of 2021 IEEE/CVF Conference on
Computer Vision and Pattern Recognition. Nashville, USA: IEEE:
8561-8570 [ DOI: 10.1109/CVPR46437.2021.00846 |

Wang J K, Liu X L, Yin Z X, Wang Y X, Guo J, QnHT, Wu QT
and Liu A S. 2024a. Generate transferable adversarial physical cam-
ouflages via triplet attention suppression. International Journal of
Computer Vision, 132(11) : 5084-5100 [DOI: 10.1007/s11263-
024-02098-4

Wang N F, Luo Y P, Sato T, Xu K D and Chen Q A. 2023b. Does physi-
cal adversarial example really matter to autonomous driving?
Towards system-level effect of adversarial object evasion attack//
Proceedings of 2023 IEEE/CVF International Conference on Com-
puter Vision. Paris, France: IEEE: 4389-4400 [DOI: 10.1109/
1CCV51070.2023.00407 |

Wang X F, Mei S H, Lian J W and Lu Y J. 2024b. Fooling aerial detec-
tors by background attack via dual-adversarial-induced error identi-
fication. IEEE Transactions on Geoscience and Remote Sensing,
62: #5618416 [ DOI: 10.1109/TGRS.2024.3386533 ]

Wang X S and He K. 2021. Enhancing the transferability of adversarial
attacks through variance tuning//Proceedings of 2021 IEEE/CVF
Conference on Computer Vision and Pattern Recognition. Nash-
ville, USA: IEEE: 1924-1933 [DOI: 10.1109/CVPR46437.2021.
00196]

Wang Y J, Lv HR, Kuang X H, Zhao G, Tan Y A, Zhang Q X and Hu
J 1. 2021b. Towards a physical-world adversarial patch for blinding
object detection models. Information Sciences, 556: 459-471
[DOI: 10.1016/j.ins.2020.08.087 ]

Wang Z, Bovik A C, Sheikh H R and Simoncelli E P. 2004. Image qual-
ity assessment: from error visibility to structural similarity. IEEE
Transactions on Image Processing, 13 (4) : 600-612 [DOI: 10.
1109/T1P.2003.819861 ]

Wang Z B, Wang X, Ma ] J, Qin Z, Ren J and Ren K. 2023. Survey on
adversarial example attack for computer vision systems. Chinese
Journal of Computers, 46(2): 436-468 ( Tk, F%, D#EHE,
ZEE, AR0E, R4 2023, 1 A T EHLILE R GRS A
LRk ML, 46(2) : 436-468) [DOI: 10.11897/SP.J.1016.
2023.00436

Wei X X, Guo Y and Yu J. 2023a. Adversarial sticker: a stealthy attack
method in the physical world. IEEE Transactions on Pattern Analy-
sis and Machine Intelligence, 45(3): 2711-2725 [DOI: 10.1109/

TPAMI.2022.3176760 ]

Wei X X, Guo Y, Yu J and Zhang B. 2023b. Simultaneously optimizing
perturbations and positions for black-box adversarial patch attacks.
IEEE Transactions on Pattern Analysis and Machine Intelligence,
45(7): 9041-9054 [ DOI: 10.1109/TPAMI.2022.3231886

Wei X X, Huang Y, Sun Y T and Yu J. 2024a. Unified adversarial
patch for visible-infrared cross-modal attacks in the physical world.
IEEE Transactions on Pattern Analysis and Machine Intelligence,
46(4): 2348-2363 [ DOI: 10.1109/TPAMI.2023.3330769 ]

Wei X X, Ruan S W, Dong Y P and Su H. 2023c. Distributional model-
ing for location-aware adversarial patches [ EB/OL]. [2024-07-21 .
https://arxiv.org/pdf/2306.16131.pdf

Wei X X, Yu J and Huang Y. 2023d. Physically adversarial infrared
patches with learnable shapes and locations//Proceedings of 2023
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion. Vancouver, Canada: IEEE: 12334-12342 [DOI: 10.1109/
CVPR52729.2023.01187]

Wei X X, YuJ and Huang Y. 2024b. Infrared adversarial patches with
learnable shapes and locations in the physical world. International
Journal of Computer Vision, 132(6) : 1928-1944 [DOI: 10.1007/
$11263-023-01963-y |

Wei Z C, Feng H, Zhang X Q and Lian B. 2022. Research on physical
adversarial sample detection method based on attention mechanism.
Application Research of Computers, 39(1): 254-258 (B,
W, TRBIRK, M . 2022, BT B LAY B SR A G
JFERIE . ALV RS, 39(1): 254-258) [DOI: 10.19734/
j.issn.1001-3695.2021.06.0255 |

Wen H X, Chang S, Zhou L, Liu W and Zhu H Z. 2024. OptiCloak:
blinding vision-based autonomous driving systems through adver-
sarial optical projection. IEEE Internet of Things Journal, 11(17):
28931-28944 [ DOI: 10.1109/J10T.2024.3405006

Wiyatno R R and Xu A Q. 2019. Physical adversarial textures that fool
visual object tracking//Proceedings of 2019 IEEE/CVF Interna-
tional Conference on Computer Vision. Seoul, Korea (South) :
IEEE: 4821-4830 [DOI: 10.1109/1CCV.2019.00492 |

WuHY, Yang LY, Wu H, Xu P and Tian L. 2023. Method and analy-
sis of laser adversarial attack in a blink based on Bayesian optimiza-
tion. Artificial Intelligence Security, 2(2): 38-47 (R,
A, RS, RIS, B 2023, F T DL A A B ) EOG X
Wik gt . B RE %4, 2(2): 38-47) [DOI: 10.12407/.issn.
2097-2075.2023.02.038

WuT, Ning X F, Li W S, Huang R R, Yang H Z and Wang Y. 2020a.
Physical adversarial attack on vehicle detector in the carla simula-
tor [EB/OL]. [2024-07-21]. https://arxiv.org/pdf/2007.16118.pdf

Xiang Y, Han R X, Chen Z H, Li X Y and Xu D W. 2023. A general
defense method for physical space patch adversarial attacks. Jour-
nal of Cyber Security, 8(2): 138-148 (¥ =, ¥ £, MRIENE,
BHEE, A . 2023, — il HIB AP B2 B AN T X st s
HOER M, 8(2) : 138-148) [DOI: 10.19363/). enki.

2117



2118

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 6,Jun. 2025

en10-1380/tn.2023.03.11 ]

Xiao Z H, Gao X F, Fu C L, Dong Y P, Gao W, Zhang X L, Zhou J
and Zhu J. 2021. Improving transferability of adversarial patches on
face recognition with generative models//Proceedings of 2021 IEEE/
CVF Conference on Computer Vision and Pattern Recognition.
Nashville, USA: 11840-11849 [DOI:  10.1109/
CVPR46437.2021.01167 |

Xie C H, Wang J Y, Zhang Z S, Zhou Y Y, Xie L X and Yuille A.

IEEE:

2017. Adversarial examples for semantic segmentation and object
detection//Proceedings of 2017 IEEE International Conference on
Computer Vision. Venice, ltaly: IEEE: 1378-1387 [DOI: 10.
1109/1CCV.2017.153]

Xu KD, Zhang G Y, LiuSJ, Fan Q F, Sun M S, Chen H G, Chen P
Y, Wang Y Z and Lin X. 2020. Adversarial T-shirt! Evading per-
son detectors in a physical world//Proceedings of the 16th European
Conference on Computer Vision. Glasgow, UK: Springer: 665-681
[DOI: 10.1007/978-3-030-58558-7_39 ]

XuY D, Wang J, Li Y Z, Wang Y J, Xu Z X and Wang D X. 2022.
Universal physical adversarial attack via background image//Pro-
ceedings of 2022 International Conference on Applied Cryptogra-
phy and Network Security. Rome, Italy: Springer: 3-14 [DOI: 10.
1007/978-3-031-16815-4_1]

Yang D Y, Xiong J, Li X C, Yan X, Raiti J, Wang Y T, Wu H Q and
Zhong Z Y. 2018. Building towards “invisible cloak” : robust physi-
cal adversarial attack on YOLO object detector//Proceedings of the
9th IEEE Annual Ubiquitous Computing, Electronics and Mobile
Communication Conference. New York, USA: IEEE: 368-374
[DOI: 10.1109/UEMCON.2018.8796670 |

Yang X, Dong Y P, Pang T Y, Xiao Z H, Su H and Zhu J. 2022. Con-
trollable evaluation and generation of physical adversarial patch on
face recognition EB/OL]. [2024-07-21].
https://arxiv.org/pdf/2203.04623.pdf

Yang X, Liu C, Xu L L, Wang Y K, Dong Y P, Chen N, Su H and
Zhu J. 2023. Towards effective adversarial textured 3D meshes on
physical face recognition//Proceedings of 2023 IEEE/CVF Confer-
ence on Computer Vision and Pattern Recognition. Vancouver,
Canada: IEEE: 4119-4128 [DOI: 10.1109/CVPR52729.2023.
00401]

Yin B J, Wang W X, Yao T P, Guo J F, Kong Z L., Ding SH, LiJ L
and Liu C. 2021. Adv-makeup: a new imperceptible and transfer-
able attack on face recognition//Proceedings of the 30th Interna-
tional Joint Conference on Artificial Intelligence. Montreal,
Canada: [s.n.]: 1252-1258 [ DOI: 10.24963/1JCA1.2021/173 ]

Zhang Q, Guo Q, Gao R J, Juefei-Xu F, Yu H K and Feng W. 2024a.
Adversarial relighting against face recognition. IEEE Transactions
on Information Forensics and Security, 19: 9145-9157 [DOI: 10.
1109/TIFS.2024.3380848 |

Zhang R, Isola P, Efros A A, Shechtman E and Wang O. 2018. The

unreasonable effectiveness of deep features as a perceptual metric/

Proceedings of 2018 IEEE/CVE Conference on Computer Vision
and Pattern Recognition. Salt Lake City, USA: IEEE: 586-595
[DOI: 10.1109/CVPR.2018.00068 |

Zhang Y, Chen J Q, Peng Z B, Dang Y, Shi Z W and Zou Z X. 2024b.
Physical adversarial attacks against aerial object detection with
feature-aligned expandable textures. IEEE Transactions on Geosci-
ence and Remote Sensing, 62: #4705915 [DOI: 10.1109/TGRS.
2024.3426272 ]

Zhang Y, Foroosh H, David P and Gong B Q. 2019. CAMOU : learning
a vehicle camouflage for physical adversarial attack on object detec-
tions in the wild//Proceedings of 2019 International Conference on
Learning Representations. [s.1.]: [s.n.]

Zhao Y, Zhu H, Liang R G, Shen Q T, Zhang S Z and Chen K. 2019.
Seeing isn’ t believing: towards more robust adversarial attack
against real world object detectors//Proceedings of 2019 ACM
SIGSAC Conference on Computer and Communications Security.
London, United Kingdom: Association for Computing Machinery :
1989-2004 [ DOI: 10.1145/3319535.3354259 |

Zheng J H, Lin C H, Sun J H, Zhao Z Y, Li Q and Shen C. 2024.
Physical 3D adversarial attacks against monocular depth estimation
in autonomous driving//Proceedings of 2024 IEEE/CVF Conference
on Computer Vision and Pattern Recognition. Seattle, USA: IEEE:
24452-24461 [DOI: 10.1109/CVPR52733.2024.02308 ]

Zhong Y Q, Liu X M, Zhai D M, Jiang J J and Ji X Y. 2022. Shadows
can be dangerous: stealthy and effective physical-world adversarial
attack by natural phenomenon//Proceedings of 2022 IEEE/CVF
Conference on Computer Vision and Pattern Recognition. New
Orleans, USA: IEEE: 15324-15333 [DOI: 10.1109/CVPR52688.
2022.01491]

Zhou B L, Khosla A, Lapedriza A, Oliva A and Torralba A. 2016.
Learning deep features for discriminative localization//Proceedings
of 2016 IEEE Conference on Computer Vision and Pattern Recogni-
tion. Las Vegas, USA: IEEE: 2921-2929 [DOI: 10.1109/CVPR.
2016.319]

Zhou F F, Ling H F, Zhang J Y, Xia Z W, Shi Y X and Li P. 2023.
Facial physical adversarial example performance prediction algo-
rithm based on multi-modal feature fusion. Computer Science,
50(8): 280-285 (JAIMML, BBUK, SKERIC, 5, T4,
AL 2023, T AR ARHIEARLA B9 4 B HURE A P RE 791
M LR, 50(8) @ 280-285) [DOI: 10.11896/jsjkx.
221100124 ]

Zhou ] W, Lyu LY, He D J and Li Y. 2024. RAUCA: a novel physical
adversarial attack on vehicle detectors via robust and accurate cam-
ouflage generation [EB/OL]. [2024-07-21].
https://arxiv.org/pdf/2402.15853.pdf

Zhu J Y, Park T, Isola P and Efros A A. 2017. Unpaired image-to-image
translation using cycle-consistent adversarial networks//Proceed-
ings of 2017 IEEE International Conference on Computer Vision.

Venice, ltaly: IEEE: 2242-2251 [DOI: 10.1109/ICCV.2017.244 ]



$30% /E 68 /2025 £6 A

ZIRIB, WM, ®—, FREIFE, HIREL, SAEE
xR B S SRR Y IR X I I R AR

Zhu X P, HuZ H, Huang S'Y, Li J M and Hu X L. 2022a. Infrared
invisible clothing: hiding from infrared detectors at multiple angles
in real world//Proceedings of 2022 IEEE/CVF Conference on Com-
puter Vision and Pattern Recognition. New Orleans, USA: IEEE:
13307-13316 [ DOI: 10.1109/CVPR52688.2022.01296 |

Zhu X P, Li X, LiJ M, Wang Z Y and Hu X L. 2021. Fooling thermal
infrared pedestrian detectors in real world using small bulbs//Pro-
ceedings of the 35th AAAI Conference on Artificial Intelligence.
Virtually: AAAL: 3616-3624 [ DOI: 10.1609/AAA1.v35i4.16477 ]

Zhu X P, LiuY Q, HuZ H, Li J M and Hu X L. 2024. Infrared adver-
sarial car stickers//Proceedings of 2024 IEEE/CVFE Conference on
Computer Vision and Pattern Recognition. Seattle, USA: IEEE:
24284-24293 [DOI: 10.1109/CVPR52733.2024.02292 ]

ZhuY, Chen Y I, Li X D, Chen K J, He Y, Tian X, Zheng B L., Chen
Y W and Huang Q M. 2022b. Toward understanding and boosting
adversarial transferability from a distribution perspective. IEEE
Transactions on Image Processing, 31: 6487-6501 [ DOI: 10.1109/
TIP.2022.3211736

Zolfi A, Avidan S, Elovici Y and Shabtai A. 2022. Adversarial mask:
real-world universal adversarial attack on face recognition models
[EB/OL]. [2024-07-21]. https://arxiv.org/pdf/2111.10759.pdf

Zolfi A, Kravchik M, Elovici Y and Shabtai A. 2021. The translucent

patch: a physical and universal attack on object detectors//Proceed-
ings of 2021 IEEE/CVF Conference on Computer Vision and Pat-
tern Recognition. Nashville, USA: IEEE: 15227-15236 [DOI: 10.
1109/CVPR46437.2021.01498 ]

EE =T

2SS I U o ) e e b 0 S A I DS DO K it = o2 NN EY
AR R . E-mail: 20374343@buaa.edu.cn

ARPERL TSR B B, EEMT ST 1) i B G bk P
50 ARSI RIS 7~

E-mail: zhengxiazou@buaa.edu.cn

I, L, R WFTE AR, WS T 19 R AR A (R
AbPE ;. E-mail: zhangyu2000@buaa.edu.cn

B 2 RIS AR RIS 5 ) S B A R R P R
AbPH, E-mail: dangyi@buaa.edu.cn

/Rl I 0 Sl S = Ol D N LIPS PO E /I & o NS ey
ARG AL B, E-mail : cjqchenjiangi@buaa.edu.cn
SREL, B B, EENTIETT D A B S A
FALILSE BRI LR~ o

E-mail : shizhenwei@buaa.edu.cn

2119



