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Review of research on face deepfake detection methods
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Abstract: Deepfake technology refers to the synthesis of images, audio, and videos by using deep learning algorithms.
This technology enables the precise mapping of facial features or other physical characteristics from one person onto a sub-
ject in another video, achieving highly realistic face-swapping effects. With advancements in algorithms and the increased
accessibility of computational resources, the threshold for utilizing deepfake technology has gradually lowered, bringing
convenience and numerous social and legal challenges. For example, deepfake technology is used to bring deceased actors
back to the screen, providing a novel experience to the audience. Meanwhile, it is frequently exploited to impersonate citi-
zens or leaders for fraudulent activities, produce pornographic content, or create fake news to influence public opinion.

Consequently, the importance of deepfake detection technology is increasing, making it a significant focus of current
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research. To detect images and videos synthesized via deepfake technology, researchers must design models that can
uncover subtle traces of manipulation within these media. However, accurately identifying these traces remains challenging
due to several factors that complicate the detection process. First, rapid advancements in deepfake technology have made
differentiating fake images and videos from authentic content increasingly difficult. As techniques such as generative adver-
sarial networks (GANs) and diffusion models continue to evolve and improve, the texture, lighting, and motion within syn-
thesized media become more seamlessly realistic, imposing significant challenges on detection models that seek to recog-
nize subtle cues of manipulation. Second, forgers can employ a variety of countermeasures to obscure traces of manipula-
tion, such as applying compression, cropping, or noise addition. Furthermore, forgers may create adversarial samples that
are specifically crafted to exploit and bypass the vulnerability of detection models, making the identification of deepfake
even more complex. Thirdly, the generalizability of deepfake detection methods remains a significant hurdle, because dif-
ferent generative techniques leave behind distinct forensic traces. For example, GAN-generated images frequently exhibit
prominent grid-like artifacts in the frequency domain, while images produced through diffusion models typically leave only
subtle, less detectable traces in this domain. Therefore, detection models that do not exclusively rely on low-level,
technique-specific features but instead focus on capturing deep, generalized features that ensure robustness and applicabil-
ity across diverse forgery types and detection scenarios are crucial. To address these multifaceted challenges, numerous
scholars have proposed a variety of detection methods that are designed to capture nuanced traces left by deepfake manipu-
lations. For example, certain approaches focus on identifying subtle forgery artifacts within the frequency domain of
images, capitalizing on the distinct spectral anomalies that forgeries frequently introduce. Other methods prioritize assess-
ing temporal consistency across video frames, because unnatural transitions or frame-level inconsistencies can indicate syn-
thesized content. In addition, some detection strategies focus on evaluating synchronization among different modalities
within videos, such as audio and visual elements, to detect inconsistencies that may reveal forgery. At present, several
review papers in academia have summarized key research and developments within this domain. However, given the rapid
advancements in generative artificial intelligence (Al), fake faces created with diffusion models have recently gained popu-
larity, with scarcely any review that addresses the detection of such forgeries. Furthermore, as generative Al progresses
continues advancing toward multimodal integration, deepfake detection methods are similarly evolving to incorporate fea-
tures from multiple modalities. Nonetheless, the majority of existing reviews lack sufficient focus on multimodal detection
approaches, underscoring a gap in the literature that this review seeks to address. To provide an up-to-date overview of face
deepfake detection, this review first organizes commonly used datasets and evaluation metrics in the field. Then, it divides
detection methods into image-level and video-level face deepfake detection. Based on feature selection approaches, image-
level methods are categorized into spatial-domain and frequency-domain methods, while video-level methods are catego-
rized into approaches based on spatiotemporal inconsistencies, biological features, and multimodal features. Each category
is thoroughly analyzed with regard to its principles, strengths, weaknesses, and developmental trends. Finally, current
research status and challenges in face deepfake detection are summarized, and future research directions are discussed.
Compared with other related reviews, the novelty of this review lies in its summary of detection methods that specifically tar-
gets text-to-image/video generation and multimodal detection methods. This review is aligned with the latest trends in gen-
erative Al, offering a comprehensive and up-to-date summary of recent advancements in face deepfake detection. By exam-
ining the latest methodologies, including those developed to address forgeries created through advanced techniques, such
as diffusion models and multimodal integration, this review reflects the ongoing evolution of detection technology. It high-
lights the progress made and the challenges that remain, positioning itself as a valuable resource for researchers who aim to
navigate and contribute to the cutting-edge developments in this rapidly advancing field. A comprehensive analysis of face
deepfake detection methods reveals that current techniques achieve nearly 100% accuracy within the training datasets, par-
ticularly those leveraging advanced models, such as Transformers. However, their performance frequently declines signifi-
cantly in cross-dataset testing, particularly for spatial-domain and frequency-domain detection methods. This decline sug-
gests that these approaches may fail to capture essential, generalizable features that are robust across varying datasets. By
contrast, biological feature-based methods demonstrate superior generalization capabilities, successfully adapting to differ-

ent contexts. However, they require carefully tailored training data and specific application conditions to reach optimal per-
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formance. Meanwhile, multimodal detection methods, which integrate features across multiple modalities, offer enhanced

robustness and adaptability due to their layered approach. However, this added complexity frequently results in higher

computational costs and increased model intricacy. Given the diversity in feature selection, along with the unique advan-

tages and limitations inherent to each detection approach, no single method has yet provided a fully comprehensive solution

to the deepfake detection challenge. This reality underscores the critical need for continued research in this evolving field

and highlights the importance of this review in mapping current advancements and identifying future research directions.

Key words: deepfake detection; face forgery detection; face image; face video; spatial domain feature; frequency domain

feature ; temporal features; multimodal features
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Fig. 2 Overview of image-level face deepfake detection methods
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R G S MR AE R AT XA AR S5 AT
etk

B o) TR B 2 > ARSI AR AL 5 K B )1 4
P 1), AR50 SR AR R R T 58 . Nguyen 55 A
(2019) ¥ VGG-19 (Visual Geometry Group 19-layer
network ) 12 HUAY 25 [R]RF FIE B A 31 152 4 0 26 i3 47 A6
I, P T e 0 245 1 e, BV A /D I RO
W7 VAL RE J S T A B L (B4 I 28 A A 1

L JRAFIEARRE:
EARRHE

AR IR ST A 25 ) 2 A DR B AR 5 oK Ta) et
HHEFBLZ—, Lee 5 AN (2021 42 1 — DI T8
27 2] 1) B Zi i AL TAR (transfer learning-based auto-
encoder with residuals) , ZA R o Z R AT F 7
SR ARG T R KA E 98, 01%., R R F S 1
/i U ) KAk B AT SR B, Sy BRI
PRt TR TR S BOR AR BETE— &
R /D A TR0 3 U 8 B A A (EL X P s
IR S B 4R o i SR By, HLIR AR AR AE T3 0 R 0y
UL

H 2022 4E L) % , L) GLIDE (guided language to
image diffusion for generation and editing ) AR FE A"
PR AUAE SCAE T AR R S A i 2 e 1 20
GETT b 56 1 9 HIORE AU 2R il i NI TR A5 ) A
Aghasanli %5 A (2023) 7F ImageNet-1K % 45 45 |- X}
ViT # B e AT B2, OF A A € LR 46 B kAT
B, A PSR A AR TE 2 T B 2 RSl T
RSN o IR SRI RIS B AR A R A E B (0, 2
PSR JZ UCRFIE B A7 7E BB, B w00 A5 B0 AT 3L
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LSRG AR A 23 18] v S 30 [ R A0 8 0 A
T3 3R 2 A 8 ) P15 D0 A Ry o3 . kTt
Lorenz 5 A (2023) # H multiLID (multi local intrinsic
dimensionality) 7 A TR AR A3 (] 1) Ry 5 4
A6 Ok s EIAZ o multiLID 2t 224 Jay 358 P4 1 4 )
(local intrinsic dimensionality, LID ) {E A4 i, B4 %3 1iF 7]
L AR R E B o MEF A ResNet S HUA]
BEYRE R R TE S R FRAE I B35 multiLID
O3, e 2l i BEALAR AR IEAT 328 0 %07 VR R BRRT
AMER R AHZ AR R R R AR A A
M3z Ak fig 77 , Cheng 55 A\ (2024) 4t i1 2% &1 1E ) 4k
Ji ko ZITIE A Sobel 54 BUEIZ 1931 245 B
PiR e SuE. JLINESUE SEL M A RNy I ESN SR
PRAL Y, DU HERE AR O T ZR R AIE , 3k e AR T 20
o BORAERGARE . LA VEE A T I
B (4 NG O 36 B 4 DIFF, LA SRR B 2k
AREHE b IS ik

Amoroso % A (2024) i — AR 1 iH SCRHIELE
R b B VE T VB DI ZR T AL 2 k)2
FROE 5 1 SCRREREE BN [R] 1 FRIE 23 18], JFAE TR X
23 (] P filE PR o BRI SCRAIEEA T 4328 . S0
SERBHT, A UEG AN EL S R AE 1 S0 (] vhal
ARGy R T SCRRAE AT RAAE S A6 0 4 iR 1Y
A Y MR K o Tantaru 55 A (2024) 1A A Y
Do PRIAR Y AR, 3 107 i R o7 PR AR IR B R
DI, VR R R Oh it x24T 55 10 Ry 583 M B ot
[, $ 2T R AP o e AL DT v . TR
Xception W 2 HEHURFE ] il 1t 1 x 1 R FRE
KB BN RSNy o TRV ZRI B, 45 & BIR
B3 HA I FNEEA /N PRI R 5 58 e LAY | Fe 2%
A JRSE D 3 SORT E AL ]
201,04 LTS (Al ARSI Uy i S Al

BET s (A Sl ARG I 2 3 R F MR 1 =3 TRl
B LAY 5 2% AR T G AR R FNR R R AIE
(530 AR Tk = R R UE R Az AR A
Mo BT RG R hsen T BA IR, Hih
i AERHE T PR AURS  B TR 2 ~T P
R BRI > W 5 O R, B TR 2
52 2% HLRE A 82 > R, 3588 7 v 0 4G D 1 B R e
Pemm R AE AN R R R . R
T, 32 5 {3 o S R B B B U5, LAY

o G A

LA IR G, A SO0 T A (R A v
AIAKBIF G A T 8 % TR (432 Ak G
Al g5 A #8244 > (Ranjan 45 ,2020) AR ZZ 18 (Yang
5,2023a) F A, BTN I RUAECHE 42 i 40t 5 50
I FH AR 1 58 R (Mandelli 4% , 2022; Sun %
2021b,2022; Chen %, 2023 ; 255 55 ,2023) , 4 |
GRAR R Z RN . X T SR TSR B R AE S R RE
AT RE 3 DR 52 BRI v A Sy B AL
(R 45,2023) s iR A W82 2 77 1% (Zhuang
& 2022, Fung £ 2021 ; Khormali 11 Yuan,2024) , i#
b BT ST A A 55 1 AR R K i SO R R E
775 B R il AN [ RO (09 EHRRHIE (Cao 45, 2022)
P& XS BRI SR o e, I A R e A AR A
BT LA I S R 53K o 38 1 O 56 23 [A) I ) 46
LRI R RS
2.2 ETFMEHAKNA %

BT AR RGN 7 1% 2 i ok g A R
fe (Durall 45 , 2019) 45 5 20H 18] 45 25 (0] S e 4 51
ST TR S S T EIPN R S O
A5 (Li%E, 2021) BRI B 4303 73 Afi ( Zhang 55
2019) 75k

GAN 1A= B 70 B R R I, B R A A 0]
B 23 7E PG 5l B8 7T 3 03 1 vy T A R IR 38 (I
PREFEELT) o FB 23 WF 58 BE T 3 MR G R A7 A I
Frank 55 A (2020) {5 104 5% 28 48 (Lu 55, 2009)
K T A5 e A8 B A3 L, A1) ) CININ AR AR P A A 52
T v HER AR A, (2 A A TR T

Qian % A (2020) # H} F3-Net (frequency in face
forgery network ) HEL , HZE M W& 5 PR, iXHESE AL
FEPHASFE T Xception [ 551 3R BT 43 37 2 R JBHT 43
fift 53 ST 27 S AR b B Bl N R AR 5 ) B AR
RGETHr S TR A B S 5 Dhid R Z [
Geit 2 R gE AR B o XIS Sl A8
RS AR IERL S o 2RI BG40 S 3h
HA BRI & o B2 Ak RE T8 .

k20 B R A I ML RE L W5 AT DR R
fiE 5 23 (R SRR S5 G, DATE A R B2 R R AR T
BESRASIUAS B . Gu A5 AN (2022a) £ H3 W i 1 5 27 )
(progressive enhancement learning, PEL)HEZL | iZ HE
R 23 R I 246 [ s b 3 RGB TS HOA% 5% A8 46 I 1Y
AR AT B o BT TP A F R SRR LA



$30%5 /FET7H /2025 £7 B

Pk, M, B, KR8/ ARRERERNGT EMRLGIR

xR1 ETF=EEHENG AR S B4
Table 1 Summary of the advantages and disadvantages of spatial domain-based detection methods
Tk s B sl SEGHIRE SCIRSE % SRR E AR %
Matern 2§ A (2019) A N1 E S T ALbEE FaceForensics ~ AUC=86.60 - -
Zhou % N (2017) A ZMREIE X RN O U [EREES AUC=92.70 HE#JE AUC=85.40
Li fl Lyu(2018) ULIE = WEFIHEA 425 DeepfakeTIMIT — AUC=93.20 - -
Face X-ray(Li%,2020b) AU TR ARBBEEIEE  FaceForensics++ AUC=98.52 Celeb-DF AUC=80.58
MesoNet( Afchar%,2018) BES = FUER X P A bR v BRI ACC=98.40 - -
RFM(Wang 1 Deng, 2021) HEW R IHESHLEHUE  Celeb-DF AUC=99.97 - -
Muti-attention( Zhao %5 ,2021) BERHHE AN TR 36 AR TS FaceForensics++ AUC=99.29 Celeb-DF AUC=67.44
Wodajo 55 A (2023) PEREE S TR BHRT R K DFDC AUC=99.90 - -
Heo % A (2023) WalzemEze SHHBEE K DFDC ACC=97.80 - -
Nguyen 55 A (2019) BT R THEER FaceForensics++ AUC=99.37 Celeb-DF AUC=57.50
TAR(Lee %,2021) REA R PERE Y2 2%  FaceForensics++ ACC=99.80 [H&JFE ACC=89.50
Aghasanli %5 A (2023) TIN5 SR T it TR = Efz9LH ACC=99.70 HEJE  ACC=84.00
multiLID ( Lorenz %5 ,2023) /DR REAS B AT 25 R 2= [EREE= ACC=100.00 - -
Cheng 5% A (2024) CEE PSR A AR 2 DiFF ACC=99.99 - -
Amoroso %5 A (2024) gEOE SUZMERE A e 2 A AUC=99.68 H##JFE AUC=99.68
=" RN AT B
BT — ] I
A vl A2
| S
)
BRI 53 fl oy 5 "
o Y,
CEN it
(ﬁ'ﬁ%ﬁ& al o ey
TS, 4 W Z I i Lo
L é‘t';zxiﬁ' :-; rr' F] EM[ZJKLVI';; ;H {1 CNN »
dd 4 it : L]

SRR e 43 3

&5 F3-NetHEZLZ544 (Qian 55,2020)
Fig. 5 Structure of F3-Net framework (Qian et al. , 2020)

ARAN R A2 ] R AR IRE I , RIS, 0] FH 3 i A e i
BERFAERIES , SEBL T A REZ T O R D T IR
Wang %5 A (2022a) # i M2TR (multi-modal multi-
scale transformer ) 155U , >R F XU 4244, H b RGB it
7E RGB 3 1) Z2 A4~ RUBE F- 47l 4R 1R 48OAS [] DX Ja 22 ] 11
AN, B3R 3 R T AT 27 2 A AR i 4R R P
AREST o INERE AR S S TR E AR

B XS A TR 7 o Ao e O 52 o E UL 4 1)
L, Chen 2 A (2021) 4 1 2 F J&y 6 56 & 2 2 1Y
MPSM (multi-scale patch similarity module )HESE , iZHE

IR — A T o SRy AR E AR R E Y 22 RUBERR T
FEARL AR R — A F Rl G RGB AT A5 B i
OB, kSRR [ g R TR Az fh i
SR, 205 1% T 5802 2 B A e EL I R8s 1 7 oK
K,

5 GAN A J i R AN [], 7 BB R A i i) 5
TR 56 3503 AN 2 BB S ) O A RREE BRI G 7
GAN Az 1 iy PG - DI 2 1) A6 0 48 T 2 A 2880 il
PO A 0 RS . R TTT, Ricker 26 A (2022) & i
PO AR 1) PG AE A 2 4l s 2 9 0/ S R
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SERET, L A3 X 0 A B AR T S IR
AR X SRR AR AR S o AR . B A, Papa S A
(2023 )38 i - 249 AR A B PETR AR A333% PRL A 21 A e
RIS, IF R VGG 16 4 4 A EUR SRR IE
PR SO AT R LE 7028 o Lin 55 A\ (2024) WAL 3
IR A ol 14 P50 e PR e B2 -9 T X v e
PR 5 R0 B B vy, DAL ) T e 7 7k 2 BT A5 3] g 75
22 PUR B R T GO s BT M A ) o 7 R T AR
Jev A5 A PRLGRINGR 7 ke 22 TR 2 5 DR Rl 25 L SR A0
RT3 . TR R A AR S Y
[R] 7

BER Y BB AR A RS AE A o) E 5
XS PUYE B AR NR , T ik ) DL i I Bl AR
JI 53 3 B AL U ASEAY B X X — (1)@, Hooda 55
N (2024) #2 i D4 (disjoint diffusion deepfake detec-
tion) 5 ¥ , 1% 07 B iy A LR A 145 X1 53 9F 53
T F) AN ] F e 0 A 2 e i i e o A SR L A 4 A
MEER . X FE O, o # 5 2 4R 3 2 A

(B G RIURITHEA TP 8l W T B e . [,
LA R TR I R 1RSI S

FE TR I R 7 vk B DL 3T T RE A 54 7
245 ()35 o DA ZR 58 3 0 20 st Dh s R , R 51 2 GAN
Y BB A A B RS ] B et BA R , FLX e
Mg S R (G2 R AT AR B, A X R
Az AR IR 2 A RE T 25 THIE R 4R v DA RS
FRIEME DL 5 A S E B (AR E S s S ) A
RLRA A

ZEA LR G, 7R SO T A48 R s 0 4G T
[ ARAF I W 8 X T4 Sz AL BE 1, TR
R T W 2 2 O s sREE R R B 4 1E A T
B2 2] 5 5O F i B I LA (Binh A1 Woo, 2022)
HERGBE (Li 45,2022 Agarwal 45 ,2021) & 45 R . % T
(S RARN RS N U Gii R BN IR 23 (P =
JOE 12 T A0 R AIE 5 At A S R AE 14 il (Lewis
55,2020) , R AR Y SRR AT RE 1 . #R2 Ik
T AT R T T 2% P A e o 2

F2 ETHREHENTERRRDLE

Table 2 Summary of the advantages and disadvantages of frequency domain-based detection methods

ik A B TEHARE LR BEIRE LR R%
Li%F A (2021) Wbt A TINZSE  FaceForensicst+  AUC=93.40  Celeb-DF  AUC=79.30
Frank 5§ A (2020) a7 H 2 8K ZA 2 CelebA ACC=99.91 - -
F3-Net(Qian%§,2020)  BEAZHMANGORT  IKIRFEHTEISH FaceForensics++  AUC=98.10  Celeb-DF  AUC=65.17
PEL(Gu4%,2022a) ok URRAE 1 5 MEY S T FaceForensics++ AUC=97.63  Celeb-DF  AUC=69.18
M2TR(Wang%§,2022a) 4RI Z R RHE AR FaceForensics++  AUC=99.51  Celeb-DF ~ AUC=68.20
MPSM(Chen%5,2021)  HFAFHEHCA T AR FaceForensics++  AUC=99.46 DFDC  AUC=76.53
Papa % A (2023) RIS 2 TR O I R Efays ACC=100.00 - -
Liu%F A (2024) FEFH A REDSY B DiffusionForensics AUC=100.00 DiffusionDB  AUC=73.21
D4(Hooda % ,2024) St H Al MERBAKH TRERHESE A ACC=93.00 - -

T =" R BT S PRI

3 IR IE AR

WAL Oh i N AGHI 2 i X O3 i 252 2 ot A
I 14y BA 3 A 2 R AT TR RTARS I, 3ok e A 0 B AR 17
AL T BT RS Y LSS SR I, 3 2 TR A
e P b B SV SUvE S 2 — Bk . @,
S ZIAG DU SC TR P RRAE A2 IS 5 AT S RRAE AN & 1
[ 20 45 T i 22 4k 4 iE B3 ) 20 BT 48 v A RS JE

&1 6 it 7 A A 2 P N Al ik s Y 1l
3.1 ETHREAR—HHENF*

H TR Y O it A B T A7 1, PRt PR i
PR 25t BT 5 it 2 DA — SO B G . TR AN
— BRI 7 2 R 32— a5 8 5 0 B A AR i 2
[E) P9 B ) 7 270 A LA K it oA 79 225 )RR, 0300 1 B
15 IR ( Giiera Fl Delp,2018) .

Sabir 55 A\ (2019) $2 i — Fh 45 5 T8 78 X 55 FAE
PR 28 M 2 (recurrent neural network, RNN) (19 14 &
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YU i NI 77 12

I

l

FP AR — FETAYPRFIE B 2 il
SR TT % BRI 7 i 7 v

- Sabir A (2019) - Ciftci 28 A (2020) - Cai Z A\ (2022)

- FSSpotter (Chen 4, 2020) - DeepFakesON-Phys - Shahzad Z8 A\ (2022)

- Zheng % A (2021) (Hernandez-Ortega %, 2020) - AVoiD-DF (Yang %, 2023b)

- Gu %A (2022b) - Mao I Yang (2021) - AVFF (Oorloff %, 2024)

- STDT (Zhang %, 2022) + Miao %5 A (2022) - Yin 52N\ (2024)

- TALL-Swin (Xu 4, 2024) - Saif A\ (2024) - Song %\ (2024)

Ko PR i NG 7 ik 58

Fig. 6  Overview of video-level face deepfake detection methods

R 5k o B A, (8 CNIN 2 B0t 55 5 Y T iR
i, P00 —Fh IR A9 RNN LR P58 . X Rl B
HHf CNN T RNN 4545 19 77 125 il i 2 A — 2ok
AT —FPREASE . ZERUHL, Chen 55 A (2020) #2
H —A~44 "M FSSpotter (face-swapped spotter) Y HESE
=4 HEI —‘/|\f’l§ I‘ETJ %fﬁ %W%(Spatial feature extractor,
SFE) F1—> s} [R5 AIF 2R - 4% (temporal feature aggre-
gator, TFA)ZH & SFE 1 53 & HUL Wi 58 A BE 51 1 1)
23 [B)RHE . TFA T ST % SR T[] (4 I [R) AN — 2
PEo ZITIEVERE o005 A AT BE 2 X e 2 JE IR 1Y
Phits DX U5 o

A EIZALRETT L Zheng % A (2021) 42 t — 7
i 3] i HE 2, T ST M P 4 ] 5 AR 1 45 R o) Xof 25 [
PRSI 7 > TS i e A — B2~ o B
Pr2# 2 B BT A B Transformer i i FF LL3 2
S ] 55 P N B A — Bt . 105 iz AR RE 0
EIFARRL A HE— 2.

Gu 55 A (2022 ) TA R AR SR MY Je 58 DX I A7 7 B
AR A — 2, Dt T R Bl 28—
29715 R o B A 7 SR Fr B, A A B
AN — B R I TR AR AR T 22 18] /9 R iR sl 2 A — BO T
3t 3ot AR IR PR AR, 9K 05 I e B ) 52 EL AR B
PEUE b Be B S E R . B BN —
FE R 2D B BB 22 ) 46 AT AR R SR S 4
KL BARE ERIABERE . T R
I Db 3 PR AT 1 I Jmy 38 B 25 — B, Zhang 55 A
(2022) # i 44 24 STDT (spatiotemporal dropout Trans-
former) {7712 , 18 3k BEAL 22 7500 ORI TG A8 4D T, 78
W TR R 2 B R TR N FE PR R T AR SRy A i =

A=, TP R R R R Xu S A
(2024) # ! TALL-Swin (thumbnail layout-swin Trans-
former) J7 %, WML 7 I 7R , 1207 V530 1) 5 AR R A S X
PR B, B IS B ATL I 9% 4 A~ 3% 252 WU 7 B it 14 (351
BB PR T HEAS AR s B2 AR RE ) o HEA IR
X LAy 7 AR O WUE SCA Jay H 41 R 4w (5 £
B 225 [B) RIS A 3 1 1 [ e AR T 310 52 2% B I
J& o B 46 0% € 5 Swin Transformer 256, F| H H £ &
FIRL AR B IR

BET I 23N — BRI 7 VA £ I 8] 25 [
LA — B, 18 T RS EOA 5 A O i
A, HAL ST T Wi AR R S AR S 5
IR R AW, HRRER AL RES, B
32 BB AL BERZ 1R

25 b AR SO I 28 AN — BUW A I 5 1R R R
SRAIFFEA T E X TR AR5 A 2R, Al s A
AU (L SCHRF 55, 2023) | B R S 5 1 (A5 0 5 Jon
B, A ORI ERE . X TR T R, T 4
B BRI SR, SR PA T AR A X 47
FEARTF & B fE HL ] (Chen % , 2022 ; Gandhi £l Jain,
2020) , i — DA THE R g B R . AR, N AE S
A (Lewis 55 ,2020) , 1 JHAS [ 45 2 96 09 B AMIE
PO PRTHGIRE J7 o 3 3 0L T I 25 A — Sy ez
T3 LR DL R
3.2 ETEYHERNRNTE

TR I PR 38 A TE 125 K6 TR S Y A BRALAE
ol A8 AR A AN A LAz 355 . B TR
ESRONIOE a1l Rey R VSN S s W SN 7 e
HRAF 5 (Stefanov 45, 2022) 51T A HFAE (Li %, 2018)
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17 TALL-Swin J7 i3 (Xu 55,2024 )
Fig. 7 Schematic of the TALL-Swin method (Xu et al. , 2024)
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Table 3 Summary of the advantages and disadvantages of spatiotemporal inconsistency-based detection methods

ik s s SIHARE SRS BEIRE LRER/%
Sabir % A (2019) SIAPERELF HHEEER  FaceForensicst+ AUC = 99.60 - -
FSSpotter(Chen5%,2020)  FAfF4RECAETITR IS TIEMNE  FaceForensics++ AUC = 100.00 Celeb-DF AUC =76.26
Zheng % A (2021) RIE THWIN%  HEEZIEEE FaccForensics++ AUC=99.70 Celeb-DF AUC = 86.90
Gu %5 A (2022h) FRAERIAE SR MELIALBEK MU FaceForensics++ AUC =98.93  Celeb-DF AUC = 77.65
STDT(Zhang %,2022) I8 2R RAMHE 25 TRAL B4 7% FaceForensics++ AUC =99.80 Celeb-DF AUC = 69.78
TALL-Swin(Xu%#,2024) @iz kMR GBI FaceForensics++ AUC=99.87 Celeb-DF AUC =90.79

T =" FOR R BT S A

PR AP 60 FL

AR B2 JPRRE I By WA WA B 25 PR o JUE Bk 3 T 7 A=
R AL, 3k S B IR 12 A S A I . Ot
L 25 B i (photoplethysmographic, PPG) £ A A L)
B KA P2 b A PR AL, O S WeAE PPG AR 5
Ciftei 55 A (2020) WA A TR JE D 3t WA A8 £E A4 1 i A
S ANl gkt G P AR R S AR AL DR A
FH PPG B S URFAE I #EAT RSN , A 1 4 s 4 v
B3 o Xk R B T AR R AR ARG T ik 1
ARz — BT X —EB ¥, Hernandez-Ortega %5 A
(2020) # Hi DeepFakesON-Phys £ il #5422 451 7Y Hy
Chen F1 McDuff (2018 ) 42 i # .L> Z& A 7145 Y Deep-
Phys SCE IR , i R felt P A B B0 M 4%, 6075 42
YUt 8] 22 5 14 3 SR ol 3 0 B 5 1 5 8 2 UL

RRAY | 35 U IR ARE A G 7 50 M D I R AE . R
PARHIZS 5y 52 6 IR AE R F Rg ), HLIF R 785 F FH s
[A]{5 B . Mao Al Yang(2021) #2 i —F LT PPG 55
F1H 811 (autoregressive, AR) R EAIKEIN 7% , %7
S I HBAS ) - X B PPG 55 FI AR 248 FF
HL 3 S AT R REAE 1B, 43 ) i A B 45 A A X Bk 7R
S5 F 1Y) DenseNet "Il 25, 55 3 3ot 5 A il 2 1o A6
MAERG R (HAE ANz shist, HAG S R 5 32 25

Miao % A (2022) 3 i:F 1 &R = it A1 1 A [6) 20 &
AN ] B9 D e BT , S 6 25 S W5 7 RSO A i L 5
JEAR T SR AR AL , 3% 3R AT SR R AT (S 35 W Jes 114
18 80 AT LI A X4 VR B B i WA S A A
R o Saif 8 A (2024) i H —Fh 5L 158 L e 25
A P36 L0 45 1 RS v, AN &1 8 T/, i e
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T NGRS, I HAE 73 JEERE Az AL 1T i 22 B
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Dhiis NS ARABAR J5 L J2 o AT o A R DR i
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Dhid AR MY RFAE , DRI A 2 Ty 3ok 188 B4 B 5 1932 4
RE ST o SR, ST IA AT 2 , BN, A Wik
Y B SO o 23 32 B DB IR P AN 0 B AR AR D R A5
M), DT 5 BSOASLI ASA R AN A 5 SRR 5 O &2 2 HLT
SRS 2R vy, ME ARG A2 SIS AGHIN 5 5K 5 2T ER R B
YRR ZOR B R, HA DR AR TEME R

i BB RAE RSO I T AR WA B A I 7
AR ARRMEFEAT I H B TR THE P, IR
XFHUUIN R 77k A B X P PR e A L 48 i A 7
AR E . X T REARE IR , n] 25 5 I 2 JiE I 4%
P ARy o BILY: DM R G R €7 Sy ] D i

Sz

syeads s |l
EHFES e

Pl

SIS [l R 7

A AR FE ZNRE AR 2 2 (Aneja £ NieBner, 2020) 5§ 34
S ) Oy vk R AR D bR i R R A R
TS, PTARYEA AR A PR AR 14 22 S AT A PR AL A
PETERCI A X . 3 4 M ST AW RRAE R
Bk S

3.3 EFSESHRNAGE

Fhy 3 AT H A A (] B 2 D | AR S AR A
Z RS BYREAE 10 Oh 8 AT 24T 2B R
TE 2Z TR (4 P-4, DA] ab 5 1 22 A A G 00 7k et 4
FE A 22 B2 R AIE 22 18] 1Y) ¢ 2R AR 40 00 L £
(Haliassos %%,2021,2022)

S Bhy o AW I B A — /NI 43R R DA e R R
A2 SL, T2 T AR RGN 5 12 iR I 2 AR Ay LS
Wi AFEPRIX — A, Cai 45 N (2022) $ H —Fh 2 455
AR 73 , T W T b2 2T Sl PR AR 5 0 =2 (]
[ A FH A2 SO 2 1 25 53 2 B LATHONARFAE
iR S ISRy T R (IRa o G U R T S IN et v B TG
AN Beis o TE RS, R 5 8 Az ] g {4
R[] 25 i 76 Oh 1 A0 r 3 ) 2041 1 2 e il
o L, Shahzad 46 A (2022) # H —Fh 3L TR &8z

N
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ArARAAT
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K8  Saif % A (2024) )7 JF

Fig. 8

Schematic of the method proposed by Saif et al. (2024)
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Table 4 Summary of the advantages and disadvantages of biological feature-based detection methods

ik P Bl STIGRCIREE SCORZEH/% EERREE SLIRAEH/%
Ciftei % A\ (2020) ki H SHOUAS R B UK FaceForensics++ ACC =91.07 Celeb-DF ACC = 86.48
DeepFakesON-Phys 3H L R AT R IR .
. \ . XSt N AR DFDC AUC =98.20 - -
(Hernandez-Ortega 55,2020 ) /DY 25t ] ECHL
Mao Fl1 Yang(2021) S I e e iz sl Rk FaceForensics++ ACC =96.13 Celeb-DF ACC = 86.57
Saif % A (2024) KR AR PRy 5 M A URS FaceForensics++ AUC =99.00 Celeb-DF AUC = 95.00

=" FOR R BT S A

2355



2356

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 30,No. 7,Jul. 2025

SARLINTT i, SRHT T 2L T Siamese 945 3L T2 4L
FMERISEA , T8 Xk HE MR 4R B T 1 515
O A T T 7 Z 1] B AN — BOR N 2 Dl Az I
LR NI Rr ) =t 5:% EE P AR g /08
PALEJS iR T & AL e (5 = A K &R, (HL2
T TR Z 18] A9 53 B ] 5010 4 5 D R D80
VEFE R AT (5 5 i Z IR A C &R, IR Z ATy
KEAPRARR o A3 m e B, oE #0146

B 2= e 4

FREA RS 2 18] B4 B S L5 00 5%, LA A
— Pt Yang %5 A (2023b) # tH AVoiD-DF (audio-
visual joint learning for detecting deepfake) /772, W& 9
IR 7 ik S 2 RS A R e il A L S
WRFAE , I RS S L s BUASE 28 1) 4 175 U,
SEHL AR5 WA R R B 4 s A S
TR B4 DR IR TR , I M) B A 285 2 6 e A I et ALA
SHA—EE

B2 TSy

B9 AVoiD-DF JyiE45 (Yang %5 ,2023b)
Fig. 9  Structure of AVoiD-DF method (Yang et al. , 2023b)

NSRSy M E S e S E RS Z AR AR
Oorloff 4 A (2024) 42 1 &5 5 A Wi 2 ~1 5 R Y
AVFF (audio-visual feature fusion) J7 &, 76 H Wa B 2
> B B, A 2 B SR s ol S 2R B TR 2 ) 3
Z A EAME B o 3R B T AR T 1K
H, A TE A6 DU BRI . Ry 1 M iR A R ) 6
P, Yin 25N (2024) $2 25 T 55 4 PRI e 22 0 245
{8 2R B A 5 o 325 1R e v T[] B 4 A
SRS B 5C 28, JFdad B ) L Az i
SR A RRIE R, e 238 2ok 1R 1 28 o 245 Kb LA 21 4 )
F7 , DT BE A% U T I 9 L SR O B 7326
ot R (B HZ A A R T

H1 T AR G BRSO B 98 T, 7 BRI AR
18 Oy it A B SCARBEZS 5 L, R, Song %5 A
(2024) 455 PUBERAE S SORME B TR . 15 Seid
Tk RAAGE 22 B S ASEARLEE AL 1) PR 5 AP A A SCA AR
Fill G A Z2 RS R RAE SR, 3 2k ot Py -5 o [ 7 28
FIBLHHE T A 5 ot ) B8 DRI IR , fe s, SR Bl 2
fill G RN Z RS RRE 5 I 2 FRIERL G 20t 732
JEAG B de 28 1) Oy il PO 245 58

BT 2 BES R RN Ty B LA BN | AU SO
SRR, 2 PR TT T O N 2SR I AR TR, O AT A%
Wl TN B — RS RS, B R i B i
etk o (HIMZRTT A AR iy, TOUAL B AG % , AOM ie5 Jo
SRR AR AR R AR ] 118 52 2% ¢ FROME LA TR A BEA

2 A RN [v] of B A ST, G CR T R AT

25 b AR SO T 22 BEAS RI J5 1k 1) R R B
U GNH AL 1, HESh B B 2 (Haliassos 55,
2022; Feng 55 ,2023) By 1 HH , 98520 % K 3 A 1 25040
(IS, S THERL 72 AL E ) 5 ok, i — R R IR
JEEJHELR T 2R B B ALH, B B sy
FROUERLG 7 SR (R RAAE 1 Rl 5 28R e AR A
RSB  0 G R i, AT A RIS A 7 2
KL 53 AT LS 2 A RS B2 91 40 38 0ok A T A8 4 £
NG A2 AW N A 5 AR Ak, TR g 1 £
AR . 265 0 I F 2R BRI 5 2k 1) P e

4 KRFKRE

B T2 Al ARG T vk B H Bl T HAT
PLBNRE Ty 2 5 T M T A0 3 S A 0 7 v X P sl BAY
P (B TR R R B8 DA 3 T ik e A 00
A I TR 5 B T I 2 AN — B A I 5 VR & ) L B
B o 32 B W P S PR A 5 T AR MR AR A AG DN
T I3 R BRAT , LA LA b B AR AR AE
Tz AP 35 e T, E0 B A Bk B s i e 2
TR T 2RISR I T k455 2 B RRE , B PR
HRZACPEARE N R4, (E AL By 52 2%, HLHHh

Py
— e



$30%5 /FET7H /2025 £7 B

Pk, M, B, KR8/ ARRERERNGT EMRLGIR

x5 ETHESHENTERRRDE

Table 5 Summary of the advantages and disadvantages of multimodal feature-based detection methods
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