E-mail: jig@aircas.ac.cn EPEI%&%??E

Website: www.cjig.cn JOURNAL OF IMAGE AND GRAPHICS
Tel: 010-58887035 O HEERERFRIRINFE

PEGES S TP391  XEFRIRES: A XEHS: 1006-8961(2024)12-3595-17

B35 AR : Lin C, Huang K, Wen Y M and Lu W. 2024. Image copy-move forgery detection based on the clustering of matched pairs. Journal of
Image and Graphics, 29(12) :3595-3611 (0§, 57, JRAEM, A6 . 2024, DURCXH SR A PR R G STk . [0 181 4 TR 2317, 29
(12):3595-3611)[ DOI: 10. 11834/jig. 230454 ]

L i ot 588 28 1 [ 45 52 71 0 S e A i)

S 1 203 | 3
BB, m RS, P&
L JRMG RS SHCF R REUR S8 B ST AR, M 5103205 2. ) ARG RAE BB, M 510320
3. I REASHLEERE T 510006

M OE: BM EHRECSOR I 322 5 oA MR DX i BE B R PR RIS BB 34T 1a) , e o AR A T RG I L Bl
S PG SEC ORI 1 T BRI 5 5 1) 22— o X R 22 450 T U 5 sSR0SI 8, L
A SRR R A )L, B MR T — i DC X (1 %% 4 B 2 MP-DBSCAN (matched pairs
ing of applications with noise ) Fll £ %5 B 1t U8 SR WS 119 R4S DRE MG BRI Oy vk . ok B 06 R PR BOR = ¢
S AR SCHE A R (B A AL ATV L o LK 4R T — el 1 %5 i SRS 53005 MP-DBSCAN , JRZXF 4 Jy DL e
Xt B — A, ) PG B X 11 5 — 0 249 SRR st i, BRIV B A DX B 255 ) P B A0, 3 B i X A AR A R L
1 BE AN 7] A B X I U b IR A3 FE ok o BEA , AR SR 7 — b ol 8 ek i SR 6 0 o O 5 1 23 2, AR T A
ML R R fe a8 A 05 5 4 B 48 ZNCC (zero-mean normalized cross-correlation ) 34k 72 £ 20 0 [X.
B, &R RS RY] T MP-DBSCAN B S 25 B IR SR iU 25t . 7E FAU \MICC-F600 .GRIP HTCASIA v2. 0
X AN 15 LA G A USRI Jr ik 6 T T S A SO R FOFE 4 B4R AR 3R 2 M SE 0 2
5315 0. 914 3.0. 890 6.0. 939 1 F10. 856 8, £5if A U4 i) MP-DBSCAN SRASTVE FIT U B ok IR SR W e A 2l g
TR ARSI S M R BV B DX 8 0o R R R S I s S A FE AR SO AR SR RR RS AN Hh G A i BB
DAl , M RB A T 2 i A DU Bk

KEEIR : ZWRIBGIE ; FMGRIBUIE ; FIGEL ORI 5 5 TR UG B 2 5 ik 7 B8 A2y IR 7 2 [1) R 2 (DBSCAN)

density based spatial cluster-

Image copy-move forgery detection based on the clustering of matched pairs

Lin Cong'’, Huang Ke*, Wen Yamin', Lu Wei®
1. Applied Laboratory of Dig Data and Education Statistics , School of Statistics and Mathematics , Guangdong University of Finance and
Economics, Guangzhou 510320, China; 2. School of Information, Guangdong University of Finance and Economics ,
Guangzhou 510320, China; 3. School of Computer Science and Engineering , Sun Yat-sen University, Guangzhou 510006, China

Abstract: Objective In recent years, with the development of the internet and computer technology , manipulating images

&5 B #A:2023-07-07; 18 [E] B #A:2023-12-18; FEN < B #J:2023-12-25

* BIE1EE MY lincongd310@gmail.com

ESWH : HEARFPEIEETH (62072480) ;1 748 HHd = KA EEIHTIH (F AR ) (2022KTSCX041) 5 7 M T RHE 1130 BEml 55 7 I 2
RiAF T30 H (202102080316) 5 4344 5 8. % 4 4 R T 45 52 56 % FF 05 4 (2020B1212060078) 5 ) JH i1 8 2k X R 114035 B QR TR 531
2022-45)

Supported by : National Natural Science Foundation of China (62072480) ; Characteristic Innovation Project of Regular Institutions of Higher Learn-
ing of Guangdong Province (Natural Science ) (2022KTSCX041) ; Opening Project of Guangdong Province Key Laboratory of Information Security Tech-
nology(2020B1212060078)

3595



3596

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS Vol. 29,No. 12,Dec. 2024

and changing their content have become trivial tasks. Therefore, robust image tampering detection methods need to be
developed. As passive forensic methods, image forgery methods can be categorized into copy-move, splicing, and inpaint-
ing methods. Copy-move involves copying part of the original image to another part of the same image. Many excellent copy-
move forgery detection (CMFD) methods have been developed in recent years and can be categorized into block-based,
keypoint-based, and deep learning methods. However, these methods have the following drawbacks: 1) they cannot easily
detect small or smooth tampered regions; 2) a massive number of features leads to a high computational cost; and 3) false
alarm rates are high when the tampered images involve self-similar regions. To solve these issues, a novel CMFD method
based on matched pairs, namely, density-based spatial clustering of applications with noise (MP-DBSCAN ), is proposed
in this paper along with point density filtering. Method First, a large number of scale-invariant feature transform (SIFT)
keypoints are extracted from the input image by lowering the contrast threshold and normalizing the image scale, thus allow-
ing the detection of a sufficient number of keypoints in small and smooth regions. Second, the generalized two nearest
neighbor (G2NN) matching strategy is employed to manage multiple keypoint matching, thus allowing the detection algo-
rithm to perform smoothly even when the tampered region has been copied multiple times. A hierarchical matching strategy
is then adopted to solve keypoint matching problems involving a massive number of keypoints. To accelerate the matching
process, keypoints are initially grouped by their grayscale values, and then the G2NN matching strategy is applied to each
group instead of the keypoints detected from the entire image. The efficiency and accuracy of the matching procedure can
be improved without deleting the correct matched pairs. Third, an improved clustering algorithm called MP-DBSCAN is
proposed. The matched pairs are grouped into different tampered regions, and the direction of the matched pairs are
adjusted before the clustering process. The cluster objects only represent one side of the matched pairs and not all the
extracted keypoints, and the keypoints from the other side are used as constraints in the clustering process. A satisfying
detection result is obtained even when the tampered regions are close to one another. The proposed method obtains better
F, measures compared with the state-of-the-art copy-move forgery detection methods. Fourth, the prior regions are con-
structed based on the clustering results. These prior regions can be regarded as the approximate tampered regions. A point
density filtering policy is also proposed, where each point density of the region is calculated and the region with the lowest
point density is deleted to reduce the false alarm rate. Finally, the tampered regions are located accurately using the affine
transforms and the zero-mean normalized cross-correlation (ZNCC) algorithm. Result The proposed method is compared
with the state-of-the-art CMFD methods on four standard datasets, including FAU, MICC-F600, GRIP, and CASIA v2. 0.
Provided by Christlein, the FAU dataset has an average resolution of about 3 000 X 2 300 pixels and includes tampered
images under post-processing operations (e. g. , additional noise and JPEG compression) and various geometrical attacks
(e. g. , scaling and rotation). This dataset involves 48, 480, 384, 432, and 240 plain copy-move, scaling, rotation,
JPEG, and noise addition operations, respectively. The MICC-F600 dataset includes images in which a region is dupli-
cated at least once. The resolutions of these images range from 800 X 533 to 3 888 X 2 592 pixels. Among the 600 images
in this dataset, 440 are original images and 160 are forged images. The GRIP dataset includes 80 original images and 80
tampered images with a low resolution of 1 024 X 768 pixels. Some tampered regions on these images are very smooth or
small. The size of the tampered regions ranges from about 4 000 to 50 000 pixels. The CASIA v2. 0 dataset contains 7 491
authentic and 5 123 forged images, of which 1 313 images are forged using copy-move methods. Precision, recall, and F
scores are used as assessment criteria in the experiments. The F, scores of the proposed method on the FAU, MICC-F600,
GRIP, and CASIA v2. 0 datasets at the pixel level are 0. 914 3, 0. 890 6, 0.939 1, and 0. 856 8, respectively. Extensive
experimental results demonstrate the superior performance of the proposed method compared with the existing state-of-the-
art methods. The effectiveness of the MP-DBSCAN algorithm and the point density filtering policy is also demonstrated via
ablation studies. Conclusion To detect tampered regions accurately, a novel CMFD method based on the MP-DBSCAN
algorithm and the point density filtering policy is proposed in this paper. The matched pairs of an image can be divided into
different tampered regions by using the MP-DBSCAN algorithm to detect these regions accurately. The mismatched pairs
are then discarded by the point density filtering policy to reduce false alarm rates. Extensive experimental results demon-
strate that the proposed method exhibits a satisfactory accuracy and robustness compared with the existing state-of-the-art

methods.
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Fig. 1  Framework of the proposed method
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Fig. 2 The effect of unifying the direction of matched pairs
((a) the ideal matching situation ;

(b) the actual matching situation)
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6) endif;
7) end for,
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Fig.3  Clustering effect of the MP-DBSCAN algorithm
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Table 2 Setting of the attacks

CRUE 3] Ny SR
Jie %% (rotation) 2,4,6,8, 10,20, 60, 180 1% (angle)
47 (scale) 91:2:109 REE(%)
JE4 (JPEG compression) 20:10:100 B A5 (QF)
M7 (noise) 0.02:0.02:0.10 Rl 2% (standard deviation)

2)MICC-F600 505 4E (Amerini 45 ,2013) . AL
PRI T 600 MR E15, Horl 440 2 I 4R (1 R EL
MR, 55 A1 160 8 260 B MG . % B
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3) GRIP $(4E 4E (Cozzolino %5 ,2015) . M HE 4
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Table 3 Setting of the main parameters
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Fig. 4 The experimental results of parameter calibration of MP-DBSCAN on plain copy move (FAU)

((a) detection results of varying a; (b) detection results of varying 8; (c¢) detection results of varying A )
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Table 4 The detection results on plain copy move (FAU) of varying T, dp

NoC
T,
#1 #2 #3 #4 #5 #6 #7
0.000 20 - - [1,4) - - - -
0.000 25 [,2) [1,3) - [1,4) [, 4) [,5) [1,6)
0.000 30 [2,4) [3,5) [4,6) [4,6) [4,6) [5,7) [6,9)
0.000 35 [4,6) [5, 8) - - - [7,9) [9,11)
0.000 40 6, 8) 8, 10) 6, 8) 6, 8) 6, 8) [9, 11) (11, 14)
0.000 45 [8, +o) [10, +) [8, +o0) [8, +o0) - [11, +0) [14, +o0)
0.000 50 - - - - [8,490) - _
precision 0.893 8 0.874 4 09142 0.9252 0.8877 0.9189 0.905 1
recall 09178 09189 09172 09156 09152 09150 0.919 7
F, 0.899 3 0.889 7 0.9103 0.9143 0.893 6 0.910 6 0.905 3

TE R AR RN AT R U " Fn O R N2

15 W it Noc e[2,4) 1), T, B4 0. 000 35 4% 19 %L
it Noc €[4, 6) 5], T, 1 0. 000 35; 4 ## (1) £ &
Noc €[6,8)HF, T, B4 0. 000 4; 47 1% Noc [ 8,
+oo )i, T, 4 0. 000 45, HiAx 6 P20,
TR Noc X [ 35 & AR R I B4 T, . I SE B 25
A HPE ARG T IR P E
2.2.2 ML

T B UEAS SCHR Y A MP-DBSCAN S8 28809 1l
U R SR A A AR SCHE FAU HiE 4R 1t
TP gs X g AN 5 Fon . il ks &k
P, A FEAZ S5 ) DBSCAN 532 , {ifi F§ MP-DBSCAN 5
L] L3R AS 3 5 B9 precision recall I F, 7348, PR Ry
MP-DBSCAN RE % B 4 3 5oF DT Bt %o b 4743041, T2
B O UG AT AE 2 0 B X SR I 5L T, an &l 5 e
o K5 (a) FIE 5 () 43 5l J& 7R T 1% 48 DBSCAN Y
BRMBHCERES R, K5 () FE 5(d) Bl RR T
MP-DBSCAN SRS FELUOE M 4551 .

*5 FAUTRBEKHEMIBNEREKRNER
Table 5 The ablation study of the proposed method on
plain copy move (FAU) at the pixel level

oRIUWIRES precision  recall F,
4 DBSCAN 0.8740 0.8209 0.8312
MP-DBSCAN 0.8942  0.8992 0.8790
MP-DBSCAN +/S % E i€ 09252 09156 0.9143

E L P SRR 5 8 R AL 45

oy

(b) 1£4:DBSCANFGINZE 5

(a) L4 DBSCANER 254%
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(d) MP-DBSC ANl 25 5
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(¢) MP-DBSCANZEAZE

K5 {44t DBSCAN 5 MP-DBSCAN #8445
Fig. 5 Detection results between traditional DBSCAN and
MP-DBSCAN ((a) the clustering result of traditional DBSCAN ;
(b) the detection result of traditional DBSCAN ;
(¢) the clustering result of MP-DBSCAN ;
(d) the detection result of MP-DBSCAN)

WIS AT LU HY i T A S8 2R 2607 1 5% H [
BRI B 2R ST, S B
45 45 2% 5 T MP-DBSCAN 1 5 288 2 42 J2 AR 41 OC
N FE VR T AR A3 A T DU 1Y L 2R WS e A8 fi T
(L0 S 15 2 - O il LA S YA S E
B UE 2, 2% 4 K S5 1 precision crecall F1 F,
IR R TR . A T U A R SR A I
LIRS L ANIE 6 BT 7 . P 6(a) FIE 6(b) & A A
5 L o U R 1 SRS RN L E 2 A5 R 6 () A
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P 6 (d) A filf 7 i o8 5 i SR et 1) SRR PN B ik
B4R . NI 6 T LU H, 509 o i SR s M Bk 1
RAEFEERAVE XS , P 1 ARG 2

e

$ > =

(a) AR TR BE DR (b) e
el ISR L e R

= [ o

(o) i i BE I D

(d) fHH R R
R TR LU RIS

Ko AT 8 i DA AR 45 SR X L
Fig. 6 Detection results between using the filtering of the point
density and without using the filtering of the point density
((a) the clustering result without using the filtering of the
point density; (b) the detection result without using the
filtering of the point density; (c) the clustering result of
using the filtering of the point density; (d) the detection

result of using the filtering of the point density)

2.2.3 FAUBURAESLIER

6 R T AE FAU KU 4 LR R M 6 I 45
FAIH] T 48 IR RS EL MR SR . X I A Tk
(1) 5 56 45 L 55 Li Al Zhou (2019) , Wang % A (2023)
SO R R R . IR AT LUE AR SO AR
recall F F, 73 BUE JLFD 7 3 v e i, a0l ik 8 T
0.915 6 10. 914 3; R L7 1Y precision 55 5 ,
LK T Cozzolino 55 N (2015) J5ik o AR SCTH5 A 45
S LR 2 BT 4 Y MP-DBSCAN R 2K B8
S b X DG X AT 320, DT i R b A )
LR X, Ah, TR A R A B R S ]
REHIMMER 1 —SEREURVE AL, FRAR 1 R AR, ik — 04
I TSI 25 SR A T R

h T BAEAR SOT R A R R R SR Y &
PRV, SCI0 03 R AR JPEG He 4 FIS fin e 75 25
AFhEAY I NPEAS T precision recall F1 F, 53 503X
3TENR, LI AE RN 7 s o 38 A % P S Y
30, AT LA BRAR ST 1 A T e AR K P e 28 Y

#6 FAUTBHEMHERERNER
Table 6 The detection results of plain copy move (FAU) at

the pixel level
Aoy ik precision recall F,
Cozzolino % A(2015) 09395 0.8934 0.9083
Zandi %£ A(2016) 07607  0.8953  0.7952
Li F1 Zhou(2019) 0.8999  0.8896 0.8846
Lyu % A(2021) 0.8931 0.8488 0.8416
Wang % A\(2023) 09058 0.8914 0.8809
Wu %5 A(2018) 0.3200 03747 0.2983
Chen %¢ A(2021) 03763 02712 02754
AR5k 09252 09156 09143

T O TR R R S P e L4 2R

A B 1Y recall F1F, 53 RO e e 9 5 A SCTVEAE S
RIS N s Mo R DL R, H A BUR B Y
FERL O EMR 2 7 JPEG 4 T DL, A SOy 2k ik
AEAE JPEG HE4i FE R 5 i i, R BU R B it s 76 JPEG JE
AR BT, R ALK T Cozzolino 55 A (2015)
Jrike IWEIH AT LI B A 46 T2 B2 3G, 45 F
G 72 1 1 AT S T B X R S 2t TR 4 R
() G mT B BRI B R AE e D, I B 280 e 46 ) S
WA R H . ASCNER IR IRAE LA LA : 1)
$& 1 1 MP-DBSCAN 557k BR A8 F g b g T A [m 2
A X5k 4 DE g St A T 4320, 7 0 B 22 IX ek ek
DL B XA A 2 2R L N A R e E. 2)
AR EMR L5 JPEG 45 AT i s 26 oo J |, Bk
DX 3 BB 0 4 ) A 4 A1 25 K R BRI, B T MP-
DBSCAN [ [ 38 0 A2 BE IR M, 755 G-t DT e %
PEAT 43 20 0 RIS, SR R B A P T IR A DR T X
PR T X I EUS RN EE R HERf R, 3)$E 1%
JEE T ISR W BE A A AT YA IR VT O , E— 204
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DU Bk X3, O ELX PR e (i T JPEG a4 Al
VN g P 45 e B B
2.2.4 MICC-F600 %4k 45 52 56 45

R T 2P B AEA ST R AT R AR T R
T 2477 L 7E MICC-F600 s 4 I 1 X Hb 5 56 25
ROXT M 2 A 5 SR 45 2 5 Li Ml Zhou
(2019) . Niu % A (2021) Fll Wang % A (2023 ) 3CH )
BRI . MICC-F600 54 45 10 & 1 Z B B 7
2, BN —XF 2 A TORE % 55 | ik S Ll AL X T
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Fig. 7 Precision, recall, and F| curves for different methods on FAU with various attacks

((a) rotation; (b) scale; (¢) JPEG compression; (d) additional noise)
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Table 7 The detection results of MICC-F600
at the pixel level

Rl DR precision recall F,
Cozzolino % A (2015) 0.911 0 0.8273  0.8534
Zandi % \(2016) 0.668 8 0.7041  0.6463
Li Fl Zhou(2019) 08556  0.8073  0.8198
Lyu % A (2021) 0.859 5 0.8348  0.8268
Wang %8 A\(2023) 08704 08410  0.8324
Wu % A(2018) 02427 02593 02043
Chen % A (2021) 03040  0.1706  0.1777
AL 0.907 5 08744  0.8906
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Table 8 The detection results of GRIP at the pixel level

LRl DIRES precision recall F,
Cozzolino 55 A(2015) 09018 09253  0.906 1
Zandi % \(2016) 0.7904 09672  0.8424
Li F1 Zhou(2019) 0.9024 09523 09230
Lyu %5 A\(2021) 08266  0.8444  0.8240
Wang % A(2023) 0.8903 09370  0.8932
Wu % A(2018) 02274 03687 02427
Chen %5 A(2021) 03403 03421  0.2887
AL 09183 09608  0.9391
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Table 9 The detection results of CASIA v2. 0 at
the pixel level

K 77 v precision  recall F,
Cozzolino 5 N (2015) 04747 04890 04745
Zandi %5 \(2016) 05083  0.6902 0.5529
Li F1 Zhou(2019) 05806 0.6599 0.5953
Lyu % A(2021) 07876  0.7588  0.7492
Wang % A(2023) 0.8074 08032 0.780 1
Wu % A(2018) 04159  0.5823 0.4443
Chen % A (2021) 05202  0.5462  0.4989
AR ICTT 08036 09436 0.8568
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Fig. 9 The comparison result of computational efficiency
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