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Abstract: Objective The technology of reversible data hiding in encrypted images (RDHEI) aims to embed secret informa-
tion into encrypted images, ensuring that the secret information and the original image can be extracted and restored with-
out loss. This technology is gaining increasing attention from researchers and is widely applied in cloud services to protect
users’ privacy. Currently, RDHEI can be mainly divided into two categories: the VRAE (vacating room after encryption)
algorithm and the RRBE (reserving room before encryption) algorithm, based on the order of image encryption and room
operation. The VRAE algorithm vacates space by compressing the pixels of the encrypted image. This compression yields
only a limited amount of space due to the high information entropy of the encrypted image. In contrast, the RRBE algorithm
primarily compresses the image using pixel correlation before encrypting it. The original image has lower information

entropy; thus, more space can be reserved before encryption. This paper proposes a new RDHEI scheme based on bit-
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plane compression containing opposite bits and leverages the correlation between the encoding information delivery effi-
ciency and adjacent pixels to improve the performance of reversible data hiding in encrypted images. Method First, bit-
plane rearrangement and pixel prediction methods are adopted to ensure the utilization of the correlation between adjacent
pixels. The image owner initially divides the original image into several equally sized blocks and calculates the prediction
errors of the original image pixels. Afterward, the eight bit-planes of the processed image are rearranged. In the phase of
bit-plane compression, a combined encoding method containing the opposite bit is introduced. Specifically, based on the
threshold length, the image bitstream is divided into continuous and discontinuous streams for compression. After com-
pressing a continuous bitstream string, the next opposite digit at the end of the string is include; that is, each long com-
pressed bitstream adds an opposite digit. According to this rule, the rearranged images are compressed and sequentially
placed in each high-level plane with additional information. Encryption and scrambling operations occur at this point. The
room in the low-level plane is then vacated, and the information hider embeds the data into the reserved space of the
encrypted image. Finally, the image receiver extracts the original image or secret information without loss based on the dif-
ferent keys used. Result Experimental comparisons with six advanced methods on six standard test images and two common
datasets, namely BOSSBase and BOWS2, are conducted to evaluate the effectiveness of this algorithm. The embedding
rate is used to measure algorithm performance, while peak signal-to-noise ratio (PSNR) and structural similarity (SSIM)
indicators serve as quantitative evaluation metrics for lossless reversible recovery. Experimental results show that the aver-
age embedding rates of the proposed algorithm on the BOSSBase and BOWS2 datasets are 3. 818 3 bpp and 3. 694 3 bpp,
respectively, demonstrating superior performance compared to similar algorithms. PSNR and SSIM are constant values
equal to +o and 1, indicating the reversibility of the algorithm. Conclusion The proposed algorithm uses the image correla-
tion of the original image and effectively explores the potential of the encoded and compressed information during the encod-
ing and compression processes. This algorithm addresses the issue of compression loss caused by the short and large num-
ber of continuous bitstream strings in practical applications, thereby improving compression efficiency and enhancing the
embedding rate.

Key words: reversible data hiding in encrypted image (RDHEI) ; containing opposite bit compression; combined encod-

ing; prediction error; bit-plane; embedding rate(ER)
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Fig. 1 An example of the pixel prediction area
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Fig.2  An example of the bit-plane rearrangement
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Table 1 The experimental results of the proposed algorithm on BOSSBase and BOWS2

Wit it A% /bpp R Z AR Ibpp S AZ/bpp  MSE  PSNR/AB  SSIM {5 BRI 2
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Fig. 8 Histograms of the Lena image at different operational stages ((a) origin image I'; (b) encrypted image I ; (¢) stego image I,)
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Table 2 The proposed algorithm’s bit-plane compression bitstream length in different test images

and test datasets (average)
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Hes 458 fir 557 5560 5550 4 34 20 514
Airplane 262 144 262 144 5613 13 704 24 830 59 924 154 682 262 144 262 144
Lena 262 144 262 144 3191 15241 50 501 140 052 262 144 262 144 262 144
Baboon 262 144 262 144 31029 124 044 218 806 262 144 262 144 262 144 262 144
Jetplane 262 144 262 144 3182 17 655 49 903 102 318 199 359 262 144 262 144
Tiffany 262 144 262144 4227 15 066 51 349 121 422 255 486 262 144 262 144
Man 1048 576 1048 576 15191 76 776 290 663 865 398 1048 576 1048 576 1048 576
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(T8 262 144 232 550.5638 6569.8529 25379.9956 58392.5760 96998.5229 147 117.8342 189 286.318 1 234173.2352
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CE4) 262 144 242 050.6624 6506.4141 27734.8352 65462.5997 108 401.7869 151 023.7798 209995.694 1 235470.848 0
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Table 3 The auxiliary information length, net payload, and ER of the proposed algorithm on

test images and test datasets (average)

HIFENESR i 1 AR A E b HEE B E b HAR R /bit A /bpp
Airplane 5 18%5 115 1051 760 4.012 1
Lena 0 18 %0 25 839 476 3.2023
Baboon 3 18 x3 79 412 440 1.573 3
Jetplane 1 18x 1 43 938 168 3.578 8
Tiffany 5 18%5 115 862 963 3.2919
Man 125 18 x 125 2527 2943911 2.807 5
BOSSbase (*F-)) 12.828 8 18 x 12.828 8 255.918 4 1000 951.295 1 3.8183
BOWS2(F-¥) 0.6813 18 X 0.681 3 37.263 4 968 440.568 6 3.694 3
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Table 4 Ablation experiment results for the containing the opposite bit method

/bit

B SAor Kadr SAir
hadt] — —
HELEIOER  ERPEOE  RARKAESWARKIE LB PRI RS AR
8 9724 68 482 242 9094 67 940 241
7 215 360 45090 117 297 53671
6 1031 1728 7 892 959 1087 7041
5 3129 7 648 1970 3655 5024 8251
4 9043 24 156 791 9740 17 457 457
3 13 175 55 064 195 13732 48 831 162
2 10 586 68 694 31 10 246 65 637 35
1 10 082 69 999 31 9816 67 125 31
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Table 5 Comparison of time complexity
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