E-mail: jig@aircas.ac.cn EPEI%&%??E

Website: www.cjig.cn JOURNAL OF IMAGE AND GRAPHICS
Tel: 010-58887035 O HEERERFRIRINFE

FEGES S P20 XERFRIRAE: A XEHS: 1006-8961(2024)07-2075-12

®5 AHE:Xi X, QuC Y, Hou X and Du J L. 2024. Vector map watermarking utilizing the ratio invariance of hybrid domain. Journal of Image
and Graphics, 29(07):2075-2086 (2 JI, #EALE, F60 , Mt . 2024, 8 IR A B LA AN T 00 25 e R Ep s . P B 2 DB 2548, 29
(07):2075-2086) [ DOI : 10. 11834/jig. 230305 ]

ZREAELEANEENREE KR X

= B oL =e 2, ST
X', ERE ', FE AEL
1. FRINBH R F s R R 502 TR BE , 200 2150095 2. 0 FERE24 e T ok s 2 2 1 S 28
LR B SO S WIEARSE AT, 50 2100085 3. FRHLBRR SORF B LW — VA .0, 50 210008

M OE: BRI TR O i K EVRE T A A B U e R IR A iR AL EBEL, H.
R AR FEME L, SEHBE 12 R o Rtk AR SCHE I T B N AR e (discrete wavelet transform , DWT) #1458 5427 F(H
53 f# (complex singular value decomposition, CSVD) ZRE FLAEAE R 7 9 /K BT iR A, il 28 BOBCR IR A it Az 5 | il
(quantization index modulation , QIM) 48 H T — Rtk A5 B 0] # 0Y B A M 5 s L KK BN 1L . s FIFEAG Pl
— % e SIS M PR AE S, R TRAE A S BT 81 0 S B 81 AT TR DWT, 45351 — 2R R Ho —
JE R FREL . AEMHEA T R CSVD 23 3 2 ARARUR =5 490 3% B0 w08, I LAAT S8 L BLVE R 7K iR AR
TEIK BV A B BE , X 28 85 HOAB R R 538 A 28, 368 a9 ) s R ) 7 e (L LU (DR FE /K BV IR A R 22, JF S BUK BN R,
BIHPEI . EER SERHT 3RO LT OB A SCH 0 DP RS e A N4 i A 21 Tt vh S B K R TR (R B9 VA —
FEAH 2 225U (normalized correlation, NC)E MK F 0. 6 3£ T2 1. LA, 7R BT L fai AL A LA Moo (AT B AL & 0t
AR SCRE S RERS SR IBGT NCAELN 1 RK ENIRR AT X D7 s SRR MESE AT o AE AN o] D5 T, AR SCHe vk
FILARF, K BV A TE IR 2E WA RITE 2RI . G518 AUy ok 5 b KUK EN AT 1 22 SR Sl s 46 1)
FOMEAE J 7K B A, B R 2 A MERNRR A , 7T LA O dk P )RR DR AP B (R 2 2%

KB BN (DWT) 3 S B0a7 5 (CSVD) 5 R A BT /K ED % i ]

Vector map watermarking utilizing the ratio invariance of hybrid domain

Xi Xu', Qu Chengyi', Hou Xuan®®, Du Jinglong"
1. College of Geography Science and Geometrics Engineering , Suzhou University of Science and Technology, Suzhou 215009, China;
2. Key Laboratory of Watershed Geographic Sciences , Nanjing Institute of Geography and Limnology, Chinese Academy of Sciences ,
Nanjing 210008, China; 3. Lakes-Basin Subcenter, National Earth System Science Data Center, Nanjing 210008, China

Abstract: Objective Traditional frequency domain-based vector map watermarking algorithms often embed watermarks by
directly modifying transform coefficients, resulting in limited practicality due to unpredictable embedding locations and
difficult-to-control embedding strengths. To address this issue, this paper explores the ratio of coefficients between discrete
wavelet transform (DWT) and complex singular value decomposition (CSVD) as a new watermark embedding domain and
proposes a robust vector map watermarking algorithm with controllable embedding strength by integrating coefficient ampli-

fication and quantization index modulation (QIM). Through the development of watermark embedding domain mining and
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watermark embedding method, the overall performance of the frequency domain watermarking for vector maps is enhanced
hence improving the practical utility of watermarking in vector maps. Method In the process of data preprocessing, the
watermarking scheme uses the Douglas-Peucker algorithm to extract feature points from the vector map and constructs a
complex sequence based on the feature points. The complex sequence is then subjected to a two-level DWT to obtain low-
frequency coefficients (AC2) and high-frequency coefficients (DC2). On the basis of this approach, the singular values of
AC2 and DC2 are calculated using CSVD, and the ratio of singular values is used as the watermark embedding domain.

Theoretical analysis determined that the ratio can remain unaffected by geometric transformations of rotation, translation,
and scaling, and has a high degree of robustness; likewise, the singular value is relatively stable and insensitive to changes
in a few coordinate points. In the watermark embedding stage, the coefficient ratio is appropriately amplified (the ampli-
fied coefficient is 10%in this study) , and the QIM method (the interval step size in QIM is set as 10 in this study) is used to
modulate the amplified ratio of singular values to control the embedding error and achieve blind extraction of watermark
information. Result We compared the proposed watermarking with three state-of-the-art saliency schemes, namely, DWT-
CSVD mixed watermarking algorithm, single watermarking algorithm based on DWT, and the mixed watermarking algo-
rithm based on discrete Fourier-transform frequency domain and spatial domain. After watermark information is embedded
into various datasets with different watermarking algorithms, watermarked datasets are subjected to different degrees of geo-
metric attacks, coordinate point attacks, clipping attacks, and combination attacks, and watermark information are
extracted under various attack modes. Experimental results show that the proposed algorithm has good invisibility and com-
prehensive robustness. The difference between the original datasets and the watermarked datasets is difficult to perceive
with the naked eye, and the greatest coordinate disturbance induced by watermark embedding is less than 3. 92 x 107, indi-
cating a solid error control effect. Under various degrees of common geometric attacks, cropping, simplification, and coor-
dinate point editing, the proposed watermarking algorithm can always extract the watermark images with an NC value of 1.

Even under multiple attack modes involving multiple random combinations, the proposed algorithm is able to extract clearly
identifiable watermark images. With the traditional frequency domain vector map watermarking approach, achieving such
high performance would be challenging. Conclusion The proposed vector map watermarking algorithm exploits the ratio of
multiple frequency transforms as the watermark embedding domain, which is secure and robust and can provide a technical
reference for copyright protection of vector maps.

Key words: discrete wavelet transform (DWT) ; complex singular value decomposition (CSVD) ; embedding domain;

digital watermarking; vector map
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Fig. 2 Test vector maps ((a) administrative division map;

(c) Tl Hh &l

(b) road map; (c) river map)
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Table 1 Detail of experimental data

K2 Bzl TFAL To 4L
AT X ) ] 924 429 463
% 24 8597 36 724
T 24 7027 135 185

T3

(b) IMZEEKEPIE
3 KEIEME

Fig. 3 Watermark ((a) original watermark ;

(a) JEHAAKED

(b) encrypted watermark )

3.2 AARMESH

VPR R IR 22 P iR 22 P T AR IR 224 K
ENRE AT LR PP FE AR . SR R EOR R B M
H10°, 2K QN 100 REGIETR UK 2 PR, 4
FLIR IR B E SRY B R TR 22 B A 2 K2
I HAFBIR2E I T RIR 22 KR T 0,

P 4 JE7R 1 7K BV S R 4t TR 5 i 3 1]

®2 AURMRBER

Table 2 Experimental results of invisibility

/m
K2 HRIRZE TR BRI
B X A 6.81 x 107 1.80 x 107 1.43%x 10
BB 453x10° 326x10°  297x10™
b 3.92x10°  1.61x10°  1.15%x10™
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Fig. 4 Overlay and detail enlargement between

the embedded and original road maps

3.3 EEMSH
3.3.1 JULfadd

W& 4 il A #% (votation , scaling, and trans-
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S % i M LA S B N R 38 B 00 B g A R
VE o 5256 X BOCHE AMOAS [R) 5 B 19 i e 7 8% R 4 ik
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JCVE B U TE 6 97K B ; Gaata (2018) f) 55 1 1 RE

x3 JLAREXRBEER

Table 3 Experimental results of geometric attacks

Y2 g 3 AL QuZE A (2022) Zhang %5 A\ (2020) Gaata(2018)
10° @NCZI E]ch1 @NC:I .NC=O.43
et 110° @NC:I @chl @chl .Nc:o.m
210° @NC=1 @Nc=1 @NC=1 .NC=0.43

0.71f% E:]chl ﬁm 0.49 @NCzl E:]NC:I

AT 1.34% E:]NC=1 ﬁm 0.54 @NC=1 E:]NC=1
191 @chl %cho.ﬁ @NC:I @NC:I

10 m @chl @chl @NC:I @NC=1

TR 20 m @chl @NCzl @NC:l @chl
500 m E:]NCZI @NC:] @NC:] .NC:0.43
10°,0.7,10m E:] NC=1 ﬁ NC = 0.50 ﬁ NC = 0.46 . NC = 0.43
A LIl 1107, 1.3,20 m @ NC=1 :9 -_NC =051 % NC = 0.49 . NC = 0.43
210%, 1.9, 500m @ NC=1 ﬁ NC =0.52 ﬁ NC =0.55 . NC = 0.43
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2ot A Re S LT RST Xoili , HAERBOL T X LL vk
3.3.2 fafkrah

LI S A K 4 iR, B TASCE L
FTQuAE A (2022) BYSEIE PR K Bl A ZFRAE A,
DAL I B 1 B A A 8 M HIK e T A il o Zhang 55 A
(2020) £ A5 Z 368 R 23 5] 385, W] B A 7K B T2 []
7K BN e A M ST T A il . Gaata(2018) (1

SRR AE 5% Y AT Ab 238 T B IBCHR 55 hy 17 Wb 114 7K B
K5 (5 24 f7i 1L 3R 30% F1 50% I, %58 1k 0 vk
B E AR 1K ER A, SEge 25 LR W], ir SR 83 1 XoF 1
P BAT Bk

3.3.3 BOsTE
W SR 25 AN S B s . FTREE & Qu
25N (2022) |\ Zhang %5 A (2020) ) 5 15 7E 90% 34 i

FeAF) R AT BT 2 B NCAE M 1 7K ERE 5 Gaata(2018)

x4 MEEAREZIRER

Table 4 Experimental results of simplification attacks

faifb /% El 2 AL QuE A (2022) Zhang %8 A\ (2020) Gaata(2018)

B A e:] NC= 1 E:] NC=1 E:] NC=1 E NC =093

5 1 @chl E:]NC—I @NC:I @NL 0.97
i @NC:I @chl @chl _@Nc 0.92

FrEUX &I @chl @chl @chl ,C %Nc 0.60

30 it @NC=1 E:]chl @Nc:1 @ENC 0.82
taR @NC=1 E:]NC=1 @NC=1 ENC 0.76

FrE X &) @NC:I @NC:I @chl %Nc 0.62

50 % @NC=1 @chl @Nc=1 %Nc 0.59
Tl @chl @chl @chl %NC=O.53

03 | AL 03[ = A 031 = A
02 |2 QuFA (2022) 02} o QuFEA (2022) 02l o Qu A (2022)
| —=8-Zhang Z¢ A\ (2020) “| —8-Zhang Z£ A\ (2020) | —=—Zhang Z£ A\ (2020)
0.1¢ Gaata (2018) 0.1r Gaata (2018) 0.1r Gaata (2018)
0 10 20 30 40 50 60 70 80 90 0 10 20 30 40 50 60 70 80 90 0 10 20 30 40 50 60 70 80 90
HaIELA)% B 51/% HaELA)%
(a) FTECIX R (b) S A (o) TTEHY

KI5 T s i S g 2

Fig. 5 Experimental results of vertex addition attacks ((a) vertex addition of the administrative division map ;

(b) vertex addition of the road map; (c) vertex addition of the river map )
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i AR AL EAR T R X S it E sk BN E %

FIR) 1 T 189 LG5 10% 10 25 12 R S 3R 7K BN IR
NCAEAEB T 0. 8, FLFH %5 34 o5 i 48 K, NC{E 248
AN TN TS AE AR RRIE A A S
5K EPFR IR, PR AR B3 1 B S HR B AT 55 LU A7) 7y T st
BN . Gaata (2018 ) 53 19 7K B3R B 37 1) T 557
B R A, DR I T00 o7 3 i g o e P A 22
3.3.4 MG

1 F NCAE KT 0. 85 it 1 3 12 #5843 ¥ H RA
JIr )& , PRLHORE 0. 85 B R i, BV NCAE R T 0. 85 ML
BOK ENEE IO o 6 25 Hh T I i S B 2 R

T A LG BN T 16% B, BT HR 59 R Qu 45 A (2022)
AT B NCE K T 0. 85 BY/KENE s Zhang 25 A
(2020) 515 7E 28% A A5 L A9 T 75 BE F B NCAE
1 9K ERA ; Gaata (2018) X RETE 2% A4 M A5 . 191l
TR EOKED . TR LR v 2 ™ 5
R 2 b DR B, R LG A 5 0% ) ot A o v TRl P, 4
B RS
3.3.5 Hujdh

X5 7K ED Y 2k o 1 ] 43 ) R BT 1/8 L 1/4 (172 IX.
WG PEBOUKED, g5 Rk s, HFARL K QuiE A

1)

205 . Q0.5 ,
04| AL 04 A AL !
03 [ o QuE (2022) [ ——Qu ZE A (2022) 03| QuEA 022)
: &— Zhang 5§\ (2020) 8— Zhang Z¢ A (2020) : 8— Zhang 5¢ A (2020)
02 Gaata (2018) 02 Gaata (2018) 02} Gaata (2018)
0.1 ¢ NC =0.85 0.Ir NC =0.85 0.1¢ NC=0.85
0 4 8 12 16 20 24 28 0 4 8 12 16 20 24 28 O 8§ 12 16 20 24 28
IR L 451/ % TR EE A1/ % MRS EE 451/ %
(a) FFBX M £ (b) JE M £ (c) VAT
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Fig. 6 Experimental results of vertex deletion attacks ((a) vertex deletion of administrative division map;
(b) vertex deletion of road map; (c) vertex deletion of river map)
HEWELGHER
Table 5 Experimental results of map cropping attacks
H T El 2 A QuZEA(2022)  Zhang%F A(2020) Gaata(2018)
s @ @t @ I
wom @ B B S
N
s @ B B €.
TrBbckl @NC=1 @chl @NC=1 %NC=O,SS
. ]
174 I @NC:I @chl @NC:I %%NC:O.W
K
VAl v H
T @NC=1 @NC=1 @NCzl B4 NC =051
-
Bkl @ NC=1 @ NC=1 E] NC=1 %%5 NC =0.56
L
172 I @NC:I @NC:I @NC:I %NC:O.M
ol v2s E 1
i @NC=1 @Nc=1 @NCzl %NC=O.SI
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(2022) Zhang %5 A (2020) {526 ) LA SR L2
A SR, DRI AE 1/8 . 1/4 F1/2 B8R 3T B0l B 1
AR U WER A K ENIE . Gaata(2018) B3 75 16 £
B 1/8 DX ] LAFE B 1E 0 9 /K ER A S, (LB %5
BT AR K, SRR K BRI NCE TSIk 4 0. 6.
g5 R W], T B L e 05 A 0 H RIS B b 1 B B
Hifi o
3.3.6 HHEWH

h T RIE PR A XA A BGE  E EE

L SR (al) , 10% itk (a2) , 1/8 #iBY (a3) A .2
B RGH RBCE AL Bl e s NSk 6 i
o SRR, TR AR 3R G Dy UM AT E Al
SV TP ARSI NC R 1K ERE . QuZiE A
(2022) il Zhang 25 A (2020) (5312 H g M fai fb ik
5 21 A el P PR HCP IR B 9 KBRS E o Gaata
(2018) (B IEALREHCP AR ORI BY (2l & Tl o 45
TR, PR A T AL A O 1S R SR X L

xo6 HAAWEHEXEHER

Table 6 Experimental results of compound attacks

HEIr )= AL QuZE A (2022) Zhang % A (2020) Gaata(2018)
TR A NC=1() NC = 0.63 (x) NC = 0.52 (x) NC = 0.49 (x)

al, a2 iH B NC=1() NC = 0.52 (x) NC = 0.47 (¥) NC =0.55 (X)
b B/ NC=1() NC =0.56 (x) NC =0.53 (x) NC =0.51 (x)

AT X &) NC=1() NC = 0.54 () NC = 0.57 (X) NC=1()

al, a3 T NC=1() NC =0.51 (x) NC = 0.56 (x) NC=1()
T NC=1() NC = 0.55 () NC = 0.52 (x) NC=1()

FTHUX & NC=1() NC=1() NC=1() NC = 0.52 (x)

a2, a3 B NC=1() NC=1() NC=1() NC = 0.46 (x)
T NC=1() NC=1() NC=1() NC = 0.51 (x)

FTELX K] NC=1() NC = 0.48 (x) NC = 0.49 (x) NC = 0.53 (x)

al, a2, a3 % NC=1() NC =0.55 (x) NC =0.51 (x) NC =0.53 (x)
i NC=1() NC = 0.47 (x) NC = 0.48 (x) NC = 0.47 (x)

xR K EMR IR I, N R s al F1 LSRR a2 2% 10% #1423 2% 18 3

4 WSS

LRI, 2 2k i 1] A 0 A Sl 8 K BV R AT 5
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TRA R K ENS.

T B AT AR EUK BN A SR e &
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Wili 5 JC 5 oy MUK EDR . o AR SR /K En
% 7 EA AT RO ek B B A ] A
LT 0T LIGE B 4 Arnold 53725 16 21 5 55 1Y
IKENLE A o T A SCOR 00 O i i PRI A s P 91 3
GREZZE S W W& 0VEss I3y
)0 o P 25 8] (A TS AL RE RO 4 e, X 22
FRRE 2 ORI /N . 5341, i8] 5 23 18] A 1 35 0 i
%5 TK NG B P, T % b T2 A BY B 48
EOT A, PRI TA A T FE 2850 A7 B 0] 02 [R] A 2 B A
(o TE R AL DT T, A SCEE R 1 RERE N T TR
LI SN 3 T T M Ok B R B4 a4 i
K1 JE (scalable vector graphics, SVG ) 4% =0 #Y %
Bl | WS BIE RIS h AL AR 7 81 3 T A, 7T AT
o B S ) T A I AR A 5 R S K B LY
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