E-mail: jig@aircas.ac.cn EPEI%&%??E

Website: www.cjig.cn JOURNAL OF IMAGE AND GRAPHICS
Tel: 010-58887035 O HEERERFRIRINFE

REESES TP391 XEFRIRED: A XEHS: 1006-8961(2024)07-1875-14

X5 A :Chen Y H, Du X, Wang D H, Wu Y, Zhu S Z and Yan Y. 2024. Universal detection method for mitigating adversarial text attacks
through token loss information. Journal of Image and Graphics, 29(07) : 1875-1888 (B3, khffk, FRJE, S35, RIFHE, /™. 2024, A pidiisk
{5 B8 L SCAR T AR I . 4 R 24, 29(07) £ 1875-1888) [ DO : 10. 11834/jig. 230432 ]

LRI RS B BIE AR S A

MR A, EREL BRI R,
L TR T A2 B L S 15 B TR e A B ) S G R TS0 % T 361024
2. BEITRSFA(E B4, EIT 361005

M OE: BW SORUPISE 85 o S R e A R SR ety o LAGE JH ik & 4% (universal trigger, UniTrig-
ger) A ARSI T8 T 52 9] 284 A o X SCAS SR AT: 55 36 )™ 9 5200, 3205 ¥ Ao A R 5 Tt e 90 (45 B AR A 2 0
R IR,y T ARARIE I SOA i e a8 B AR A SO UM RE ARG I g TP A8 2 5 &, B2 4 —Fh e T
A A5 R AR A5 8L A X T SCAR K 7575 (loss-based detect universal adversarial attack , LBD-UAA ) , £ X} UniTrigger
Wk A TR . FiE B S LBD-UAA 43 &1 HAREEA S IS AW 41, FL U580 13 4 1 4 Rt e Ao B
(token-loss value, TLV ) DL FES7 4 REA T 5 A1) 36 Hi}:%?Uanrlggerﬁlﬁfmﬁl‘ﬂ?ﬁUfglﬁ]%*Eéunﬁ&ﬁ
442 P 9 A 10 A A BEE (1Y 22 S A I 25 b o BB R T AT XU SCA K . SR Gl AE 4 BE AR Bk
PEREASIN SE 46, S0 TR P4 7 ik A A e . S5 RR BT, M7 IEAE X UM EREAS UM MR 3 15535 97. 17%, Bﬁﬁ%ﬁjﬂi
AR FRGE ] 100%. 5 A 3 FRGIJ5 75 4 1L, LBD-UAA 76 B SR FH A A0 S PERE K 511 99. 6% F16. 8% , 5L
PR BB [RY IS 300 ok 35 S 0 A DRI e A DU P 1 ) R R IR 2 50% 0 8518 £ X UniTrigger AR AYESE
38 APk Bk 5 Hh LBD-UAA K2l 7 ik , I8 22 Rdin b WU e D BRI 45 5L , 8 SCAR K oA I #2446 —Fh
TAHBMZHHLH

KEIR : SORXIHUREA 38 T fih 4% 5 SCAS 7328 5 TR BE 7 > 5 XUk AG

Universal detection method for mitigating adversarial text
attacks through token loss information

Chen Yuhan', Du Xia'", Wang Dahan', Wu Yun', Zhu Shunzhi', Yan Yan’
1. School of Computer and Information Engineering , Xiamen University of Technology, Fujian Key Laboratory of Pattern Recognition and

Image Understanding , Xiamen 361024, China; 2. School of Informatics , Xiamen University , Xiamen 361005, China

Abstract: Objective In recent years, adversarial text attacks have become a hot research problem in natural language pro-
cessing security. An adversarial text attack is an malicious attack that misleads a text classifier by modifying the original

text to craft an adversarial text. Natural language processing tasks, such as smishing scams (SMS) , ad sales, malicious
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comments, and opinion detection, can be achieved by creating attacks corresponding to them to mislead text classifiers. A
perfect text adversarial example needs to have imperceptible adversarial perturbation and unaffected syntactic-semantic cor-
rectness, which significantly increases the difficulty of the attack. The adversarial attack methods in the image domain can-
not be directly applied to textual attacks due to discrete text limitation. Existing text attacks can be categorized into two
dominant groups: instance-based and learning-based universal non-instance attacks. For instance-based attacks, a specific
adversarial example is generated for each input. For learning-based universal non-instance attacks, universal trigger (Uni-
Trigger) is the most representative attack, which reduces the accuracy of the objective model to near zero by generating a
fixed sequence of attacks. Existing detection methods mainly tackle instance-based attacks but are seldom studied in Uni-
Trigger attacks. Inspired by the logit-based adversarial detector in computer vision, we propose a UniTrigger defense
method based on token loss weight information. Method For our proposed loss-based detect universal adversarial attack
(LBD-UAA) , we generalize the pre-training model to transform token sequences into word vector sequences to obtain the
representation of token sequences in the semantic space. Then, we remove the target to compute the token positions and
feed the remaining token sequence strings into the model. In this paper, we use the token loss value (TLV) metric to
obtain the weight proportion of each token to build a full-sample sequence lookup table. The token sequences of non-
UniTrigger attacks have less fluctuation than the adversarial examples in the variation of the TLV metric. Prior knowledge
suggests that the fluctuations in the token sequence are the result of adversarial perturbations generated by UniTrigger.
Hence, we envision deriving the distinct numerical differences between the TLV full-sequence lookup table and clean
samples, as well as adversarial samples. Subsequently, we can employ the differential outcomes as the data representation
for the samples. Building upon this approach, we can set a differential threshold to confine the magnitude of variations. If
the magnitude exceeds this threshold, then the input sample will be identified as an adversarial instance. Result To demon-
strate the efficacy of the proposed approach, we conducted performance evaluations on four widely used text classification
datasets: SST-2, MR, AG, and Yelp. SST-2 and MR represent short-text datasets, while AG and Yelp encompass a vari-
ety of domain-specific news articles and website reviews, making them long-text datasets. First, we generated correspond-
ing trigger sequences by attacking specific categories of the four text datasets through the UniTrigger attack framework. Sub-
sequently, we blended the adversarial samples evenly with clean samples and fed them into the LBD-UAA for adversarial
detection. Experimental results across the four datasets indicate that this method achieves a maximum detection rate of
97.17%, with a recall rate reaching 100%. When compared with four other detection methods, our proposed approach
achieves an overall outperformance with a true positive rate of 99. 6% and a false positive rate of 6. 8%. Even for the chal-
lenging MR dataset, it retains a 96. 2% detection rate and outperforms the state-of-the-art approaches. In the generalization
experiments, we performed detection on adversarial samples generated using three attack methods from TextBugger and the
PWWS attack. Results indicate that LBD-UAA achieves strong detection performance across the four different word-level
attack methods, with an average true positive rate for adversarial detection reaching 86.77%, 90.98%, 90.56%, and
93.89%. This finding demonstrates that LBD-UAA possesses significant discriminative capabilities in detecting instance-
specific adversarial samples, showcasing robust generalization performance. Moreover, we successfully reduced the false
positive rate of short sample detection to 50% by using our proposed differential threshold setting. Conclusion In this
paper, we follow the design idea of adversarial detection tasks in the image domain and, for the first time in the general text
adversarial domain, introduce a detection method called LBD-UAA, which leverages token weight information from the per-
spective of token loss measurement, as measured by TLV. We are the first to detect UniTrigger attacks by using token loss
weights in the adversarial text domain. This method is tailored for learning-based universal category adversarial attacks and
has been evaluated for its defensive capabilities in sentiment analysis and text classification models in two short-text and
long-text datasets. During the experimental process, we observed that the numerical feedback from TLV can be used to
identify specific locations where perturbation sequences were added to some samples. Future work will focus on using the
proposed detection method to eliminate high-risk samples, potentially allowing for the restoration of adversarial samples.
We believe that LBD-UAA opens up additional possibilities for exploring future defenses against UniTrigger-type and other
text-based adversarial strategies and that it can provide a more effective reference mechanism for adversarial text detection.
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8) end for;

9) YTLV e TIRESL 279 &L T;

10)  df = argmax(T) — argmin(T);

1) ifdf > a:

12)  x— {x|x € adv YIXFHOEREAS;

13) else:

14) x— {x|x € ori IR IGFEA

TG R4 ) A R A BRI 8, AR
TLV BREUE R B e R R S ME AR N RS HME, Kb df
ForaEMRPNRRERE, LIREARIY
df = argmax(T) — argmin(T), Horp Ty & RES
[ B, 3256 & BEAE UniTrigger X0 19 4 FLF 51 75
TLV (1 B A8 A2 A B sh /0, RLORE df PR R A
FEASTE X B P ARG DU 25 1) 540 R AE , 150 W A2 4k
W oo BRI o 5 i, o A e 12 8 1 ) ) B o A A
RXFHOREAS, A T e A . 7E55 3 19 i S
HETEAN IR O [F] 26 BRI B T T e A RIS Bt
FEATE BH o ALY R IUE B

3 ZWERNSW

3.1 KBRE
3.1.1 EdadE

Bt 4 R FHAE AR TR & AL BT I 4 2
T3 SCR A B AR S REASOR IR, 4 3% 4 I , SST-2
(Wang 55,2018 ) J& — > ZuiH A B Bl 45 , el 5
] 0T 3 R 2 A T N R A PEAG 17 1 o3 A A 28
B 2800 1h 1E [a] 155 R AN G 18] 175 B ZH L. MR (Pang
Fl Lee, 2005 ) i T IMDB (internet movie database ) [%
U LTS, HARIEARZE 70 2, T 3RIB X |
SR, R PR RO AR 2 R T RSO B 4R
K SCARR 4 3% ] AG (ag news topic classification
dataset) (Zhang & 2015) F Yelp (Zhang & 2015),
Horp, AG 808 S A0 3 4 AN [ S5T380 1 5 1) SC &
(Business , Sports, Science/ Technology, World) , % &
SCEARSTIC T — NS bR4E , T T 3570 ir s ) s
29 Yelp B Yelp Pk 09 H P PFIS 4%, 2
FUOF R ZE B PEAN T A 200 B 1 B 2R, i
B 4R 1 - S RE AR K B 1K 581,56 AT AL
JIT A S IS H Al 4R A AR A Ry SR AR L 1
SJRE MPUREA IR REAS
3.1.2 JrRpml

TER R S E Y RO 73 24T 55 h i
L4 BILSTM 478 (McCann %5 , 2017) 11 A B 4 %
%, [AIHE UniTrigger BCdy N AE N 52 3 #4600 44
FRRERIREAR DY — Bt . Wk 4 iR, SE 8 1E 1
B3 AR AR 3 NN RSO G AT 55 A AR R
XFHUREAS (A4 . IR 25 R b i) LU Y, Bk MR
A, AR A AE BILSTM LAY R Il 25 7= 1
Sy AR BRI DR i M MR % . BAAOR UL, SCAR S5
2K A% (%) HE W A 53 5 AT IA 97.08% . 93.20%.,
87. 17% M 73. 52%. AN, FE L — 2 19 S5 vh B
LBD-UAA 15 I X 73 A RURE B2 A e 115 B0 T 473 4%
HATRGR B POREAS R R A L%, B LBD-UAA 2
— PR ARSI 7k
3.2 WHEEARER

K Hl UniTrigger 18 3CH 5 Bt A AU HE SR 1 Oy Sk
LU O UPEREAS . T 44 Bidl B 140 R 9 S8
YEAE | DRI S 86 2% T 300 4 Y word2vece 1) 1k A 1] £
(Li 55,2018 ) %8 i A i A REAS A= JSGT 10 1) ][] £ 25
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BRI S 7E I g p I RIS 51, OF:
TR A TR SR AN AR B T2 S AR TREAS
2 W8 S ol 5 SCi i # A 3 I  the " W1 HR AL BN
FeA o AR/ 32, IR AR R AT 2 Hif
HER P B8, HBELE 5 S s A, B
PR IEARCYBORE A 30 4L U LA & % il e 4 o A
JI A IR FP A IR B0 3 51 9 2 W 532 1 R
TR SRR I 2 B AR AR N R IUREAS s 72 BT A

KA By 28 EAf A b e BORE AR S T
FEAS o 325 TR 40 B vhod) BT A7 2 ) kAT Bty
I 7= H L 30 F 50 LA R R R 28 3 7 37 #1] UniTrigger
ik IR R 2 RS B UAA-ace 18 R 5 2R i
Pkt 2l 3 81 e AL A3 S HERG R . iZdE bR
LA BT 5 2 A i 18 ol I e, 1
JETE AG T 1Y Sports FE X ik F 1. 57% 1) T
e

F4 ZHRHIEE
Table 4 Dataset statistics

G 1155 wa ZEL YRR MR ST HERR 3R (BILSTM)/ %
SST-2 155 &3 AT Bk 2 6920 1821 19.28 87.17
AG B2 Y 4 120 000 7 600 43.64 93.20
MR 155 &3 A it 2 17 976 1067 20.40 73.52
Yelp 135 IS A ity 2 560 000 38 000 581.56 97.08

#5 E T UniTrigger W T&EFHBNFET
Table 5 Perturbation sequences for each category under UniTrigger-based attacks
ol de e sy UAA-acc/%
Positive Ransacked sorriest garbage 14.49
SST-2
Nagative deeply compassionately smoothly 8.18
Positive Buttercup actuaci flavorless 7.36
M Nagative Scrumptious scrumptious sparklingly 14.33
Positive STALE LeKisha people.Tons sigothers 2.38
velo Nagative Creamiest abodigas OPI-celebrities.Chances 29.67
Business AIVD hominoids okapi 2.00
Sports 1.5B. CRC32 Firaxis 1.57
A Science JOINS sharemarket Yukiko 26.05
World Colts.com KTAR NFLPA 25.84

3.3 HiiEse
3.3.1 PR

SCARTE TG 5256 v Bl AL 326 ORI A ] A X B e
A5 G FEAR SR AT A R A AL | 3 5 HE
B A N BIRE AR LR B LBD-UAA il 75
BRI g TR B LU F 3TN A5

1) Precision, FH T 3/~ LBD-UAA 7EAEA4E |
IR R RTPUREAS AR AR o B S R XUREAS 1 LA
SR X PP EREAS A I ] B e A

2)Recall, FiF 3R LBD-UAA 7EREASE | HI 2

R XFBUREA B REASTE T A ST BUREAS i L 3], 2 A
SRR AR I H F T8 AR

3)F1l, %4 Precision 1 Recall B9 34 PF 45
i, S B XA ARSI R FH R R o

F 6T LBD-UAA R T X Bir 5 FEAS 1) Kz
25 R ‘Iu%m,%ﬁﬁ%rw\iﬁﬁﬁiiﬁL
S0 A v PG U 1 i, 4 TR A0 R A 43 S B i A &
95%=2. 0%, AGHHJE4: 1 Business 2 51| SCAHI Yelp
B Positive JE 51| SCAS , XU AR A II0RS BE =
ik 97. 17% F196. 98%, MM 7E SST-2 44 4 H Negative
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FMHA 73, 86% 0 Hr JE A 32 28 5 R B AR
1 3% 3] UniTrigger Bt B BF a8 B 3 A4~4 FiL P 91 A
5K, X L Yelp B4 4 i BE AP 24 K O 581. 56 1
53R B B S AR B R B TLY Lo
Fes , BIDHOARAS s v 5 IR AR AR A 2 B Y
ZEFEE R

73 ]2 (Recall ) 2 A 2 A A U0 A X e A
AFEAR , LBD-UAA 7547 [0 3 _F i PR RE 3t 2400 T4
B B T X BUREAR R IR RE S i o BAR/INER I3
THEE AR AU X BUREAS  EAE IS B A
I XA A 1) 5 SR LG — A TR AR5 S e
PUREA T g2

#6 LBD-UAA T4/ SR EXARANZRER
Table 6 Experimental results of LBD-UAA detection of

four datasets against samples
1%

K gE HARZE5H Precision Recall F1
Positive 86.55 98.55 92.16
SST-2
Negative 73.86 96.15 83.55
Positive 89.17 73.43 80.52
MR
Negative 96.14 98.59 97.35
Positive 96.98 100.00 98.47
Yelp
Negative 95.46 99.32 97.35
Business 97.17 95.85 96.50
Sports 96.74 100.00 98.36
AG
Science 92.92 92.92 92.92
World 96.44 100.00 98.19

T I PR B R 2B 4 T SR AR eSS
3.3.2 EEYE

AR Y LBD-UAA S0 SCA K 7 12
P AR A A J 7 51 A 38 2 5K (6) RIUCCA 7328
i (o) X BEAS b 37 A R A REORRRE B, 28 T 7 SCAR
SFH AR AR TLY B {E B 43 A 22 5k it
X ORI . WL 1R TR 22 SRR IR o
V18 A5 £k 5 M) e 2 1 0 5 R R L 7 4 B 2 R TR
R SCARFAR AT T BB 0 5L, i IR
FEMEEETE0. 2~ 1. 6 Z M BAHNE X . KI2/M%ET
2 T 8 SCAR B £ SST-2 A 7 81 SCAR AG
B LT B o 2L E LSS . FL A LS
Ay o P SRR A LR R e R R A Sl KT 2 9%

Wriebr. M2 0T LI, F1LEUERES o THam L
Tb, IAE 1 2 WA B R i o J T & o+
PR T SO REEA— B H IRl B A A 24
ALY B AE i 28 0 28 v T AL (B R, B TLY o
PEAE , AT T BEA R 1 4 W XL PEREAR , DA LB
A BE BT AR AR T B FLAUE BT, Uni-
Trigger Wi Bt X 73 A AEAR AN TE S 5 8] P (9 JfE 55 151
B IEEY s, LR T KA HAY . UniTrig-
ger Wil R AFAEM /NI o0 B Sh AL o TLV [
J5 5 IR A TR 91 28 SRR/ I b it 7 U
Bl ELIW G A3 R A sl 67 T 2 B il FOIR 207
AT B BE A o Q2L T/ NS R PE AR A
A, SRR R R . I, LB FI
BUEP B LI AR A o = 1. 2/ N 22 A0
2 B

100.0 -@- SST-2
97.68
975k -®- AG_news 96.80

95.0 |
£ 925}
& 90.0F

87.43 87.66 87.35

8751 65,30 g 86.18
85.0 F 83.86
R25re8248

1.0 12 14 16
o

2 BfE a X} T LBD-UAA HERERY 5
Fig.2  Effect of threshold a on the performance of LBD-UAA

02 04 06 08

3.3.3 XFHSLE

SRR LBD-UAA 5 DLF 4 B X 470 kF A A6 ) 55
AT AL

1)00D (out of distribution) (Smith A1 Gal,2018) .
TRV HUREATE T SO 8] P B I R 2 0 B4
A BAT RO IR e, BB m A e v, B g )
WX HUREAS

2) LID (local intrinsic dimensionality) (Ma 5% ,
2018) . FE & LID ZEXF BT XA T4 B XHe X
A D — AR A R AR AR

3)USE(Cer % ,2018) . i X i AAEA [ L
I3 BCHIRT 5 AR TEREAS

4)DARCY (Le 55 ,2021) . {5 B 45 22 42 vh
WL AE M 4 i B S Fa B, 5 R e R
BN R, DT WX AS
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#&7 LBD-UAAZESST-2TNAGHIEEFHEEELKRER

Table 7 Experimental results of LBD-UAA threshold quantification in SST-2 and AG datasets

/%

AG SST-2
14 L
Precision Recall F1 Precision Recall F1
1.6 96.76 95.10 95.88 82.28 90.52 86.18
1.4 96.31 95.59 96.05 81.32 95.00 87.35
1.2 95.82 97.19 97.68 80.20 97.35 87.85
1.0 94.90 98.79 96.80 79.72 99.12 87.66
0.8 93.63 99.67 96.55 78.14 99.56 87.43
0.5 90.89 100.00 95.18 74.53 100.00 85.30
0.3 87.62 100.00 93.32 72.41 100.00 83.86
0.2 84.42 100.00 91.40 70.35 100.00 82.48

T L AR BB AE T F1ER S 1 bn e L4 A o

8 /R T LBD-UAA 5 HoAth 4 Fp 4G I Jy v 7E
UniTrigger W if; T M PEBE HL 3¢, Hid, B FH 2 (true
positive rate, TPR) &7~ A5 51 1E i U3 H X kA 1Y
%, B BH 2R (false positive rate, FPR) 2708 R G A
AP R B L . S50 B RS & TPRAIK
FPR YRR . ASEER 25 R A5 1, LBD-UAA 7EXF i b
FEA R A TPR b ¥ BAT K-, UK TE SST-2
FIMR 4 45 T FPR P RERE KT DARCY , (H AR [R] T
DARCY 752X} 43 28 85 T #T I 2k LA S B A B B, BT
PET7 5 TC T AT L5 R 4 g Xk i 0, PR
TAFE PSR IAT 55 o HEZR G Re U] W0 T HoAth 4
Fofrfer DU ML, 76 AG 45 5 | TPR K 21 99. 6%, 1M
FPR HA 6.8%. MAM, 454 3R 4 Bl BARE 6 7
JEAMAE MR B 4R 1 20 2 MER R I AN 3, {EL7E MR X

PUREAKG I AT REARA 96. 2% BRI R , d A T 2
LI T3 VEAEAN [FIAS BE (4 53 28 a AL rh A RE O A B i
FOROE7INE 27N il
3.4 ZHEW

TE AG B £ 4 A SCAS 0] B X8 52 4] L 1) 2
XU J5 7 TextBugger #1 PWWS #4772 L HEAS
M TextBugger il it X SCA HE47 Bl AL 25 4% 4 A,
BRI A3 FAF , LA SO SE T AR AR 7 A5 647 8
e, <O M BT 0, “a” B b @) KR “L” Ak,
VR BT 1A ARSI SCA W] M SR
FEXFPIME T . PW WS 57 A8 SV L X SCA AT 7]
SCTRV R = HE G

SEYGTE TextBugger 3 ML 77 I PWWS 7E AG
s G b AR XU A AT AN . TSR 9 BT

%8 7£ UniTrigger Wi T BirE A Fx s Mt sE

Table 8 Average adversarial detection performance for all target classes under UniTrigger attack

1%

) SST-2 ¥t 4 MR % # 4 AG HHE4E
ik TPR FPR TPR FPR TPR FPR
00D (Smith 1 Gal,2018) 51.8 473 51.0 49.0 47.7 51.5
USE(Cer%:,2018) 68.7 51.3 77.7 46.1 86.9 29.6
LID(Ma%%,2018) 413 413 50.6 44.1 56.3 453
DARCY (Le % ,2021) 89.4 3.2 87.6 2.9 99.8 9.3
LBD-UAA (A ) 99.5 28.6 96.2 16.8 99.6 6.8

T LRSS A B AR P IR RS A
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7~ , LBD-UAA 7 4 AN [R) (1) 3] 2 M i J7 i L YU
B T RGN P B SF 24 TPR R A T R A &
86. 77%,90. 98%,90. 56% 1193. 89%. X i}t HH LBD-
UAA 7 S5 51 B B P A5 A 0 4 T A 55 v ) A e L
B I BERIRE J1 1z Ak e

39 LBD-UAA 7t TextBugger f1PWWS T
X HL 1A i 14 B
Table 9 Adversarial detection performance of LBD-UAA
under TextBugger and PWWS
1%

ik ik Hr2E 5 TPR FPR

World 97.04 3.54

Sports 96.90 6.19

TextBugger_Insert Business 67.36 5.26
Science 85.79 8.57

T 86.77 5.89

World 97.47 5.05
Sports 96.75 6.13
TextBugger_Delete Business 81.25 5.00
Science 88.48 8.22

S 90.98 6.10

World 94.84 3.91
Sports 95.46 538
TextBugger_Replace Business 87.71 5.26
Science 84.26 8.16

S 90.56 5.67

World 97.63 3.65

Sports 98.07 7.69

PWWS Business 91.96 3.75
Science 87.94 8.19

SEHME 93.89 5.82

3.5 HRhSEIE

FE S50 v 30 2 A SCAS IR 4 1 FPR B K
1R, XU A R J SCAS R R A . S AT IA R
R T R AR FEARAE o AR St B8 v A R
A UFE SV A5 0T 38 434 RAAE 3] ] 225 ] v (AN
7 LT DRI B AT B 3 S B AR A 40 1 SURRAIE
IREASBE ARG I A8 e ] . T R R B, AR SO 2L

PEEEA A HI A B TLV #/IME BRI, 78 22 1) 5
6 e 18 O 1N B4 46 T A U RE A A R 51
S TLY (x,)

TLV /M 2, SR IME, BI 6 = %ﬁn/&m‘bﬂu
i TR Sk 0 D e B PR AR A I Bl B A B . L 3 T
NSNS BRI S FPR 245 B R %, 7E MR 24
£2 R SST-2 £ 41 48 v f 4 i V- 3 T B 24 50%, HL
Xif 17 B TPR -3 & A i 25 0 g, DR ik ) 7 i
SCAR A B H A TLV AR /IMEL A 2 56 18 B BIR 1l T L
A RS F FIRE AR R AR

4 & it

XFH P SCA o B A7 S NLP B 78 2 KU 1o
5 8 1 2R SR T RE % 3 J LA TR 2%
2 TG 2 | G X B SCAR ek i B AR O ik 3%
W FEA5 CTE . 1T LA UniTrigger A% 2% 4 4k 52461 =58
LS DO T L 1 el N A M 1D I s S N
S S L AN = I O i s e A [N R (A A= <]
Bz X, AL, FXF UniTrigger A8 2 B9 3 5241
i AP B Y LBD-UAA K530 )5 % . LBD-
UAA J& FI X PUPE SCAR Y 4 R 51) i AR AR -
AR RAEAR B B TLY B A W r 4 fili 22
LB A AR T 338 B 8 57 42 e 9 A 1) 2 08 7 B A
FRAEAS Y 204 U5 B, R e Al & vh R XL
PEPE 3 5 J5 AR 4 Ry A Lt B I 0 22
PRI 3 3t 8 4 G 2 o 10 R A/ HEAT X B RE AR
RIS

AR 7E 2 AR AR BE A A 2 SRR A B 4
[ XF LBD-UAA [ P REHEAT RGN o AAS I 25 28 v A
Bl AR A SN B S 4R b B IS B ny PERE
Precison 18 F1 i H 35 3 97. 17% H X T X HikEAR 1
R3] 100%, LBD-UAA 5 HAh 4 Fh 7401,
TE TPR F1 FPR P RE | 21k B4 K 9427+ (99. 6%,
6. 8%) , I H7E & X 50 SRR AT 23 8] o3 A AN 2
i 2 FPR AR = B S BL T L 51 A 20 56 40 W 139 £ PR
il , (AR AEA FPR T BRI 535 50%.

() Fsf, 7 52 56 2o A v % B A TLV (8 55008 = st
RERS A1 B0 B A BRI s S s & . 7
A1 TAE ok 22 3R] FH 2 R A ) g RS M A
A ENL AT REPR SN B, B JEF LAY TAE . 25
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Fig. 3 Constraints on TLV minima on SST-2 and MR datasets ( (a) SST-2 dataset; (b) MR dataset)

L Frig , LBD-UAA 7] L4 A UniTrigger 28 %Y J2 HAh SC
AXe B AR A AR AL T AR A AT ek

£ 2% 3Lk (References)

Anish A, Carlini N and Wagner D. 2018. Obfuscated gradients give a
false sense of security: circumventing defenses to adversarial
examples//Proceedings of the 35th International Conference on
Machine Learning (ICML 2018). Stockholm, Sweden: PMLR:
274-283

Alzantot M, Sharma Y, Elgohary A, Ho B J, Srivastava M B and Chang
K W. 2018. Generating natural language adversarial examples//Pro-
ceeding of the Empirical Methods in Natural Language Processing
(EMNLP 2018). Brussels, Belgium: Association for Computa-
tional Linguistics: 2890-2896 [DOI: 10.18653/v1/d18-1316]

Behjati M, Moosavi-Dezfooli S M, Baghshah M S and Frossard P. 2019.

Universal adversarial attacks on text classifiers//Proceedings of

2019 IEEE International Conference on Acoustics, Speech and Sig-
nal Processing (ICASSP). Brighton, UK: IEEE: 7345-7349
[DOI: 10.1109/ICASSP.2019.8682430 ]

Bajaj A and Vishwakarma D K. 2023. Evading text based emotion detec-
tion mechanism via adversarial attacks. Neurocomputing, 558:
#126787 [DOI: 10.1016/J.NEUCOM.2023.126787]

Cer D, Yang Y F, Kong S'Y, Hua N, Limtiaco N, John R S, Constant
N, Guajardo-Cespedes M, Yuan S, Tar C, Strope B and Kurzweil
R. 2018. Universal sentence encoder for English//Proceedings of
2018 Conference on Empirical Methods in Natural Language Pro-
cessing: System Demonstrations. Brussels, Belgium: Association
for Computational Linguistics: 169-174 [DOI: 10.18653/v1/d18-
2029]

Dong Y P, Liao FZ, Pang T Y, SuH, ZhuJ, Hu X L and Li J G. 2018.
Boosting adversarial attacks with momentum//Proceedings of 2018
IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion (CVPR 2018). Salt Lake City, USA: IEEE: 9185-9193
[DOI: 10.1109/cvpr.2018.00957 ]



$29% /ET7H /2024 £7 B

WRFIE, Ak, TXRE, BX, KK, =&
THR KIS BRI A XA E R

Ebrahimi J, Rao A'Y, Lowd D and Dou D J. 2018. HotFlip: white-box
adversarial examples for text classification//Proceedings of the 56th
Annual Meeting of the Association for Computational Linguistics
(ACL 2019). Melbourne, Australia: Association for Computational
Linguistics: 31-36 [ DOI: 10.18653/v1/P18-2006 ]

Fang X J and Wang W. 2023. Defending machine reading comprehen-
sion against question-targeted attacks//Proceedings of 2023 Interna-
tional Joint Conference on Neural Networks (IJCNN). Gold Coast,
Australia: IEEE: 1-8 [ DOI: 10.1109/1JCNN54540.2023.10191697

Mosca E, Wich M and Groh G. 2021. Understanding and interpreting
the impact of user context in hate speech detection//Proceedings of
the 9th International Workshop on Natural Language Processing for
Social Media. [s.1.] : Association for Computational Linguistics:
91-102 [ DOI: 10.18653/v1/2021.s0cialnlp-1.8 ]

Goodfellow I, Shlens J and Szegedy C. 2015. Explaining and harnessing
adversarial examples//Proceedings of 2015 International Confer-
ence on Learning Representations (ICLR 2015)

Gao J, Lanchantin J, Soffa M L and Qi Y J. 2018. Black-box generation
of adversarial text sequences to evade deep learning classifiers//Pro-
ceedings of 2018 IEEE Security and Privacy Workshops. San Fran-
cisco, USA: IEEE: 50-56 [ DOI: 10.1109/SPW.2018.00016

Iyyer M, Wieting J, Gimpel K and Zettlemoyer L. 2018. Adversarial
example generation with syntactically controlled paraphrase net-
works//Proceedings of 2018 Conference of the North American
Chapter of the Association for Computational Linguistics: Human
Language Technologies. New Orleans, USA: Association for Com-
putational Linguistics: 1875-1885 [DOI: 10.18653/v1/n18-1170]

Jin D, JinZ ], Zhou J T and Szolovits P. 2020. Is BERT really robust?
a strong baseline for natural language attack on text classification
and entailment//Proceedings of 2020 Association for the Advance-
ment of Artificial Intelligence (AAAI 2020). New York, USA:
AAAL: 8018-8025 [DOI: 10.1609/aaai.v34i05.6311]

Yuan L F, Zhang Y C, Chen Y Y and Wei W. 2023. Bridge the gap
between CV and NLP! A gradient-based textual adversarial attack
framework//Proceedings of 2023 Association for Computational Lin-
guistics (ACL). Toronto, Canada: Association for Computational
Linguistics: 7132-7146 [ DOI: 10.18653/V1/2023.finding-acl.446 ]

Le T, Park N and Lee D. 2021. A sweet rabbit hole by DARCY : using
honeypots to detect universal trigger’s adversarial attacks//Proceed-
ings of the 59th Annual Meeting of the Association for Computa-
tional Linguistics and the 11th International Joint Conference on
Natural Language Processing. [s.1.]: Association for Computational
Linguistics: 3831-3844 [ DOI: 10.18653/v1/2021.acl-10ng.296 |

Le T, Wang S H and Lee D. 2020. MALCOM: generating malicious
comments to attack neural fake news detection models//Proceedings
of 2020 International Conference on Data Mining (ICDM 2020).
Sorrento, Italy: IEEE: 282-291 [ DOI: 10.1109/1CDM50108.2020.
00037]

LiJF,JiSL, DuTY, Li B and Wang T. 2019. TextBugger: generating

adversarial text against real-world applications//Proceedings of
2019 Network and Distributed System Security Symposium (NDSS
2019). San Diego, USA: The Internet Society [DOI: 10.14722/
ndss.2019.23138 |

LiS, ZhaoZ, Hu R F, Li W S, Liu T and Du X Y. 2018. Analogical
reasoning on Chinese morphological and semantic relations//Pro-
ceedings of the 56th Annual Meeting of the Association for Compu-
tational Linguistics (ACL 2018). Melbourne, Australia: Associa-
tion for Computational Linguistics: 138-143 [DOI: 10.18653/v1/
pl18-2023]

McCann B, Bradbury J, Xiong C M and Socher R. 2017. Learned in
translation: contextualized word vectors//Proceedings of the 31st
International Conference on Neural Information Processing Systems
(NeurlPS). Long Beach, USA: Curran Associates Inc.: 6297-
6308 [DOI: 10.5555/3295222.3295377 ]

Ma X J, Li B, Wang Y S, Erfani S M, Wijewickrema S N R, Schoene-
beck G, Song D, Houle M E and Bailey J. 2018. Characterizing
adversarial subspaces using local intrinsic dimensionality//Proceed-
ings of the 6th International Conference on Learning Representa-
tions (ICLR 2018). Vancouver, Canada: ICLR

Moosavi-Dezfooli S M, Fawzi A, Fawzi O and Frossard P. 2017. Univer-
sal adversarial perturbations//Proceedings of 2017 IEEE Confer-
ence on Computer Vision and Pattern Recognition (CVPR 2017).
Honolulu, USA: IEEE: 1765-1773 [DOI: 10.1109/CVPR.
2017.17]

Pang B and Lee L. 2005. Seeing stars: exploiting class relationships for
sentiment categorization with respect to rating scales//Proceedings
of the 43rd Annual Meeting on Association for Computational Lin-
guistics. Ann Arbor, Michigan, USA: Association for Computa-
tional Linguistics: 115-124 [DOI: 10.3115/1219840.1219855 |

Gan W C and Ng H T. 2019. Improving the robustness of question
answering systems to question paraphrasing//Proceedings of the
57th Annual Meeting of the Association for Computational Linguis-
tics (ACL 2019). Florence, Italy: Association for Computational
Linguistics: 6065-6075 [DOI: 10.18653/v1/p19-1610]

Pruthi D, Dhingra B and Lipton Z C. 2019. Combating adversarial mis-
spellings with robust word recognition//Proceedings of the 57th
Association for Computational Linguistics (ACL 2019). Florence,
ITtaly: Association for Computational Linguistics: 5582-5591
[DOI: 10.18653/v1/p19-1561 ]

Papernot N, McDaniel P, Swami A and Harang R. 2016. Crafting adver-
sarial input sequences for recurrent neural networks//Proceedings of
2016 Military Communications Conference (MILCOM 2016). Balti-
more, USA: IEEE: 49-54 [DOI: 10.1109/MILCOM. 2016.
7795300

Qian S C, Wen Y H, Ma Y F and Mao X W. 2022. Adversial sample
attack and defense methods based on deep neural networks. Infor-
mation Security and Technology, 13(5): 77-86 (&% Hi ¥k, X5
A, DREE, BAME. 2022, KT IR Z R 2% X PR AS Bl

1887



1888

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 29,No. 7,Jul. 2024

5P T EBEGE. g S 4, 13(5) 0 77-86) [DOI: 10.
3969/j.issn.1674-9456.2022.05.014

Rodriguez N and Rojas-Galeano S. 2018. Shielding Google’ s language
toxicity model against adversarial attacks [ EB/OL]. [2023-05-29 .
https://arxiv.org/pdf/1801.01828.pdf

Ren S H, Deng Y H, He K and Che W X. 2019. Generating natural lan-
guage adversarial examples through probability weighted word
saliency//Proceedings of the 57th Annual Meeting of the Associa-
tion for Computational Linguistics (ACL 2019). Florence, Italy:
Association for Computational Linguistics: 1085-1097 [DOI: 10.
18653/v1/p19-1103]

Szegedy C, Zaremba W, Sutskever I, Bruna J, Erhan D, Goodfellow I J
and Fergus R. 2014. Intriguing properties of neural networks//Pro-
ceedings of the 2nd International Conference on Learning Represen-
tations (ICLR 2014). Banff, Canada: ICLR

Smith L and Gal Y. 2018. Understanding measures of uncertainty for
adversarial example detection//Proceedings of the 34th Conference
on Uncertainty in Artificial Intelligence (UAI 2019). Monterey,
USA: AUAL: 560-569

Wallace E, Feng S, Kandpal N, Gardner M and Singh S. 2019. Univer-
sal adversarial triggers for attacking and analyzing NLP//Proceed-
ings of 2019 Conference on Empirical Methods in Natural Language
Processing and the 9th International Joint Conference on Natural
Language Processing (EMNLP-IJCNLP). Hong Kong, China:
Association for Computational Linguistics: 2153-2163 [DOI: 10.
18653/v1/D19-1221]

Wang A, Singh A, Michael J, Hill F, Levy O and Bowman S R. 2018.
GLUE: a multi-task benchmark and analysis platform for natural
language understanding//Proceedings of 2018 EMNLP Workshop
BlackboxNLP: Analyzing and Interpreting Neural Networks for
NLP. Brussels, Belgium: Association for Computational Linguis-
tics: 353-355 [DOI: 10.18653/v1/w18-5446]

Wang X S and He K. 2021. Enhancing the transferability of adversarial
attacks through variance tuning//Proceedings of 2021 IEEE/CVF
Conference on Computer Vision and Pattern Recognition (CVPR
2021). Nashville, USA: IEEE: 1924-1933 [DOI: 10.1109/
CVPR46437.2021.00196 ]

Xu H, Ma Y, Liu H C, Deb D, Liu H, Tang J L and Jain A K. 2020.
Adversarial attacks and defenses in images, graphs and text: a
review. International Journal of Automation and Computing,

17(2): 151-178 [ DOI: 10.1007/s11633-019-1211-x]

Yuan T H, Ji S H, Zhang P C, Cai HB, Dai Q Y, Ye S J and Ren B.
2022. Adversarial example generation method for black box intelli-
gent speech software. Journal of Software, 33(5) : 1569-1586 (
RE, WU, skMORE, 4508, HURED, MR, (2. 2022,
B X R AR TR MR Y X BRE AR A T s B AR
33(5): 1569-1586) [DOI: 10.13328/j.cnki.jos.006549 ]

Zhang X, Zhao ] B and LeCun Y. 2015. Character-level convolutional
networks for text classification//Proceedings of 2015 Advances in
Neural Information Processing Systems 28: Annual Conference on
Neural Information Processing Systems (NeurIPS 2015). Montreal,
Canada: NIPS: 649-657

Zhang W E, Sheng Q Z, Alhazmi A and Li C L. 2020. Adversarial
attacks on deep-learning models in natural language processing: a
survey. ACM Transactions on Intelligent Systems and Technology,
11(3): #24 [DOI: 10.1145/3374217 ]

Zhao J J, Wang ] W and Wu J F. 2023. Adversarial attack method iden-
tification model based on multi-factor compression error. Journal of
Image and Graphics, 28(3) : 850-863 GRR A, £ 4fh, 2K
R 2023, J T 22 o7t R 44 15 22 I X B RE A et 5 iR
o E % B 2E i, 28(3) @ 850-863) [DOI: 10.11834/jig.
220516

Zeng ] H, Xu J H, Zheng X Q and Huang X J. 2023. Certified robust-
ness to text adversarial attacks by randomized. Computational Lin-

guistics, 49(2): 395-427 [DOI: 10.1162/coli_a_00476 ]

EEE N

MR, 55 AL gR A, EEERER 7 10 R SCAR X B A L A
SR AL RIS
o BAEVES B U, WA I, EBEWT5E 7 ) LA
222 SANAGE N TR AR e Er i .

E-mail : duxia@xmut.edu.cn

FERIE, 5 W, B AR W, E RS T 1 AR G
HEEAISE SCARRI S P00 . E-mail: wangdh@xmut.edu.cn
FTE L R WA R, B T 1 o e (5 B AL R
BRIz EWE BT . E-mail: ywu@xmut.edu.cn
RMSE , T, B4, BT 7 1) B 42 4 AU 5317 5 4k
B EEEEMASG TR, E-mail:szzhu@xmut.edu.cn

JETE 5B, EENESE T 1 A T AL A

E-mail : yanyan@xmu.edu.cn

E-mail : chenyuhan@xmut.edu.cn



