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A Method for Secret Transmission of Color Video
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( Laboratory of Computer Vision, Department of Elecironic Science & Technology, University of Science & Technology of China, Hefei 230026 )

Abstract In order to realize secret transmission of great color video information. This paper presents a new scheme
capable of hiding low level MPEG- I color video streams into main level MPEG- [I color video streams. It makes full use of
vision character of our eyes and selects information of intermediate/high frequency as revisable host vector in the DCT
domain of host video streams, which are not sensitive to our eyes. A novel embedding method is proposed in this paper. As
many as 2L bits of information data can be embedded by changing, at most, L bits in the (2L +1) bits cover data, which
makes higher data-embedding efficiency and better secrecy. The scheme can be also used for secret transmission of other
stream media and great information. The scheme has been simulated in Local area Networks and better experimental results
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have been given.
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(Mb) 345 % (Mb/s) (Mb) K/h(Mb) (dB)
Mobl _080(8. OMb/s) 450 20.31 1.35 15.00 16.87 26.80
Mobl _120(12.0Mb/s) 450 26.13 1.74 22.53 24.38 28.79
Mobl _180(18.0Mb/s) 450 39.60 2.64 34.27 37.08 30.17
Mobl _400(40.0Mb/s) 450 44.51 2.97 75.08 75.86 34.66
Tens _080(8.0Mb/s) 450 22.50 1.50 15.04 17.16 30.05
Tens _120(12.0Mb/s) 450 27.76 1.85 21.55 24.53 31.44
Tens _180(18.0Mb/s) 450 40.74 2.71 34.56 37.71 33.02
Tens _400(40. OMb/s) 450 45.60 3.04 75.30 76. 06 34.69
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Fig.2 Frames of original video and relevant frames of video hiding data
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Table 2 Experimental data based on different videos hiding GSM wave signal
AR BB RAM RS BARURE  FHSEFEE
L R (Mb)  FHBEM/S)  (Mb)  BEAA(MD) (dB)
Flwr _015(1.5Mb/s) 450 4.08 0.27 2.82 3.22 23.44
Flwr _040(4.0Mb/s) 450 13.28 0.89 7.53 9.47 24.03
Flwr _ 060(6.0Mb/s) 450 18.08 1.21 11.29 13.54 26. 60
Flwr_080(8.0Mb/s) 450 21.87 1.46 15.05 17.37 27.40
Susi _015(1.5Mb/s) 450 5.28 0.35 2.82 3.49 28.41
Susi _040(4.0Mb/s) 450 17.10 1.14 7.52 10.32 34.30
Susi _060(6. OMb/s) 450 22.4 1.49 11.29 14.36 34.75
Susi _080(8.0Mb/s) 450 26.04 1.74 15.04 18.01 35.44
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Fig.1 Original image used in color edge detection
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Fig.1 Contrast between frames of original video and relevant frames of video hiding data

(a)} B3slow level 7051 B4R 1 (b) BIEHERERBMlow leve 5B Wi
B2 Rislow levelfLI A2 ALt B I A low level FLIA M &) pLAL

Fig.2 Contrast between frames of original video and relevant extracted frames of low level
video through covert communication



