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Scrambling Strategy and Methods for Video Data Hiding

CHEN Zhen-yong, TANG Long, TANG Ze-sheng
( Department of Computer Science and Technology, Tsinghua University, Beijing 100084 )

Abstract With considerable development of the network and multimedia technology, the security problem of the video data
becomes more urgent. In this paper, the scrambling strategy and methods to hide the video data are discussed deeply in the
spatial and frequency domains, followed by the security of these methods and the principles of the scrambling. The means to
increase the security of the scrambling methods and reduce the influence of compression efficiency and video quality due to
the scrambling are analyzed in details. Based on these, the existing methods are improved in the experiments. The
experimental results show that the combination of spatial and frequency domain methods enhances the security of video data.

Differing from the traditional encryption methods, these scrambling methods being proposed can be embedded into the video

encoding and decoding processes compactly.
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Fig.1 Video hybrid coding scheme
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Fig.2 Additive scrambling mode
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Fig.3 Embedded I-frame scrambling mode
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Fig.4 I-frame scrambling mode in frequency domain
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Fig.5 DCT coefficient scrambling scheme
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Fig.6 I-frame scrambling in spacial domain
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Fig.9 B-frame motion vector scrambling
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UL TR R R AR
Fig. 11  Normal decoded image

B2 SEEHEAKERR
Fig. 12 Unscrambled image of

additive mode

MNEIAUFE ESHEILBREA HE
TWHHBEE IR ERA RS LK 173, BT E G R
B B A # B 0, PSNR %% 30. 50dB, X 72 [ 12
FHATUELY, SRBELAES, BRAIHKEX
Rk, 1 DiUE S0 % 8 0 g BE S 16. 08% , it Bt X
B & RE:4 %, PSNR & 36.99dB, {H A BB JLF
WEAHELREER(E 13) 5 E% RD#HE R
(A1) pEa, ®1 X0 ARME3REFAHF
R m AR R % 69 &, % PSNR B4 Z42 1k,
IR BEABERNEMEESRNE IS RERL
B, 0 17.10% B 6 B A 44 9057 B 80H R B4 19
RETHR FEEMNEHEALEERNT LA (WL
7) T A 350 B AL B RS AR 0 B N SO R T LY
(RAE6),XBIETHBEEMRE. Ao, E30H
BEAMNEBHR/INELEF, P BN 1.47% ,B Wi
2.65% 75 1 Wil 5 P/B B mEHEFANER
TR0 AR 58 i 0 B AU 21.21% , 3k B4 R T
Zeng[6 BERATENZEER,

B13 ANESHSBEAKEER
Fig.13  Unscrambled image of

embedded mode

A4 HEHEALNKERR
Fig. 14 Unscrambled image of

frequency mode

e Ah B T 4R 2 6 (U 2 SRR B AL, ik
HARWBIHRA L, X —SELBPEAT

WESZ,
2 BREEMEXRERLS

Tab.2 Comparison of bit overhead
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