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Abstract In order to enhance the capacity of steganography, in this paper, an image steganographic algorithm based on Pseudo
Random Number(PRN) is proposed. The same Pseude Random Number sequence is generated by Pseudo Random Number
Generator(PRNG) in the parameter certain situation. To utilize this nature of PRNG, the Integer Pseudo Random Number
(IPRN) is generated and regarded as an auxiliary pixels value. First, two secret information are hided to one IPRN and one pixel
value, and then the secret information which is in the IPRN is displaced to the pixel value. In this way, the two secret
information bits are embedded into the pixel value. This method’ s characteristic is that the capacity of steganography will be

enhanced in one time. The experiment proved that this method has a very good security performance and the hiding capacity.
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B % 52 B A0 B B #L % ( PRN, pseudo random
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T—METHIFFIETENFE SR, &7k
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2 fHEEHLES LSB #A

2.1 {HBEHE PRN £ 5

th BB BB 38 B 3 4 A =BT 7= A I B AL
B, BEF-TMRARRESH—ENBRTHBK>™
A BN REVLEOF S R AR B . B AT % WA Db BE L3
PAEFEERERKEY FHFRPE FERE
(Fibonecei) ¥ FMI/NYIT T ik, HHPLREFRIREE
PAREATEH—TE, RA R R ET
FHRAMKERA. ARRKREEFL4ISHB

B m(m>0);

T a(0<asm);

HE c(0scsm);

WIME B FhF seed (0 <seed <m) ,

FERAERAR x,,, = (ax, +c)mod m

BEENETH (x,] o
2.2 DP_LSB & A\FE

MR _ERE S (2, ) HRRRRK:

{f(x -1l,y) # f(x +1,y) VeyeZ (1)

fx,y) # flx,y +1)
MWrZ _EEH P« 7 +1 WEAKELRTDLHE
S, ) PERFBME,y w1 FEBSRE f(x,
y) A o R B R A X — R AT LA A
MEREBUBRKNERUERARABTME
Ho SEBRH AT LASR B BORE ) ZH R B, I T RFTR

flm,n) = lsb(l%]+n) (2)

AH,m,neZ,lsb( - )RABR_HBWEBRHRMKA
BAL,L - JRAF TRER. UHARE TR RH
BRI T
Input; a pair of cover image pixles ( cover one and cover two) ,
two message bits(message one and message two) ;
Output: two stgeo image pixels(stego one and stego two).
if message one = LSB( cover one)
if message two+ f( cover one, cover two)
stego two «— cover two +1
else stego two «— cover two
stego one «— cover one
end
else
if message two = f( cover one — 1, cover two)
stego one <« cover one — 1

else stego one «— cover one +1

stego two «— cover two
end

end

3 ETWHENMMEETE
(PRN_LSB)

IREREMARER, 7 LR R A R B 5
RO E (S R R e A B K BB R — R
. ERALES, REHEVBRESESH
—E MO T 8™ A4 i RELEUT 5 M R X —
B, PP BEDLBUR 33 =R 19 0 ~ 255 Z [B] i B by
PBEYLEENR ERBRABEPHE 2ABREEERE
(cover two) BB HF B MAZ ERBEBEPE 1
IMBREBRENE 2 M BREGRE(XERERS
HhEEOLE) F, RE BRI # 5 B
HEEGBET.

3.1 FREBARE

BRBEEGH MR EREERN 2,2, , HEiR
AWBERERN m,,m,. MENEE2 MREEER
{8 (cover wo) B BUBEH Ky

P = P(x;, = m)P(f(x,,%,) #my) (3)
HRHERFERTS O MUEMMEE, NE:

P(x, =m,) = P(f(%,,x,) # m,) =0.5
KX (3)8 P=0.25,

B UL R, B W WAL & 5 B R A B —
MEEZHNENBREBUIRSBABREBRER
ERHAR, T ENEREHHURERK,

BADRS, HREE L(a) XL £
HBEERHEIBEMB ARG REH#TER,
RIEHARBEEFE P HHRRRAT EERER
BEMARZEHENAENE R EREHEREE
L BUEEE 1(b) TRB R ARERBE KRR
BRBRERKEME, R ABRLANHABNT .

Input; one cover image pixel ( cover one) and Pseudo Random
Number( PRN)
two message bits; message one and message two
Output: one stego image pixel
Change cover to cover_change, PRN to PRN_change according to
Fig. 1(a)
if message one = LSB( cover_change)
if message two# f( cover_change, PRN_change)
stego PRN_change «— PRN_change + 1
else stego PRN_change «— PRN_change
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Fig.1 The sketch map of switch of pixel and IPRN

stego one «— cover_change
else
if message two = f( cover_change -1, PRN_change)
stego cover_chang < cover_change - 1
else stego cover_chang «— cover_change +1
stego PRN_change «— PRN_change
Change stego cover _change and stego PRN_chang to stego one
according to Fig.1(b)
3.2 BEEEMRN
TERRE 1R B AR BUA , B St 7= A M th BE L
LSB 37 A %ot i B o P ¢ 48 3 UK BEE (L B9 LSB A6 4B £z
B FEERRERERKEERE 1) R
AR T A TR RS R S IO BE P R
BERKEEFEROBERFR.
HHREAMHRBIT

Input: one stego image pixel (stego) and one Pseudo Random
Number( PRN)

Output: two message bits( message one and message two).

Change stego to stego_change, PRN to PRN_change according to

Fig.1(a)

message one < LSB( stego_change)

message two «— { (stego_change ,PRN_change)
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4.1 BEMEESN

(HEEAFE

LA 8 fi K B B8 o, PRN_LSB & A R4 53 fiL
HEFEBFARAR—-ERE D, TEIRARTER
FTREEGEBRNMK 174, 8 LSB R ARK
RERE—M—URABNESNMME D HIRASR
ARGERERA S 1/8, T DB_LSB & AJ7 ¥
W BIAL AR T B B A B R, R,
HEBAZBRAEBREEGBEN BN 1/8, Ll

0,3 WEEH%F PRN_LSB RAKF BN 7 FMHHE
HEHIWE

(2) ARE

EXBAEFAERARATR CH5REKR
MK ZH MABEE AFGNEROBEER P

H5ZBE L FERAR LR N
c P
= —IE E = N (4)

FEREEEF 0 ANFCEMARZHER T, 7
A% PRN_LSB # A .DP_LSB # A 118 % LSB ##
AMEBTRENBRENF R 3/4.3/8.1/72; B ik
FIFH 45K 200% .100% ,100% ; & A %% % 43 5l
% 8/3.8/3.2, BHR,PRN_LSB {#% A 5 DP_LSB #x
ARRME, LHH LSBRAER, MBEFHE
ME®/T 1.

(3) &4k

H# 8 LSB #t AF1 DP_LSB i ABiF R E &
% ,PRN_LSB REH %L EHR AL B R T W
VLRI 2, T R0 B BE WL B T LUAE B e B X
BETEFNNERE . RERE SR EEE
MEBGEE R PR REB b0 TR, B, k8T
REREREEREANWER,

4.2 fFEXE

SEHHY 256 x 256 11 256 f4,JK FF bmp R E BN
HEAE R, HAfE 5 LSB #k A .DP_LSB & A fil PRN_
ISBix A3 MRER %L, BLLH P, H MD5 F3
FEAE BEHLTCRE 1 R B B R R I R R (5 B I
ABLE , IS A [ 4 Dh BEALER = 4 28 7= A= O BE DL
Bk AB ST BB R R DB REREBNBA,

MER G B )7 16 % 18, Fl 4 {5 {5 % e (PSNR)
RWRBAGREEGRNRE, 3 HRATES
w4 B K Lena. bmp 5 ik A 800bit, 8 000bit.
32 000bit .64 000bit , 128 000bit [ 5 3 = &, Wik #%
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AEBEBHBEERFRR IR R,
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Tab.1 Comparation of PSNR

AR (bit)
TR &

8000 32000 64000 80000 128000

PRN_LSB 67.759 57.842 51.708 48.652 47.714 45.652
DP_LSB  68.524 58.572 52.536 49.532 — —

B LSB 67.332 57.386 51.298 48.256 — —

MFE 1 P ATLIE H PRN_LSB #x A i) B R IE
fRUR L5 DP_LSB fix A B B (RIEE 5 R LA Z A
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KEBEETHAELBHRA BAEBKAGRRESEKX
BARERN,IRBLR FF 45. 652dB RIEEFRIL, &
T ABR AT B 1 B0 e (B 15 M bL I 38dB RBIAE R
ERBERBRARER/D, REBRITFHREE,

MWE B RetE 5 ' % B, PRN_LSB #x A Xt
BEKEHEMYAEY KRBT LSB BA4R AL, BRXS
SRR A B RALA 0.25, EHEIRAZRE
HLF,PRN_LSB BE B LR RN BTN
B2 E3MBRABERAGRGNEEKEENE
FEGE S NERTUEL 3 MBEERKRA
FREMBEEGNEFEARFTATARBER
1k B R AL A X UL L B /D 6
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Fig.2 Statistic characteristic of histogram
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B % P BENL A BT LSB B 77 ik M BT ST,
BET—MHANENERAREFENRER
o BITBERA—ENBTFIIRERRAME,
55—~ Dh RE LI 51 £ S 8 B 18 3 18 1 B 56 i B
FRENBALE, ABRHRE TREEGHHA
RMBEERER R, & T RS S K%
RAR R BENLBCH T IR, Bk R 2818 3
TRIE; BE  EEATAGELREREN T ZR
BRENARME.
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