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Digital Image Scrambling Degree Evaluation Method Based
on Cross-entropy

CHEN Yan-mei, ZHANG Sheng-yuan
( School of Mathematics and Computer Science, Fujian Normal University, Fuzhou 350007)
Abstract By unifying the cross-entropy and the image optimal block processing, a digital image scrambling degree
evaluation method based on block cross-entropy is proposed. To reflect the image scrambling effect by image cross-entropy,
the scramble transformations with periods are simulated. The results show that: the propesed method is effective to describe
the relationship between the enciphering effect and the number of iterations in the enciphering techniques, which largely
consists with human vision. For different images, when some transformation is used, this appraisal method can reflect to

some extent the scrambling effects in each encryption stage.

Keywords digital image, scramble transformation, cross-entropy, image scrambling degree

1 5]

i

REAE TH LM 2 A B R B R K R, B
FEGE B LEBA R ERITHIRRE. JF
FGREREA, TUBEERF B R NE S — Mg,
A1 T LR 080T R R B T K B AR B
TR Tr i A B R 2 77 B0 B4R 2B A s 4 B
e,

BENLMBETHGBRL K FEERET
Armnold B #e i R 5 B ALy s A TR L 2 W9 07
ke o 25 i gl R 2 AT ST, DA BRORI R LA B iR

WA MRS EAFLIES T BT H (200610189)
% H 19 :2005-11-18 ; 3 [6] H #] :2006-02-24

$E—1EHEIr : BrdE (1981 ~
H , E-mail:happygirlcym@ 126. com

AARARAETRFEGEAL . AXLEALE
B EGHITERL, AMMRE AR, —t, &
BEMRBRBYE, BRI BER D RBEERK
fE8JG, LYY, JUk R 6 F B s R A
HKEDHRA BB AR AR G W & R, N,
MEABENHRERSRBRINAEEENER
FLBRE Lo

BT U, 8 2 30 BRH B RLBCR AT TR
ito XER(3].[4] FENBEB SN E B E B
MEELE, XS RHARI A ARE LB E
BIF kB AL A R A S 25 T ok AT B L
BRERNER HECRHA MM, CII6].[7]IM

) T MBMEKERESHANBELEERLWRL, TEHR I ARNEBZEESFEREL AL



998 PEEREE %R

w12 %

HBBERRSABRGRARKEERENAESE,
BENT — SR R A O SORR (8 ] 4 i 10 07 5 5
ABRBENLERERT BT ETHRGERE
Mot k. BEITRREERSERLARE SR
PR ARG , 7S T 99 0 6 I F O 22 B9 - 0 0, BB
FHEBRREIE . 8007 0UR R R R E A%
AMGER, MEANAR LEBEGEEGSERLA
BZ KRB R, 8 BEA R K/ i B R 5L
AT 53 B SCHR [ 9 1 7ESCHR [ 8] 56 F 22 04 1A Oy B
Y FERY 3R —Rh T OORE M B AL R K,
B> BSLEGENE EHH R,

—Bk R, B AL B A X T R G R A8
“ELTL BB EALEA S R RS WS
K, RAZENBRBE R “E” R TR
MERHAERR, EMWER b, AR S
BB BRI BERGS &, RIE T —METFREX
W7 B R EA BRI EN I

2 BFEKMNEILTR

—IERFEG P UEERE—-1EE P, B
TLEIENGTSH  MEERERETENRFEEL
MIERESHARR, TENBERERENIKE
GEEA 256 MER , HERO0 2255 F£m), B
DB BEAER, SN ERKEESOA
(R) &6(6) . B (B)F X, TLLAH 3 AMNBUEHERK
(P*,P°,P") %,

AR EILERERFRGME R LR E
B —f ik, F AR BGEA R 5] B, B
ALEBRPBRENN ERFIAHE 2T R—IFLELLE
HER, S EEFH AR RGESROERN. BER
R7EERER T EFTERAES B - E R H#
TEILESR, ZAXUSEB EREMBEEBFNH
R AL RSN ERERE L,

2.1 EF Arnold TP BILE *

S FEBHERENE R, Lo 23R
MWK EMER RGB Bl EH B sh, Biyigil, Bk
Bk S (x,y) BB EMNKEHE R RGB B33
BHEBE (2, y ) Ak,

Xt FIEF I B, B BL I Amold A5 3 k1
(;)=(: ;)(:)modlv,x,ye30,1,---,[\’—-1} (1)
Hep N HEBOTEEMEE,

EEACHE X — W BT B ARG Arold 28 e, HIKE
S 9 (2, ) AR T — K Amold ZBHKIHIA ,
Ra—-RIELRR.

2.2 ETEHHESRMNELEZ

W5 5 e B2 T O BB X
BROIIA W T AT RGE LR 5B

MEEHN NBHTFEEBAA={a(i, D yak
R

x' a by/x e
00 Rl O [ I
H,a,b,c,d,e, fHEH x,ye (1,2, N HR

M1 BHBREEBAE{(2,y):1s2<N,
I<y<N} BB SRS,

%2 THREBBAE|(x,y) 12N,
I<y<N|BIH B SRS, AR 88 BB K
WA 5

P05 5 L%, % 3 R SRA
RQ)ERUARELHE a,b,c,d,e, f, AR5
TR, EHFAREEIEEH 3 DB B AT EE
BBT S, (1] hAH T M HERE

LB E
S (S s RS
P

5 bR Arnold A5 # A1 [|] , BT LA 3% 4% #b 3 FH W 45
HAEGT B FERBETERL,

3 ETFXN/NBFERGELERT
7k

3.1 &ym[lz,u]
Kullback EE3AE I 32 U4 ( AR “ X5 ) 5
WEWANMERT T X = 4.}, Y =

{xl’xz’..-’xi,..‘

?719}’29'"1}'“'"’}'»}Zlﬁ]ﬂgﬁléxﬁﬁyﬁﬂ%%
XK

D(X,Y) = leog(x/y) (4)
BRYX=YH,ZUHREE/NMILO, A H(X,
Y) =0,

X TREER A M B, HIREfEREIKESR
MRS H XA Y, D(X,Y)RER B 5EKEA
B3 A o W AR 32 S R V4 7 R R A )



5 6 4

Wit & TR UM B F B R BB M5 999

BXEIEHR, CHERB T HIBEBRIM NG ENE
SR SRR/ R 2R R R R 2 RN,
3.2 BIEEMEMAE

KEFRBBEALWEMETHELER, F85E
FZARBIRFEBRKIAE., —BRE, EBILENE
B FREEGE A, RPUXELEHEBRE
Mo ASCAR X B« EL” A AR BR, A"
MR HRAET, — @R AL WEBRNWES
B G R BENERBE KR, %55 HERIE
AR . [, A E A R K B A R 3 MR ST
W E IR P RBA XM, d_ER3 XK
WAL EBALEGASHERRGME RS, tR
REBALMBEESRL, WX HEK, W ixEILAE
MR SRR X R R BB AT A U 3
B0 2T BEERE R, Xk E AR A E
B, RECNTA RIF R K EEZ B34, REFHER
WK E B E A H MR R E, T4 ab BT 5]
ABBKUMERE, SR, 0 BSR4 8 R
BL 5 AR EME B HREE , H R WS4 T
BEHRMh. ERGLAHE S, FRARESRES,
1 Matlab {4 ) bestblk BK%t, A X R T %K
oot ERBEAT BAR A S B Y S| AR RS
HER, HiTEEAE. BRUT:

(1) EARBEBSBEALERNEE, % RGB
EANEZEHEEPH PP =) nensP=(5i)) mrns
P by € 10,1,-+,255}

(2) XH5ERE P F1 P AT BAR /3, B S
K/ mb x nb FIHE ¢

(3) SRAR(4), %t P F1 P ARX BL KB — 4
ﬁ”%ﬁi}(h‘&j{ﬁ,Dl Dy s, Dy
(4) APEHMZ M D R AR ETLE,

D = ZlDi/t;

BHULE: (1) LA LB LTI #E Matlab6. 5 b 45
HEW, (2) HEBEM AR LG8, W&
EREAMAHET, FZ R A TSR, (3) Matlab
o 5 B B AR 43 B SR bestblk ([m,n] k) #XF m x n
A B R T AT B B0 KR B & B R R
mb X nb, % RPN EFEA b, PITUL T BB

TR m<k, B mb Ky m;

MB m >k, XEBFANT min(m/10,k/2) Fl k
Z %, B mb R padding H/MEKIE

XFHMEFREAL IS B nb, B, A BB
MM m=n,l mb=nb,

4 ZRHERESH

¥ F—18 100 x 100 ) Lena B&R(E 1) ,%H L
RBEERITHELR SR LE2 A3 B4 KL,

|1 A
Fig.1 Primary image
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Fig.2 The enciphering effect of Arnold transformation
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Fig.3 The enciphering effect of Sub-affine transformation
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Tab.1 The scrambling degrees of encryption images using Arnold transformation and Sub-affine transformation

@WK 1 2 3 4 5 6 7 8 9 10
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Fig.4 The scrambling degrees of different images in one period using Arnold transformation
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