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Abstract This paper presents a novel DCT coefficients layered scrambling algorithm (DCLSA) for H.264/AVC based on

the deficiencies of current DCT coefficients encryption algorithms in respect of security , compact ratio and signal-to-noise ra-

tio. According to the characteristics of the 4 x4 DCT transform of H. 264/AVC  the algorithm first divides the coefficients of

every 4 x4 block of the same macro-block into several layers,and build a coefficients layered model. Then different layer is

scrambled , respectively, by security requirements to achieve secure video coding. DCLSA has shown significant advantages

on security ,compact ratio and signal-to-noise ratio through performance comparisons with other algorithms and concrete ex-

perimental results, thus making it especially suitable for secure network applications.
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Tab.2 Comparison of compact ratio and SNR before and after Encryption

fE Mt (dB) JE4f
W5 QCIF
i i DCLSA B_Shuffling i B DCLSA B_Shuffling  C_Scrambling

Foreman 34.26 34.26 34.19 89.33 89.29 90. 94 86. 47
News 34.83 34.84 34.81 155.50 153. 81 154. 41 150. 36
Hall_monitor 35.52 35.52 35.51 185. 27 184. 69 185.53 180. 83
Salesman 33.78 33.75 33.76 195. 57 193.32 192.79 187. 35
Silent 34.03 33.99 33.98 129. 10 128. 00 127.70 123.25
Container 34. 64 34.67 34. 66 303. 11 302. 05 296. 40 297.51
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Fig. 6 Test results of layered scrambling
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