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Abstract Classical image scrambling transformation based on high-dimension matrix transformation, which is represented by
high-dimension Arnold transformation or high-dimension Fibonacci-Q transformation, is capable of preferable security and can
change the gray characteristic of the scrambled image, however, there exists some deficiency in practice, such as the long
restorable period and not having the full diffuse ability to attacks. To address these problems, in this paper, based on
high-dimension matrix transformation, an avalanche image scrambling transformation is constructed, which scrambles the
original image by inverse transformation and recovers the scrambled image by obverse transformation in order to cut down the
iterative times from the scrambled image to the recovered image. Simultaneously, theory and experiments show its strong
fragility under attacks and can be used to construct fragile watermarking to ensure digital productions integrality certification.

Keywords image scrambling transformation, image encryption, inverse matrix, avalanche effect, fragile watermarking
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Fig.1 Generated matrices and results of matrix operation
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Fig. 3 Attacked images of the scrambled images
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Fig. 4 Recovered images of the scrambled images

IS 45 AT & of L R A B O 2K
R T B2 0 L RS T ik SR D DR TR
T T A 3 ) LA 4 LA R O



5 8 1]

R - 28« T i 4 A I e 14 T A AR L R 1435

4.3 H B X b i

AT R] 3 4E Arnold 284 3 4 Fibonacci-Q
S e TR BB AR E Amold B R R 4
Fibonacci-Q ZZ 4 Al LA, SE9 Z 8K 3 s, &
ALEMR BGE IR 1B S W2 IR IR 6

®3 HEUNEILEGMREEEK

Tab.3 Cropped images and recovered images

Z AR W2 E &
EERLIT
BACREL BMR(ES) AR AR EI5(F 6)
Arold-3 448 300 a 148 a
Fibonacci-Q-3 896 300 b 596 b
XOR 2 1 c 1 c
Arnold-176 — 300 d -300 d
Fibonacci-Q-176 ~ — 300 e -300 e
Amold-260 — 300 f -300 f
Fibonacci-Q-260 — 300 g -300 g
T ERL AR — 1 h -1 h

(e) (f) (g) (h)
BSs CEELEBR T R

Fig. 5 Attacked images of the scrambled images
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Fig. 6 Recovered images of the scrambled images
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