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Steganalysis Based on Sum of Distances

LIU Zu-gen, PING Ling-di, SHI Lie, WANG Ji-min, PAN Xue-zeng

( College of Computer Science and Technology, Zhejiang University, Hangzhou 310027 )

Abstract To attack steganographic schemes in graphics interchange format ( GIF) images, a steganalytic algorithm was
proposed based on sum of distances (SOD) of sub-block. The distance was computed as an absolute value of the difference
between one index and other one in a sub-block of an image. The difference between two indices may be positive or negative
so that an SOD was further classified into two kinds. Considering the sign of algebraic sum of positive and negative SODs in
a sub-block, the two SODs were differentiated as primary and secondary SODs respectively. 32 statistics were computed
using these quantities in an image and a 56-dimensional feature vector was obtained. A steganalytic algorithm was designed
based on the feature vector and Support vector machine. Experimental results show that the presented algorithm outperforms
traditional methods. The number of different indices in a sub-block was utilized to improve the extracting feature vectors
techrique.
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5 96.89/96.29 7.53/5.22 76.26/22.99 74/ 22.99 86.75/ 10.4
10 89.86/80.52 9.43/5.32 88.94/19.1 84.05/ 13.57 92.82/ 6.61
EZStego_RAN
15 93.98/78.31 11.35/4.72 91.33/15.58 89.29/11.83 92.52/5.03
20 92.57/54.82 11.35/3.51 87.19/9.3 91.46/ 7.54 96.55/5.75
5 97.39/96.08 30.15/27.64 64.84/34.26 27.81/26.4 69.8/ 66.4
10 92.94/87.64 33.73/25.13 77.55/25.6 62.74/49.85 58.34/ 40.64
EZStego_ADA
15 89.76/71.5 45.39/29.69 82.06/21.37 63.23/37.66 68.08/ 31.92
20 90.97/56.77 41.67/23.63 84.79/17.01 70.62/30.41 74.56/ 30.92
5 33.42/34.3 4.32/2.71 50.83/42.79 81.47/21.43 90.1/ 7.4
10 9.06/7.89 5.62/3.01 62.44/42.71 80.22/7.93 95.83/ 4.74
OPA_RAN
15 86.06/85.05 7.03/3.79 69.6/36. 68 93.97/7.29 97.27/ 3.3
20 83.43/78.31 10.78/5.6 72.11/31.53 96.1/7.04 97.56/ 2.59
5 85.23/85.07 1.0/1.0 53.68/46.76 63.9/43.84 78.19/ 30
10 96.47/96.47 98.88/98.77 62.01/44.91 71.82/30.4 84.17/ 15.4
OPA_ADA
15 43.07/39.53 7.2/7.7 57.62/40.25 78.66/24.1 89.7/17.26
20 30.24/32.02 4.96/5.07 61.88/39.14 84.1/19.9 90.97/ 5.11
100 === I / ﬁ?(/\%jtfﬁlﬁ\iﬂq 20% E/%\EEQE%§E1%ﬁﬁ?$ﬁ
A - ; : ) .. !
90 // e M & ROC ( receive operating characteristic ) il 2, &l
o/ 4 - s .
] e 3 0% 5 MRS 43 B By K GIFShuffle J3 AL A i A
70 ' ~ e .
&€ o f e KRG EE M EZ M ROC ik, MK E W
N 1 = 3
£ i e MR T 2 SRR AT R PE B
= i :
I\ ol AR SCRE B 43 2 PR B T 45 31 ¢ F ik it GIF 4%
I = N . S \
ol f e e Y IR R AR BT 3 A%
i _ 3 3 T ‘ 8 ‘
20 7 —— Lyu® A% @ i i 17 FL 9 AR 52 915 B B 2 3 BUR
i A o SOUERFIE [a] B L 24
N —— MR B K=
@ it AR R T S B ) B Al R L

A (0 S B R R Y B A AR 2 A
@ TFEMTF BEHLFNF & NL 3 Fh i AL B B
DIER, B Dk A U 2 e AN 24



274 SIS PP

%14 %

53 HEMEREFHEITENS KSR STH
NP5 5% A4 EFRAE ] B 16 S GETH R X 28 1
TUBK , A SO A T X 16 AR AESE T8 ] T X 3 304

PRI g s TR 5 B P R B % TR 4R 2 R 1 OPA

RAN B 75 1 096 1§ CorelDraw #E 4 K% ¥ #x A 1%
KIEBER 20% 15 8 515 219 Yl 2 Ak il Jr vk
[FIHT, 2 3 A 16 2 48 11 o A9 G 0 2 2R 1 < A T
H/ARK A (TP/FP) " 4

MK Z et a1 ke 45 AT UL, AR EATY
R e SR, AR RS, A%t =
BRI 3L T 97. 56% |, iRk % HA 2.59% .
R, 2 AN FRAE 1 45 6, 76 38 5 4G DU 232 1 [m] ), ] R
iRt Z, WK 3 EAFHD, H 3 x3 pixels E{RF
PR B Gt R H R 2 x 2 pixels [B5F 55 5 19 5
TR E R

F3 16 AFKitE3T 5 LW T

Tab. 3 Constribution of 16 statistics for classification

giit TP/FP (% )

hy [ frse,y] 97.24/83.42
e 86. 68/44. 35
Hyla,B,7] 80.32/33. 94
Gyl fn,a,B,7] 75.50/49. 00
Gy fayr,B.7] 80. 82/10. 04
Gylmy,a,B,y] 74.20/15. 86
Gy [s59,a,8,7] 61.31/35.55
0ylaB.y] 52.21/3.51
hy[fy,0,7] 79.92/40. 36
By [F 35 04 ] 88.25/29.22
Hyla,B,7] 88.17/19.75
Gy fis,a,8,7] 84.80/15.33
Gy [ fsra,8,7] 90.29/12. 83
Gy;[my;,0,8,y] 87.94/12.06
Gy [s33,a,8,7] 61.81/25.25
0sla,B,7] 79.91/16. 29

5.4 SOD 2 GIF kB %70 s 2 B 5 8 & 5
At 2T SOD W5k fE o DL GIF #% 201
PR Ry 28 R 119 BB AR I, BE A5 21 35K B g 1) 43 23R 7
Xt F GIF A% 31 G 1) — A R B1E K 3, 4B E
MRS AT BEEREMERHE. CEIEART T
fE2 TN — DA BT RZ5 A5
I AL T 5 e AR 0 R A 3 M A% G 3T LR A
L, B R T i — AR 51 SOD J& % R 51 il
PR UG 6] — 7 B AL R 5 ek B, ik al UL, B
T A Z 5 SOD J& GIF # 4K B 1% K H Fa 2% i A
(R A 25 Lk, ol LAAS DL R 4538 - th SOD 4l
FE R A MG BT 3800 22 5, A AR SO T 3R

1 7 1 R A R
6 % it

ASCHEH T SOD [t E, i A1 SOD e 4 i
AR TRT A5 00 5 5 T A5 22 18] 4 R 5, [ I 68 7 S8 )
LB TP R R A IR i

T W i T 25 8 22 B RRAIE 1) 42 00 Rl R AR
T 2 (R A A, LA % el BSURR AIE 8 5% 07 SR T 9T 55
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