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Abstract Steganalysis technique is of great importance to network information security and how to search and detect secret
messages transferred in network is crucial and practical to safeguard national security. Against a variety of DCT coefficients
distribution model proposed by the scholars at home and abroad, this paper introduces the a-stable family models of the
image’ s DCT coefficients. Take into account real statistical properties, this paper also describes the a-stable family models
of cover image’ s DCT domain by the numbers. And we also testifieed by the experiment that image’ s DCT coefficients
satisfy a-stable family distribution but GGD ( generalized Gaussian distribution) and Gaussian distribution and Lapalacian
distribution. The a-stable family models have enough flexibility, and their shape of distribution changes with characteristic
index a. At same time, this paper designs a new processor to blindly hide information detection using Cauchy receiver
operating machine based on project needs: facility, practicality, feasibility and performance good. This detection
performance is better than GGD’ s detection performance. Compared to the reference [ 8 ], our model performance
enhanced. The operating speed is increased by scores of times.
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Fig.2 The comparisons between the DCT probability distribution and other four probability distribution in double bird

A (6) XH K 2 By 4 R RBE T HEATY) 5 JE
T ERNER L PR . IR L AT LU, fl v s Y
W& BEAH 0. 025 461 Jyfix /I, i Wi B L i W) & 2
B 0.353 81 Ko PRt % XL [ H AR R AL AL 5
] P4 S TR 5 AH DL P

1 AT EBFHNNYEE
Tab.1 Anastomose measurement of four

kinds probability model

A2 W1 B €an
iw 3 3 A 0.353 81
TS WAL A 0. 057 966
Lapalacian 0.067 544
A 7 0. 025 461




1786 ] &1 5 B R 24 4

%14 %

2.3.3 DCT ZHU[ SasS i

H T B AR AL BB SaS B ) B o, 1
DCT Z % [F] SaS 52 HY Fie KA 3 M AH VE T, 56 45 08
LYo G W5 B 95% By WA E /T 0,05, F)
FHZC(4) 3K B 5 DCT I rh A4 28 50009 e Ak oR %80, i

THE % 5 B R RS AR B A (- ) R — A
Fourier A8 #2 X} , fi It 1] 7 SaeS 5 7Y iF i A >R fh 28
(APD)P( | X | > o) 555 o A0 2 1 35 o1 & ) f5% 4 40
£ 5 16 I SE K PR B SaS A6 B 45 4F 45 58 o« il
0 K% 1) 15 85 0 R 6T 19 A5 BE A, FL 45 SR a2 2 JOm .

K2 SoSHEBEMFHMEEH « WERERBERMLERNYESER

Tab.2 The optimal value of @ and anastomose measurement value with this optimal value in a SaS model

1% FHE R EL « Wl € & 1% FHEFEEL o WL €
Flower 0.770 9 0. 050 00 Frog 0.961 9 0.015 00
Double Bird 0.939 7 0. 020 00 Boat 1.403 0 0. 005 00
Stone Mountain 0.882 8 0. 025 00 Moon 1.943 6 0. 000 05
Tourist 1.448 1 0. 000 50 Zelda 1.354 3 0.001 00
Lake 1.902 5 0. 000 05 Goldhill 0.946 7 0.020 50
Sunset Glow 1.954 8 0. 000 05 Clown 1.899 7 0. 000 05
Lenna 0.828 3 0. 045 00 Baboon 1.678 5 0. 000 45
Cameraman 1.279 9 0.015 00 Barbara 1.067 4 0. 005 50

2 B HE L, SaS B A AEFE R o
(B ETE 0.75 B 1.95 Z A, 1 H X4 L 401 N
kB, FLRRAE 75 B0 o {H R, A Sunset Glow
1B, HAFMEFEE o 3K 3 1. 954 8, 4230 155 37 43 A7 A8 7Y
(a=2) ;R WA F S, TRFAE 48 50 o {H 51
BN, Flower, HAFIEFE 20 « X4 0.770 9, X 5
FG BRSO AR AT 0, G 40 1 88 3 &, L DCT
FE R @R EE RBUR B L, SaS 4 1 iR AR
T 55 R AT JE BB AE FE At o BE DN S B
TSV BT N D v e A A R OB LT 4
R, SaS 43 A7 bR KR R 55 kbR, RVRRAE 48 2L o
L . N8

3 sy

B IRAE R 23 SCHK L R BRUR £ B A T 55 42 B
I A X 3 % AL BTN E SR AR T o FE R 8
RECRCOR 37 10 P v 40 2 26 e A 00 ) 2 0 £ K B A B R
FAUBT AL B U T o B LB DA B £ B A A 2 AR
R — o A AR B UK Y B B R R B A IE R R
R% [ —Fh Al % 5 B AFE B0 nTREME . PRI, BRO
RGN i) R A 2 S U 1] B 5 A A AR B I 00
i A 0 1)
3.1 “raEiEkE

2 R W RE A R, AR 9 HL S8 T H AR R A B HL R

oA EAE R e — R ZOT R I 4y 2 07 .
XF T JPEG B &, H A7 By a2 B4R DCT & #iy
Huffman %, B, 320 JPEG BHZ IR IG5 5, 5 1)
K 4 i) Huffman % # 17 Huffman 2z 4% #0502 JPEG
EIR Y DCT R ¥, BLXF 32 B 9 JPEG & & DCT
FROFH YLK A ool
H,.Y[K] =X[K] 7)
H,.Y[K] =X[K] + W[K]

X Hy T3 EEH, S ARERERE, &
PRHER, WIK]RRWEFEFI ., XIK]E
A~ T ER DCT REUFS

MEFE WIK] 2 —MEEELE, B2y T
K& DCT R4 X[ K] 2Rtk . fofe b (5
SR 25 0 H RS T R A TR DCT &R 2K
Y[K]Z2EBSAHMERLBOKENFERE ., —FEAMN
BAE Z JE IR R DCT 2R %500 HE 58 %5 B ok B0 AE ik
AL A5 K B S BT R R A st xR i
RUZ A IR, K Ry i AR %5 15 2 8K BE B /9 1#
% DCT ZH055 4 5 I 4 1 R 1 DCT R %43 1
2 S HARLAY o
3.2 XFELLsALE

R BRSNS 5 — G iR R
FHVERC, 16 3 R 1Y PDF FRR % 15 AR & 2 F i,
FEIX AR OC 40 531 o ) AT FHARLAR L ke i 3, LAl ik
e



TR KL DCT RECH e B B HH oy A 43 1787

A(Y) >n, ¥ H,

A(Y) <9, 3 H, (8)
KR ACY) AR, 7 2 BIK L
_AY|H,)
A =py T, &,

AY | H) A H, BT 0 5% 18 8% % 5 ok 8L,
FOY [ Hy) BAe Hy 00T B 5 A0 R 5 R B, 7
SR TR Y, E R R BSR4 T A
Y o X B ] DR St B H AR XS L, 1Y) =
In(CACY) ), 0= (8) 114 34 1 o DU 598 228 -
I(Y) >n, 50 H,
I(Y) <n,HN H,
n R ELEME n B BARXEL B =In(y) o X T
Neyman-Pearson #EN , {8 n J& i B E MR P ME—
B o

(10)

4 EZERH

MRER 371 AT, HUEEAE A B0 1 M S A1 e
A0 T DB r Al T RSO A B AR I S A ]
DL e B a R B, 4R, A SR 5L i KL
PSS L 2 A ) IR 4 HC A L g G T 5 IO 2% e G
o TEEE 2 WELIRIE T X TR H DCT R4, H
AR R IR SaS ARG, 5y T A B v Y
ZH o ROFRESHE, ARG, o HAR,
I, BARHE T SaS A5 AU A A I &% 02 f DL Y, 15
TR — AR EE L E o BOME, HiTA 8%
K, FET SaS AT EREATRA . M2 W H)
o HAMRE, a 0 AifE0.75 F] 1.95 Z A, H KR
A SCE R, o [E M, H AR SR A R Y
P, 21 SO B A Y PR BERE SR L 4R Y SO 2E

L NI, o BT R 1o DR, 7T A G 42
W HL B S 2 R A 4, A R AR S b R A
A9RGB LA
SEBR A P PERE R B . FESE b R X TR S R R IR
BL, X T B R e 50 B A A ke i, T i
HLRAR G B 10 o 0 75 43475 BR B E SLANF
1
Sx(x) :?472+(Z—8)2
X HLAY oy R A B Y IR 2%, 8 S FE AR B 1Y
P . OGS (11) e Hy H, RS T B2 E R
R R KON
SCY[K] |H,) =f, (Y[K])
SCYLK] [H)) =f, (Y[K] -W[K])
A, K 48 DCT S ) AC 2 B0UF 51 [ (3 &, AC
EREL ZRAME N 1 BT 5, RIS %
S, W H: X AR LA

(11)

(12)

1(Y) :ln(f(Y‘Hl)): In 272+(Y_5)2 :
f(Y | H,) sy + (Y -W-95)
(13)

(1) A1 (13) AT LSRG X5 Z R 1 1 |
ZE AL AR B PRV (ELX R 7 YR T B AR R, AR
TILRETSE . Wi, T —MIr k&R, T
N (13) L 57 [R] o A1 B4 Bl AL 22 8 A, B LAAR 35
RECERE, LN A Hy, H, 8L IR 35723 A1 o
R BRI AR Hy B, or FEMMB¥ES )
Zo MTREFEE WIK], /TN WIK] =
al K]s[ K], Hi a[ K] 58N 1, s[ K] 2 —F i B
PLA A fe = A R DN BE AL P 51, (0 1 s - 1, B
MIBER T 172, IR (KA 2L LSB # A, %
ABREHN 1T WIK] =1,0, -1, feflik H, 5m
TSR L L B E S T 22 0 R X

mo = B H,] = 3, (1o (v + (X -X -ya)t)((xyz_f)(x Py -5)2»'”) (14
o) = Var[l|H,] = E[l -E[1|H,])* = i;(lnzz : g ; Z :g;i)z (15)
[F) 38, AT ISR A5 7E B i H Bz A5 B0 T X 2 SR LA
m, = E[l|H] = X GAESC S _iz)zjl:;’:zﬁ“;z(x —a-9))” (16)
o> = Var[l| H,] =i2(1n1212§12:§;)2 (17)



1788

SIS PP

%14 %

M b T T R LAE H

(18)
Xt T 45 58 W RE AR K, X S (H 5 07 2 LA 5

TR . DCT Z 8, N HALAUREE Kodls X A

a,JfH SaS 0 A S8y M 6wl LUK Al T

R XS BAR HE L A 7 i i B2 B R B9 3 {E (g,

2 2
g, =0,

m )R (o, o) BT LR A5 P I p 4 % 5
I S T AT T 8 s 7
Ph=o(”;mj (19)
Rm=q”;“) (20)

A, o BHFHBIME , Q () FARHEIE RS I A7 s X
T4 58 M A AT AR BRI R R R

Pdu=0(()1(P‘.a> 12 m;) (21)

21

2 A5 M SNR = mf/a’?,}?ﬂ%ﬁ{h/\iﬁ
(21) , DupAs: ) 2 55 plg 4 22 0 ¢ R %30 oh

P, :Q(Qil(Pra) -2 /SNR)

(LA P LASRAR ™ S s 20 A A0 g 39 2 A 19 12 A
Pt Al RISR A o

(22)

5 SNEHR

N TR UESR 4 71 B A B H L Y A
BE, FSEFIEE 4 o IS TP 2 A 5 ¢ = 0.5
(7 S i 7 A A5 A 0 K P 4 ke A ARLAR EE Y
WE 507 2 XA LB R L8 72 5 2 49 16 g &1
AR I AR B 4 R, IF ] Outguess T H
et A B 15 B 5 15 B 80 & B PR 50k 2 57 52 56 A
B SRJE  FHPIRR SRR A 56
5.1 #EYHEN1EEE (ROC) L1

ML I A5 B T 2 i IS .
e, B (S B rh i X — M O ERS
Sy, S R P AR o e K D & B IR T AH =
TAER K L P 5 B A A A5 S, T2 — IR 1
BRI AR F N T AR, WA 2 T A ik Lol i
WP 5 BFI R TCAE S o Pt , 7T K 232 4% b iy i 7
B BRI,

B3 AT PERE I 2% 5 ¢ = 0.5 T SC A 2%
) ROC Hi £k, AT LA, H SR KT 0.01 )5,
A VG G 0 R AR AR 0L 80% LA b, A AYIA B 5T 90% .
BRI 3 (a) bk, Hofth 3 I (&1 3(b) ~ & 3(d) ByH]
PEHEIHL ROC MR HRAE ¢ = 0.5 B9 Ui # Wbl
ROC b 77, L it 2 i Aol 74 A 00 4% i M BB A T i
$U ARG I 45 B BB o

1
0.9r
0.8
1 & 0.7f
{ = 06}
T % 05' ’/, — WE‘ B
i L ., N 4
1% 8:‘3‘_// --- ]
0.2F
0.1}
0 s - 0 : .
0.0001 0.001 0.01 0.1 0.0001 0.001 0.01 0.1
h R f R
(a) Flower[&/{% (b) Lake[&{%
M 0. M 0.7
= 0. = 0.6r
ﬁ ) . 4.[2‘ 0.5p7 — Y 1
H 0.4 --- TS 0.4t e |
= 03f Z 03t LazedRE
0.2F 0.2F
0.1+ 0.1F
0 L . 0 L L
0.0001 0.001 0.01 0.1 0.0001 0.001 0.01 0.1
e A
(c) SunSef glow[&{% (d) Cameraman[&|{%

3 FPEHEHLS ¢ =0.5 |7 i el pg ROC il £k
Fig. 3 ROC of Cauchy and G. Gaussian(c¢ =0.5)



TR KL DCT RECH e B B HH oy A 43 1789

5.2 Sug[8]EWAMERE L&

R T AR SOy vk S R A R I Ty ik SR
(8 kI vERE , AT FH 7 s AT BRI S 8%, o T A
A D S5 B e R A SCAR [R] 9 — 1@ Double bird [#]
BRI 25 R A 4 iR, B 4 0] DL 2E
B AR SO B2 P RB B SOk (8 ] B2 PP e
o, SCER[8 Bl RIBWRERF a =
f——
0.95

0.9
0.85

=
o0

0.75

(R} Rallless

=
“

0.65
0.6 -
0.55F B
0.5

0.01 0.02 0,03 0.04 0.05 0.06 0.07 0.08 0.09

B4 ASCHEOLS SCRR (8 T He bl B e 4
Fig. 4 The performance comparisons between the receiving

machine proposed by us and by the reference [ 8]

1115 1, i A SCUAR 3 BOHL- 75 2 LR S T F o
UK 1, E3E T 52 B% | Double bird &4 (1) %2 75 A
T a70.9397, Hik, L LB TS 520 45 KA
A . T SCHRE8 ] Ay 5k rh il > 1 A5 DG i 1Y)
PEAS AR A, BT A T A AR B RS |, 35 B 1 #2E pL v g
TRER EZIEE o T A SCHE 05, 7R [
FEMAL T g 17, 38 47 3 B T JL 4%, 4o 78 3k
Double bird Y AL BE R (132 17 1 [A] 24 0. 026 31 s,
MSCHR L8 ] 1B 47 I ] J2 0. 583 4 s, Pk, A SC 4
Hh ) B S R,

6 % it

AR I 0 B T — P T B4R DCT R %w)
GEih AR R R R RN AR, 2 T M Y S PR
GETHRHE , R GEALHL A T B R DCT S o £35S
FERERL, Jf 8 S 40k T KR DCT R 58 i A
TR AS IR T S S B 2, o A 52 4 e BT e 20
BEHY | Lapalacian 584, 17 52 IR N T o B3 S FE BT
(G0 B ol 81 P 7 AN 6 BN R i 1 Y )
TR LB T — R BB o RS TRR R Z — B A

PHOOEHECHL Y RO 5 B 5 A I 7 ik o 3 i A 0 4
WAL ) SO S B AL AR L, PR SE BB B 1, 3
PIPERE T o HSCHRL8 JAH L, A SOOTIE PEREAH A
TR A BRI S T, s T d ke T IL A .

TEA IR TAEH B R BEAT 2 T o RR SRR 1Y
M AL BT . FrBOIT HE 2R T «
PR AR RL  h 250U R B4R OHLR , BE B 4 4G U
R EMEBERS TR

% %% 3k ( References)

1 Hartung F, Kutter M. Multimedia watermarking techniques [ J].
Proceedings of IEEE, 1999 ,87(7) :1079-1107.

2 Zeng W, Liu B. A statistical watermark detection technique without
using original images for resolving rightful ownerships of digital
images[ J]. IEEE Transactions on Image Processing,1999, 8 (11) :
1534-1548.

3 Giannlula A, Boulgouris N V, Hatzinakos D K, et al. Watermark
detection for noisy interpolated images [ J |. IEEE Transactions on
Circuits and systems- Il : Express Briefs, 2006 ,53(5) : 359-403.

4 Birmey K A, Fischer T R. On the modeling of DCT and subband
image data for compression [ J ].
Processing. , 1995,4(2) .186-193.

5 Reininger R C, Gibson J D. Distributions of the two-dimensional DCT

coefficients for images[ J]. IEEE Transactions on Communications,
1983, 31(6) :835-839.
Wu M, Yu H, Liu B. Data hiding in image and video: Part 11—
Designs and applications [ J ]. IEEE Transactions on Image
Processing, 2003 ,12(6) :696-705.

7 Sayrol E, Vidal J, Cabanillas S, et al. Optimum watermark detection

IEEE Transactions on Image

in color images[ A]. In: Proceedings of International Conference on
Image Processing(ICIP 99) [ C], London, England,1999.231-235.

8 Alexia B, Panagiotis T. Hidden messages in heavy-tails; DCT-domain
watermark detection using alpha-stable models[ J]. IEEE Transctions
on Multimedia, 2005,7(3) :700-715.

9 Hernandez ] R, Amado M, Perez-gonzalez F. DCT-domain watermarking
techniques for still images: Detector performance analysis and a new
structure[ J]. IEEE Transactions on Image Processing, 2000,9 (6) ;
55-68.

10 Birney K A, Fischer T R. On the modeling of DCT and subband
image data for compression [ J]. IEEE Transactions on Image
Processing, 1995,4(3) :186-193.

11 Adler R, Feldman R, Tagqu M S. A Guide to Heavy Tails: Statistical
Techniques and Applications[ M]. Boston, MA,USA: Birkhauser,
1998.:16-19.

12 Lie Wen-nung, Lin Guo-shiang. A Feature-based classification
technique for blind image steganalysis[ J]. IEEE Transactions on
multimedia, 2005,7(6) :1077-1020.

13 Lam E Y, Goodman J W. A mathematical analysis of the DCT
coefficient distributions for images[ J]. IEEE Transactions on Image
Processing, 2000,9(10) :1661-1666.

14 John P N. Maximum Likelihood Estimation and Diagnostics for Stable
Distribution[ D], Boston:American University, 1999.

15 Muralidhar R, Freeman C, Gerlach L. K R. Robust adaptive signal
processing methods for heterogeneous radar clutter scenarios[ J]. The
Guide to computing Literature 2004, 84(9) :1653-1665.

16 Willinger W, Taqqu M S, Leland W E, et al. Self-similarity in high-
speed packet traffic; Analysis and modeling of ethernet traffic
measurements| J |. Statistical Science, 1995,10(1) :67-85.



