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Performance evaluation of information hiding
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Abstract: It is necessary to establish a benchmark for information hiding. Imperceptibility is an important index to evaluate
the performance of steganography. Based on HVS model, a new imperceptibility measure CHD for color stego image was
proposed. Experimental results show that the quality of stego image calculated by CHD reflects the luminance masking,

texture masking and color masking of HVS, and CHD can be used to evaluate the imperceptibility of steganography tools.
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Fig.1 Progress of computing CHD
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Fig.3 Images hidden same messages at different level
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Tab.2 PSNR,CHD for lena,fl6 and baboon embedding

with different messages

A (C) Lena f16 baboon
/% PSNR CHD PSNR CHD PSNR CHD
2 63.5731 175.8337 63.7060 178.0660 63.7095 180.248 9
5 59.8020 168.703 1 59.8836 170.9170 59.848 172.7827
10 56.8845 163.0196 56.8811 164.9984 56.8795 166.9827
20 52.4887 157.9252 52.5099 158.9501 52.4744 160.8312
30 48.0015 152.4634 48.0251 153.3491 48.0349 155.5369

40  43.5505 147.4299 43.574 8 148.6540 43.5564 150.2117
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20 105.436 5 106.440 2 108.356 8
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3 BREARARAETRIMETG

3.1 CHD #E#HREMER

MBS 53 J5L B 43 B, i T s BURE PL R AR
LSB J5 1 Hide in Picture XJ J5 i ¥+ &1 (9 & Ui /N, R
AR o B 5 MR O A% B A DG R 25 1B 1% Stash
Tt ASCR AU 5 18 20 DCT 3805 B AR LG e 37 A2 1k 1Y)
Jsteg-Shell Xf 5 0,1 Z AN S 4 R B 47 T 1B
B, B SR B R, S Al R M B 2%

Sg 2R 1000 0 EE (KR B USC-SIPI
Image Database 1 %¢ % AH #1 ), 4> % F Hide in
picture, Stash Tt Fll Jsteg-Shell 3 Fhix A T. B, #ix AN
i) 758 i A AR 25 A5 L, 19 3 — RV % KR, 1] CHD
WE AT HT IO 0 S2 30 45 R s 6 iR, R4 4
H R S B R

185

—— Hide in picture

180+ -o- Stash lt

—+ Jsteg-Shell

175}

170

CHD/dB

165}

160

155}

0510 15 20 25 30 35 40
FR O
K6 AIFES# M CHD 431
Fig. 6  CHD distribution for different steganography tools

M CHD {43 #7 : Hide in Picture {% A~ n] 851 4
e hf, Stash Tt ¥ 22, Jsteg-Shell [ A~ 0] J8% 1 14 f 2% .
XGRS IATH B 45 R — 3, R T AL
P& T R bR CHD (94 250 .

4 ARBFETEMESHRHER CHD/dB
Tab.4 CHD/dB for different steganography tools with

varies embedding capacity

K (C)/% Hide in Picture Stash Tt Jsteg-Shell
1 181.627 2 168.779 6 161.150 1
2 177.543 0 164.997 5 158.670 5
5 170.359 4 161.4717 156.253 3
10 164.5775 159.016 3 154.8217
20 158.9827 156.740 1 —_—
30 153.533 1 —_— —_—
40 152.443 1 —_— N

KAk SE 56 R WY, CHD (B A9 7T #2532 38 Bl KT
150 dB,
3.2 BEMERERRART

DAAE: SCHR A 3 1 2% AS AT g% R D 48 A 151
4 SNR,PSNR, WSNR ( weighted signal to noise ratio) ,
MPSNR ( masked peak signal to noise ratio) ¥J75 i T
SRR LA BUAE R DA (E L LGB AS R) B 5 0 1 A
ALRGIE , H AN BERAE RIR A& DXy 2 FLAF O

BRI C AR EMR S I R/NR M x N,
HCHS ol KANEARESRR PxP o3, o
MK

M - N/3
P (7)

5 C IR kAR AR 2% CHD, (k =1,

2,---,K,Ce {R,G,B})FEmrNH

CHD,, = ZP: dyc = EP) By (Cye = Syc) (8)
T, Coppe TS o 73 0 718 I v PRI o 1R 4505 €
JZEE R oy (i, HAER) DCT REE , d, KA1
HHRL IR 22

3 (8) T UL, 2% A 0 B ) SO 22 AN [a) , BRIV
B A B % AR B A AR TR, X T R — X3
R,G,BHZEIRAMH LA —F. TRHKR
5 OUA B T A4 5 X B 5 B g A ko ik, DA g ik
SR LR B S 70 B F R 9 K g, i s 1E J2 i S 3
WARER H A Z —

K =

4 % it

B {5 5 22 2 GV K 50K, 1R B BB B AR
FRIRIE T AN TR, 8 ST A L B4 P RE A s o 35 7 A
1o $2 YRS AR A Al AE E 45 47 CHD , 2 gk
TR R G R, I, PP 45 2R 5 W



214

hE E R B www. cjig. cn

%16 4

SERANAT , Al RLX S A B AN m] ORI 2R AT 5 WA
IERTES o X HRE— DRI R, A A 4
TP L O 9 £ B B PE BE AN A v, R 22 [ il
A 5 T4k S 58 R0 i e

2 2% 3Lk ( References)

(1]

(2]

(3]

Jessica Fridrich, Petr Lisonek, David Soukal. On Steganographic
[clvw
Alexandria, VA

Embedding  Efficiency Information Hiding, 8th

International

Workshop.
2008, (4437) : 282-296.

Springer-Verlag,

Andrew D Ker. Steganographic Strategies for a Square Distortion

Function [ C ]// Proceedings SPIE, Electronic Imaging,

Security, Forensics, Steganography, and Watermarking of
Multimedia Contents. San Jose, CA, USA, Washington; SPIE,
2008(6819) : 1-13.

Parvez, Mohammad Tanvir, Gutub Adnan. RGB intensity based
image steganography [ C ]// APSCC 2008-
Proceedings of 3rd IEEE Asia-Pacific

Conference. Taiwan; IEEE Press, 2008 . 1322-1327.

variable-bits
Services Computing
Li Xiaolong, Yang Bin, Cheng Daofang, et al. A generalization
of LSB matching signal processing letters[ J]. Signal Processing
Letters, IEEE, 2009.69-72.

[5]

[6]

[10]

Kong Xiangwei, Cu Rufeng, Ba Xiaohu, et al. A perception
evaluation scheme for steganography[ C]// Fourth International
Conference on Intelligent Data Engineering and Automated
Learning. Hong Kong, China: Springer-Verlag, 2003 . 426-430.
Andrew D Ker. Quantitative evaluation of pairs and RS
steganalysis[ C ]// Security, Steganography, and Watermarking
of Multimedia Contents VI. San Jose, CA, USA. SPIE, 2004,
19(1): 83-97.

Wang Zhou,Bovik A C. A human visual system based objective
video distortion measurement system [ C ]// International
Conference on Multimedia Processing and Systems. Washington
DC,USA: IEEE Press, 2001 :34-39.

Tan S H, Ngan K N. Classified perceptual coding with adaptive
quantization [ J].

Video Technology, 1996 ,37(6) :375-388.

IEEE Transactions on Circuits System for

Wang Xiangyang, Yang Hongying, Chen Like. New color image
watermarking based on adaptive quantization [ J ]. Mini-Micro
Systems, 2005 ,26 (9) :1525-1529. [ T [a BH , #% 2T i , b5 Bl F}.
FeT MR SE R G0 1 38 B TR EN ST R PSR []. /D
IR T HL R 58 ,2005,26(9) :1525-1529. ]

Hamad Hassan M, Gilani S A M. A fragile watermarking scheme
for color image authentication[ J ]. Transactions on Engineering ,

Computing and Technology, 2006,13 . 312-316.





