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Abstract: An integrity authentication scheme for video bit-stream based on the fragile watermarking is proposed in this
paper. In the compressed bit-stream of H. 264, The authentication codeword are generated according to the mode of
intra_4 x4 in I_Slice firstly, and then embedded into B_Slice and P_Slice by modulating some VLC codeword of sub-block.
This modulation is based on the mapping rule between the VLC codeword and the bit to be embedded. The mapped
codeword is very similar to the original codeword, namely, the length of codeword is same and the value of coding element
is similar. This scheme could detect the watermarking rapidly, which meets the requirement of the real-time processing of
video. Experimental results show that it has less influence on the quality of video, and can effectively carry out the integral

certification of video frame.
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Fig. 1 The grammatical structure of coding slice
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Tab.4 The results of invisibility

J7 41 Uy Ssim Vou
foreman 0.968 4 0.979 1 0.3234
carphone 0.9650 0.978 6 0.407 8
mobile 0.996 8 0.999 8 0.107 8
mother-daughter 0.976 2 0.9853 0.302 1
highway 0.9554 0.976 3 0.3394
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Tab.5 The authentication results of various attacking

Wik foreman carphone flag( &= 524 )
Tt 0 0 TRUE
HER e 0.48 0.51 FALSE
G 0.52 0.49 FALSE
LRRIER 33 0.46 0.48 FALSE
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Tab.6 The performance comparison with literature [ 8]

(14)

Ssim C/bit R,/ %

SCER8] ASC SCERI8]  AZC SCHEK[8] AL
foreman 0.9756 0.9684 666 2936 -0.09 0
carphone  0.9802 0.9650 706 2053 -0.11 0
highway 0.9921 0.9968 548 1860  -0.07 0
mobile 0.9738 0.9762 2554 2703 -0.26 0
mother- 0.9663 0.9554 293 1232 -0.05 0
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