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Protection algorithm of face feature using SIFT

Zhou Lingli" , Lai Jianhuang®
" (School of Mathematics and Computational Science, Sun Yat-Sen University, Guangzhou 510275 China)

2 (School of Information Science and Technology Mathematics Department, Sun Yat-Sen University, Guangzhou 510275 China)

Abstract: With the growing use of face recognition in security and video control domain, there are growing concern about
security and privacy of biometrics data. This paper proposes a security algorithm about face feature, which bases on the
SIFT feature and random projection. Because the SIFT features are invariant to image rotation, scale and change in
illumination ,feature extraction is first performed on face images by SIFT algorithm. The SIFT features are transformed using
invertible transformation which is generated by user specific key. All the above successive procedures produce the
cancelable and non-invertible template feature data, which can achieve the protection of face data. In extensive experiments
with publicly available face datasets CMU, AR and Feret, higher recognition accuracy is reached, which demonstrates that
the proposed approach is not only able to protect the face data, but also robust to various complex conditions, such as
changes in the pose, occlusions and expression, etc.
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K0 FDA FRAERY U A, 78 AR AR 3, A SO0
TR A4 22 TR H] FDA SRR 4528 . (H 2 151 8—
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H PRI A AE 0] B 5 Token (BUE RER ) o A7 1 B
BUF 9 AT 2 A A B B3, DA T A% 2 58 7 1) 1Y 2
5 BioHashCode, BioHashCode 2 [8] i 1 7 BH #F 2§
(Hamming distance ) 3¢ J& & #H {2l #4: . Biohashing %
AT AR PR IO 85 1 UM ROCR O HOZ R
WHIAT 5 R E £ TEOC A B AL R Key, PRI,
ALY Biohashing 57 ¥ #E 47 AH 5C 19 53 5 Ho B¢ AN
I3 o

K 8—10 1, “Bio” % 7/~ Biohashing 5 ¥ fi{) 55 46
g5, HPA ALY A CMU FEFI Feret Ji
B ARSCR A R UM R B T Biohashing 55k
AR, 78 AR R E YR 5] FE 8% L T Biohashing
Bmai R X 3 A N EE # L, Biohashing 57
12 AR AR SR A 1 A ) 2 R0 I A B R B BRI
Fr i & CMU 1 Feret 5, SE 36 45 R £ W], Biohashing
TR 0 1 3 1) A KSR ok 72 5 R R, T 4 ) 4
) PR B PR 22

P BT 1 B AR A i B 0, 5, 55 9
2 VX A T Y 2 4 B 2 OCE B AE
P FIEN P B E RGO T AR CE LR
N

F 1—3 J& CMU & AR FEFI Feret 24 151 5
P A BA & B -7 XU 5, RIEEE A
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®1 CMU ERHR(ZFHAR)
Tab.1 CMU database ( different key)

iR 120 110 100 80 70 60 50 40

SIFT 0.008 8 0.010 0 0.014 1 0.002 9 0.005 8 0.009 4 0.008 2 0.005 8 0.008 2
S ES Bio — — — — — 0.018 6 0.015 1 0.017 6

FDA — — — — — 0.017 6 0.016 7 0.023 5
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F2 AR ERFE(ZEHTRE)
Tab.2 AR database ( different key)

4k 5 120 110 100 80 70 60 50 40

SIFT 0.006 3 0.007 6 0.007 6 0.006 7 0.008 4 0.006 7 0.008 4 0.008 0 0.005 0
PR Bio — 0.0113 0.010 2 0.006 3 0.007 7 0.008 8 0.007 7 0.007 9 0.009 6

FDA — 0.010 5 0.007 6 0.012 6 0.0113 0.0118 0.008 4 0.0113 0.0113

# 3 Feret EiRFR(ZHALRR)
Tab.3 Feret database ( different key)

2 120 110 100 80 70 60 50 40

SIFT 0.000 5 0.001 8 0.002 4 0.001 3 0.001 0 0.002 4 0.001 6 0.001 3 0.001 3
PR Bio 0.002 7 0.004 5 0.002 9 0.003 5 0.004 3 0.003 7 0.003 9 0.006 5 0.003 7

FDA 0.004 7 0.003 5 0.004 7 0.002 0 0.005 5 0.003 5 0.004 3 0.005 1 0.003 9

M 1—3 o] LLF H 76 CMU (AR Fl Feret A\
BE B A SO 1R I 3R 5 R A FDA KR AE AN
Biohashing 40 L, J2 S AR Y, B L AT UL, A OB
R Qe A d RIS = A

4 £ it

Wt 5 NS TR 9 )2 90 A A R R ) 22
e AAE R R B, R —Fh 5 P
HHIG, BEAS AR JCHL AT AT S A P A A i P B A
AR B PR3P Bk o SR D SIFT B35 X% A 1115 42

AL SRR AT BE LI, 51 ABEHLIN 3R (key) ,
A Ta] ) %85 B A JSCAN [ ) Al 5 80, DA T 52 B %
APy AR KA B DR 3. SR A5 R R AR SR Y
S ARG HE— 20 4 e PRU 3 T EL ek MK 14 45 f
YL R R R A A AT B B R
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