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Anti-compression approach to distinguishing photographic images
and photorealistic computer graphics

Zhang Rong, Wang Rangding
College of Information Science and Engineering, Ningbo University, Ningbo 315211, China

Abstract: Based on the sparse representation of images, a new approach to distinguish photographic images and photoreal-
istic computer graphics is proposed. The proposed approach is robust enough to compression to guarantee image authenticity
forensics. The Tetrolet transformation chooses the optimal tetromino partition for each 4 x4 image block in terms of the min-
imal L'-norm criterion to protect local image geometry structure and to obtain the sparsest image representation. When ob-
serving the adaptive values ¢, an image is represented as a normalized histogram with 117 bins corresponding to the number
of occurrences of different block covering, i. e. the features of HoC ( Histogram of Covering). The experimental results
demonstrate the HoC features extracted from S ( saturation) are able to characterize the distinct statistical properties in the
local geometry between photographic images and photorealistic computer graphics. The proposed approach is applicable to
image authenticity detection and auto-classification.

Key words: image sparse representation; Tetrolet transform; digital image forensics; anti-compression
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Fig.5 Block diagram of the proposed classification algorithm
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Table 1 Data sets for algorithm evaluation

EEES LEEA R
1 PIM 800 Canon(3 #f) , Sony(1 #B), Nikon(1 #F), Samsung(1 #), Olympus(1 #f) 14
412  PRCG 800 Columbia k2% PRCG &4 4"
413 PIM 200 M40 1
4 PIM 200 Canon(1 #f) , Samsung(1 %), Sony(1 &B)F14%
45 PRCG 100 www. raph. com
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FHEMGEE 4 1 T4 2 By 1600 iig I8 F B4
AV SRS HLIENE | X 3300 (4 U0 1 RE 0T Al
FEXFAS [R] B2 4y 2 1) 0 0 B i bk B, SR A 10
R AE XIE , 1 600 1 G H i) 70% #4714k,
30% FEMNA, SC0 25 S B 10 W 34918, k2 %
W, B R R A EAALEDE B @8 (H 2y i) R
JE(S 3 ) MBIEE(V 438 ) B AE % i 35 Hb S e 7
K EMGAE Jm i HIL A 4544 1 W AN R Gt 4k,
WO H i i RN R R B . R 2 A IR AR Y
MR AE LSk 3,10 ] Sk il 25 5 . S5 axX i Fb
JrEAR I, TE 3 A it b 1) HoC FRRAE#R
HA B iR 56
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Table 2 Comparison experiments of discrimination

. PIM PRCG S
RSB T

J% /% TR/ %
H4pg 117 99.9 100 100
AL ShHE 117 99.5 100 100
VM 117 99.5  99.7 99.6
SCHR[3] 216 95.5 98.1 97.2
SCHR[10] 256 96  95.4 95.7
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UG 4 & — P o i R EIR R . —IEZ
b R4 0 B R, Ik 2 B R, TR AE, —
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4,415 500 Wi PR X Rk BT s 4 BE g 2470
o 413 A 200 iF R S SR Al 1 KRS
FAHALIASE B9 A 6] R, 2 4 iy 200 g 1R 7 R
WS ph o5 Ak 3 ERAH LA IR HE . 415 AL & AN www.
raph. com [ 3k T 2 (1 100 17 & £ i+ HLIEIE
ff— 2 (R {5 41 4% 118 90,70 ,40 R [A]f JPEG & A
TR T RS EAR A B2 JPEG #30HY
Fis 2 P8, DR P R s 4 TR R R 4. A
S5 RN 3 PR,

®3 EFETHER(RAE)
Table 3 Anti-compression evaluation experiments

(accuracy rate)

/%

Hipw® SiHh=w Viam
70 3 100 100 100
iR EE JPEG ZH 4 100 100 95
45 100 100 99
43 100 100 100
—JE JPEG90 44 100 100 95
45 100 100 99

43 94 98 98.5
—JE JPEG70 2 4 81 98 95
45 100 100 99
41 3 35.5 93.5 85

—JE JPEG40 ZH 4 22 95 94.5
45 100 100 98
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