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R A T (B M 510640

B OE: PRI R T MSBs (R AR BEAR AR DCT (B A 524845 ) Bk YASS (yet another steganographic
scheme ) 2 5 W HE RV o A T eIk YASS 553k PR AL R 51 (QIM) H A 45k Y 53 Mk BRI , 76 YASS I Bl
AR 5 MSBs AR 70413 29 R B SR A A5, ol T B A TR B A P 51 AT 5 SRR 55— B T 2 o0 A, TE AR
£ YASS S0k AL A DE A0[RI, BB 5 RS — 204 07 P 22 8] 09 22 57 doe M A RUBRAIE T8 5 1) 22 4
o SCHRETREW, 5 YASS X b 1207 5l 2 K00 A B 7 1R B 29 A8 i /N HOF R O 6. 3% , A EE YASS
VIR 6.8% /b 1 0.5% , A FIEMBTR S e Mg ) LU % s e, J2— P oA S B 5 01k

KRR : 5 YASS; o A R s A AR

Most significant bits probability arithmetic decoding for
improved image steganography

Ma Lihong, Lv Xianming, Gao Xiaoman

School of Electronic and Information Engineering, South China University of Technology, Guangzhou 510640, China

Abstract: To overcome the attacking-prone drawbacks of quantization index modulation (QIM) in YASS (yet another
steganographic scheme) , an improved YASS algorithm based on MSBs (' most significant bits) arithmetic decoding in DCT
domain is proposed. First, a secret sequence is viewed as an arithmetic coding stream and recovered by arithmetic
decoding with the MSBs probability of a cover signal distributed, thus the codec reset results in a same marginal
distribution between decoding stream and the cover. Then, the decoded bits are reembedded as the convention. Combined
with the highly random embedding of YASS, the proposed scheme has a higher security with the first order distribution
historgram between the cover and the stego minimized. Experiments demonstrate that the proposed method outperforms
YASS both in capability of anti-steg-analysis and the performance of coefficient distribution historgram, which is 6. 8% for
YASS and 6.3% for the improved one in average. It is an effective steganographic algorithm.

Key words: steganography; yet another steganographic scheme; most significant bits probability; arithmetic decoding
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Fig.7 Comparison of anti-attack capability

between two algorithms
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Table 2 Comparison of detect probability between two YASS algorithms, QF, =55

N\ B=9 B=11 B=13 B=16 B =20
EHEW%

PF-274 KF-548 PF-274 KF-548 PF-274 KF-548 PF-274 KF-548 PF-274 KF-548
YASS 0.78 0.85 0.73 0.79 0.66 0.68 0.53 0.54 0.53 0.52
MB-YASS 0.74 0.82 0.68 0.76 0.64 0.65 0.52 0.55 0.52 0.52
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Table 3 Comparison of detect probability between two YASS algorithms, QF,; =75

N s B=9 B=11 B=13 B=16 B =20
G ACHERTS

PF-274 KF-548 PF-274 KF-548 PF-274 KF-548 PF-274 KF-548 PF-274 KF-548
YASS 0.57 0.56 0.54 0.54 0.54 0.56 0.54 0.54 0.53 0.52
MB-YASS 0.57 0.58 0.54 0.53 0.56 0.55 0.52 0.54 0.52 0.53
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