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Using pre-classification to attack LSB matching

Cao Weiquan', Han Jiesi', Wang Hongxia’
1. Institute of Southwest Electron. & Telecom. Techniques, Chengdu 610041, China;
2. Southwest Jiaotong University, Chengdu 610031, China

Abstract: Most steganalysis methods for image LSB matching suffer from a drop in the performance when applied to diffe-
rent image databases, especially for JPEG-compressed and uncompressed covers, which is also the main restriction to pre-
vent steganalysis from practical usage. In this paper, we specify, the JPEG compression of a bitmap by taking advantage of
the quantized DCT alternating coefficients, which no longer obey the Benford’ s law very well. Then variations of steganaly-
sis methods and parameter sets are exploited according to the number of channels and whether the image has been com-
pressed before. The algorithms’ performances get a great boost by the proposed working mode.

Key words: Information hiding; Steganalysis; LSB matching; Pre-classification; Benford’ s Law
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Fig.2 Use Westeld’ s algorithm to detect two sets of cover types, embedding ratio is 0. 01 bit/pixel
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Fig.4 The ROC curve of SPAM and our algorithm under different embedding ratios (with JOINT™® test)
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