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Secure and efficient scheme to construct a cancelable fingerprint template

Yu Jianping, Zhang Peng, Wang Yao, Yang Yijun
ATR Key Laboratory of National Defense Technology, Shenzhen University, Shenzhen 518060, China

Abstract: Fingerprint encryption is one of the most active research domains in biometrics recognition. However, finger-
prints are human inherent characteristics, which are associated with one person permanently and cannot be changed. Once
one fingerprint template is compromised, it is permanent. In order to avoid the loss of fingerprint templates, a set of irre-
versible transform functions, which are based on the Butterworth Low Pass Filter, are proposed. They transfer the original
fingerprint templates to cancelable fingerprint templates. Those cancelable templates, stored in different recognition sys-
tem, are different and irreversible, which can overcome the security limitations caused by the invariance and openness of
the fingerprint templates. Experiments regarding matching precision, irreversibility and transform efficiency show that this
scheme has high performance on authentication, security and computation.

Key words: fingerprint encryption; cancelable fingerprint template ; Butterworth lowpass filter; irreversible transform func-
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Fig. 1 Minutiae of original fingerprint template and
3 cancelable fingerprint templates
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2 Distance of minutiae between original fingerprint

template and 3 cancelable fingerprint templates
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Table 1 Probability of original fingerprint and

cancelable fingerprint matched

HE/ %
M(x,C (x)) > 2.5
M(x,Cy(x)) > 1.25
M(x,Cy(x)) > 3.75

2 TS SRR I PL AL RO L2
Table 2 Probability of cancelable fingerprints matched

B2/ %
M(C(x),C (%)) >7 1.25
M(C,(x),Ci(x)) > 0
M(Cy(x),Ci(%)) >7 2.5
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Fig. 4 Minutiae matching detail between original

fingerprint templates

350 - o %
* B R SOSER AN Y 1
300 © BEH JE DGIESE SRR 415 15,
© [o] [o]
. 250 o o ©
2 ]
RS @]
S 200} = @@
= @ ° @&
= e *
= 150
Eiy & &
100 = =
= = =
50
0 1 1 1 1 1
0 50 100 150 200 250
[l )y A AL A /pixel

PSR Fie SO 5] 20 5 5 DERC S 100
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Table 3 Nearest neighbors changed detail after

transformation of each minutiae

AR B &I S

0 1 2 3 4

M EBE/ % 91,7  0.66 2.36  2.04 3.24
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Fig. 6 Space distribution of mixture Gaussian model
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Fig. 7 Space distribution of Butterworth Lowpass Filter

718, FErR e S AR IR S0 A0 08 O i 1) i K, i VoA
S NONES IS Sl 7 QUL i e 88

M 4 e B, AR K vhide—%E A1 I R, X
K07 177 58 A 2 4R 4 v S 5 Dy Jir U A% T ) P 4K
Xt LR A8 BSOS BEA T FE 45e , Jt FHAR) ek i)  = o EL A
DRI I DR A FER 9 S AL b o P AR XA 22 HE Y
JE R TR AR 5 v SR B A 7 e e g 7 e 220K
Boz5a , Has 20wl s BoR o

*4 RASHEESEHRIREREFHIGENIER
Table 4 Computing time comparison between mixture

Gaussian model and Butterworth Lowpass Filter
/s

.. PRI E i
WBOH o1 n=2  a=3 n-d

N=5 1. 047 0.015 0.016 0. 063

N=10 4. 484 0.078  0.078 0. 141
N=15 6. 531 1.094 1.156 1.141 1.235

N=20 7. 687 1.109 1.172  1.171 1. 344

N=25 9. 688 1.563 1.640 1.719 1.797
4 £

AR HE SO T LA RI0RE S R T e S A A
ARG TR R 1 2 2 e . DLERRR
B IR A A% M TE T — 2N 3 5 4 ek K, T
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