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PGB RN, i i SHA-1 RN % SPIHT 25 i v 451 2% 505 K 38 20 in 5 vos W00 R BORIR AR 5 91, ok SHA-1 B L %%
Huffiman 2 it {501 28 550, 16 2 1 A v S BRAEUR i S0 /0 AH B I o (17 LA SRR, DSCE S35 41 2 )R, ) 2
B SBR[ A 00 o PR A il A i 200

KSR : SPIHT i ; SHA-L 5 RGN TR RIS 5 8 i/ N e A 4

Image compression and encryption based on DWT and SHA-1

Li Yuanyuan, Zhang Shaowu
College of Automation, Northwest Polytechnical University, Xi'an 710129, China

Abstract: For the security of the set partition in hierarchical trees compression, an algorithm of joint image compression
and encryption with discrete wavelet transform and secure Hash algorithm-1 ( named as DSCE) is proposed in this paper.
First, the wavelet transform coefficients of the plain image are divided into a high-frequency and a low-frequency part.
Then, the low-frequency coefficients, the initial keys, and the sum of total pixels are the input data of the SHA-1 to output
the 160-bit hash value. The 160-bit hash value is used to produce a sub-key and to perturb the initial keys. The high-fre-
quency coefficients are permuted by a sub-key produced with the 160-bit hash value. The initial keys perturbed with 160-bit
hash value are used to partially encrypt the high-frequency coefficients encoded with the SPIHT code. Third, the partial en-
crypted high-frequency coefficients and the initial keys are input to the SHA-1 to output another 160-bit hash value. The
hash value is used to produce a sub-key to permute the low-frequency coefficients, and it is also used to perturb the initial
keys to encrypt the low-frequency coefficients encoded with Huffman code. This new DSCE algorithm can implement the
mutual encryption between low-frequency and high-frequency in the process of compression. The simulation results show
that our algorithm not only has a large key space, but also is highly sensitive to both the key and plain-image. Moreover, it
can increase the efficiency of image storage and transmission.

Key words: SPIHT coding; secure hash algorithm-1; image encryption; chaos mapping; discrete wavelet transform
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Fig. 2 Original image and encrypted

reconstructed image of Barb
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by encryption process of DSCE algorithm

PSNR/dB
A ESEES CR=4 CR =10
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Barb 38.51 38.51 31.60  31.61
Goldhill 38.02 38.02 32,38 32.38
Sailboat 36. 22 36. 22 30.95  30.97
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Frog 29. 64 29. 65 25.39  25.38
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Fig. 4 The local enlarged view of

decrypted Barb image (CR =6.94)
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Table 2 The encoding time influenced by Encryption
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