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Image zero-watermark based on direction stability of
first principal component vector

Fu Jianjing'”*, Wang Ke'
1. Institute of Remote Sensing and Information Technology, Zhejiang University, Hangzhou 310058, China;
2. School of Information Technology, Zhejiang University of Finances and Economics, Hangzhou 310018, China

Abstract: Image gray or intensity value attacks, including the absolute modification of gray values, contrast adjustment,
parameter histogram equalization, and combined attacks can make many kinds of watermark detection approaches unsuc-
cessful. Addressing these problems in this paper, a robust zero-watermark algorithm using the direction stability of the first
principal component vector is proposed, which can effectively solve the conflict between invisibility and robustness. The di-
rection stability of the first principal component vector is mathematically analyzed, and experiments are performed to observe
the difference of the stability in the spatial domain and the frequency domain. On this basis, the input image is decomposed
by the dual-tree complex wavelet transform ( DT-CWT) and the output of the two low frequency bands is segmented into
non-overlapping sub-blocks, respectively. After computing the first principal component vector for each sub-block, some
vector angles between that of each sub-block and a secret reference vector can be obtained. By comparing the angles from
two sub-blocks with the same position in the left and right low frequency bands, zero-watermark feature extraction is accom-
plished. In addition, we analyze the security and robustness for the proposed scheme. Sufficient experiments with six tested
images, twenty kinds of common attacks and fifty kinds of combination attacks are carried out. Simulation results show the
proposed scheme is superior in the comprehensive performance composed of robustness, withstanding diversity attack and
practical application.

Key words: image watermark; gray value attack; combination attack; DT-CWT transform; zero watermark
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x1 TEHEHAEKRT 1. 4°HNKEHE (3 4 DT-CWT)
Table 1 The detailed test data of some image blocks with average dither

angle greater than 1.4° in three-level DT-CWT domain

10 MLty
ImBk -4
1 2 3 4 5 6 7 8 9 10
8 0.00 2.22 6.69 0.27 1.61 0.81 0.20 0.06 1.77 2.15 1.58
11 0.00 0.45 1.55 0.36 10.48 0.85 0.23 0.11 7.69 5.92 2.76
13 0.00 2.59 1.75 6.24 4.69 0.51 0.24 0.49 1.35 0.32 1.82
16 0.00 0.57 7.42 0.46 2.58 0.87 0.08 0.09 1.17 1.84 1.51
20 0.00 0.87 173.08 0.34 1.56 0.71 0.04 0.04 0.11 3.30 18.00
21 0.00 0.88 7.81 1.02 3.05 0.34 0.06 0.05 0.74 1.00 1.50
28 0.00 0.48 8.01 2.00 1.12 0.30 0.09 0.14 1.65 2.99 1.68
32 0.00 0.06 4.19 0.05 6.17 0.55 0.03 0.09 0.38 2.67 1.42
33 0.00 0.28 16.43 0.46 1.46 0.36 0.07 0.09 0.97 1.50 2.16
36 0.00 1.09 10.45 0.86 5.95 1.62 0.28 0.37 5.15 8.66 3.44
47 0.00 23.06 52.76 48.58 32.87 164.89 1.41 1.89 88.39 2.54 41.64
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Fig.4 The scheme block diagram for watermark embedding and watermark detecting
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Fig.5  The tested objects
*2 RATFHEMBEGKE
Table 2 Attack simulations
G5 Wit % Wit
1 Xt ss (+30) 11 HITE AL (64)
2 MRS, [0,1]—-[0.4,1] 12 JPEG (Q =30)
3 HXAERE (-30) 13 L4k (0.5 x0.5)
4 HXFAERE ([0,1]-[0,0.8]) 14 AR5 x5)
5 Hmxs ez ([0.2,0.8]—[0,1]) 15 A P4 (0.8 x1.8)
6 FEARAS LB ([0,1]-[0.2,0.8]) 16 HIEEDE (5 x5)
7 Fe BAEME S (0. 005) 17 HEUEB (5 x5)
8 T (0. 005) 18 HEAIEDL (5 %5)
9 HERIE (0. 005) 19 BEHLATZIMER (5 % 10)
10 Jiéke 30° () 20 JERBIY) (25% )
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Fig.6 Some attacked effect images

®3 WX EKRRKEIEXE
Table 3 BCR values between those tested objects

Lena sailboat baboon
Lena 1 0.484 4 0.5117
sailboat 0.484 4 1 0.4336
baboon 0.5117 0.4335 1
peppers 0.4805 0.4336 0.484 4
man 0.5703 0.507 8 0.496 1
boat 0.5391 0.484 4 0.5195

peppers man boat

Lena 0.4805 0.5703 0.5391
sailboat 0.4336 0.507 8 0.484 4
baboon 0.484 4 0.496 1 0.5195
peppersl 1 0.5195 0.5117
man 0.5195 1 0.484 4
boat 0.5117 0.484 4 1

6.3 EEMIR
6.3.1 MWimyd;

XF 6 M I3 G o3 S PA T 2 2 e 20 T S
55, a5 4 s, Hp oK S 5/ BCR 4331

09

0.8

0.7 +
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7 10 000 ~FlATL A B AR AR SCAEAS I
Fig.7 BCR values between 10 000 random images

and lena image
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x4 MWKEGRZAREIE (R 2)HWKENEXE(BCR)
Table 4 Performance of six tested images
against attacks from the Table 2 ( BCR)

Eg 1 2 3 4 5 6 7 8 9 10

Lena 0. 992 0. 996 0. 996 0. 988 0. 945 0. 992 0. 914 0. 801 0. 891 0. 824
Babo. 0.977 0.988 0.988 0.965 0.945 0.984 0.879 0.813 0.891 0.836
Pepp. 0.957 0.984 0.996 0.906 0.828 0.961 0.926 0.867 0.902 0.832
Boat 0.973 0.992 0.988 0.922 0.898 0.969 0.824 0.758 0.816 0.820
Man 0.926 0.965 0.996 0.883 0.848 0.934 0.949 0.895 0.941 0.844
Sail. 0.977 0.981 0.988 0.934 0.777 0.988 0.848 0.773 0.856 0.836

4 0.967 0.984 0.992 0.933 0.874 0.971 0.890 0.818 0.883 0.832

Fg 1 12 13 14 15 16 17 18 19 20

Lena 0.891 0.910 0.992 0.996 0.988 0.926 0.926 0.953 0.852 0.770
Babo. 0.887 0.918 0.965 1.000 0.992 0.883 0.844 0.914 0.809 0739
Pepp. 0.902 0.926 0.988 0.992 1.000 0.926 0.941 0.961 0.863 0.731
Boat 0.828 0.840 0.988 0.988 1.000 0.863 0.859 0.906 0.777 0.746
Man 0.879 0.934 0.981 0.984 1.000 0.898 0.906 0.957 0.836 0.770
Sail. 0.828 0.848 0.977 0.977 0.977 0.910 0.867 0.926 0.789 0.762

4 0.869 0.896 0.982 0.990 0.993 0.901 0.891 0.936 0.821 0.753

1.00
0.95
6 0.90
£ 085
B 0.80
0.75
123456 7891011121314151618171920
Wikith 5
P8 i el R
Fig.8 Average performance of the six tested images
for the attacks
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Fig.9 Watermark performance for noise,
rotation, scaling and compression attacks
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Fig. 10 Watermark performance for brightness absolute modification, brightness relative modification

and parameter histogram equalization
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Fig. 12 The performance of combination attacks with three attacks selected randomly from table 2
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