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Recovery method for JPEG file fragments with missing headers

Xu Ming, Huang Li, Zhang Haiping, Xu Jian, Zheng Ning
College of Computer, Hangzhou Dianzi University, Hangzhou 310018, China

Abstract: Recovering the incomplete fragments of a JPEG file is a challenge in the digital forensics field, especially in the
case of where JPEG header is lost or damaged. In this paper, we present a method to decode and display JPEG file frag-
ments whose header has been lost or damaged and its data doesn't include any restart marker. First, the decoding parame-
ters ( Huffman tables, image width, quantization tables, sampling factor) are estimated based on the fragment content;
second, corresponding adjustment algorithms for the display problems about mismatched positions and colors are proposed.
Experiments show that the proposed method can correctly decode and display the JPEG file fragments without header and
RST marker.

Key words: data recovery; JPEG fragments; restart marker; reconstruction; decoding
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2.1 Huffman FBE XK HEKED
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Table 1 The character symbol frequency
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K, Schwartz 77 1964 4F#2 Hi 715 70 Huffman 255 Y
W&, B2 Huffman Zifd i — 414, R U2 AT DR
Pt AR AR S, bl AR R ] — 2t
ST Y 2 £ A S R SR LR . RS BA
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Fig. 1 Huffman Tree and Canonical Tree

(b) J53X Huffman
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Table 2 The coding table

75 4B KE  Huffman 4889 78z Huffman 4560 HER

C 1 0 0 0.45
A 2 11 10 0.30
D 3 101 110 0.15
B 4 1000 1110 0. 05
E 4 1001 1111 0.05
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Fig. 2 The inaccuracy decoding of encoded bits stream
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Fig. 3 Syschronization of Huffman decoding
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Fig. 4 The approximately flow chart of the JPEG decoding
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Fig. 5 The displaying of Lena images with different width
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Table 3 The ranking of differential DC values of width w
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Difw Difwn Difmz Difzw-l
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1
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x=1  y=1
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B SR R BISEE DC RBUFA .
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