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ZEMUH AT SRR T REA ROE AL R B X, B A JPEG R4 B By S . R 42—
Tl AL ISR IR R 149 5 o ) P — S B RSERHI A2 0] AR T A 0 A7 7 RSN , 1 SRR i i T PR R 3R 220, AR 22
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Detection for typical tampering operations in a forged image

Zuo Juxian"? | Liu Benyong]) >
1. College of Computer Science and Information, Guizhou University, Guiyang, 550025, China;

2. Institute of Intelligent Information Processing, Guizhou University, Guiyang, 550025, China

Abstract: In image forging, geometric transformations, JPEG compression, and blurring are typical operations. In this
manuscript, algorithms for detection of the typical operations in a forged image are proposed based on operational character-
istics. First, a possibly composite image is divided into overlapping blocks, and a block measure factor is defined and
adopted to describe both re-sampling and JPEG compression characteristics for each block, followed by detection of tampe-
red regions. Experimental results show that compared with the existing single targeted detection methods, the proposed algo-
rithm can recognize forged images under more combinations of tampering modes and the tampered regions are located more
effectively. Furthermore, the proposed method performs well even when the JPEG quality factor is small. Second, an ap-
proach is proposed to detect blurring traces. The image is blurred again with an appropriate blurring kernel and the differ-
ence of image pixels are estimated before and after double blurring. The tampered regions may be detected through the clas-
sification of the values in the difference image. Simulation results show that the algorithm is effective for blurring detection
with various blurring operations and it also robust against lossy JPEG compression. Comparing with the existing block-based
methods, the proposed method can reduce the computational complexity greatly by avoiding the point-by-point block calcu-
lation, and can detect small fuzzy traces.

Key words: forged image; re-sampling; JPEG compression; blur operation; tampering detection
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Fig. 1 An example of image tampering
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Table 1 8 type of operation combinations

A K% B Bl & A TkE g F
C1 Bl Al F1
2 Bl Al F2
a3 Bl A2 F1
C4 Bl A2 F2
s B2 Al F1
C6 B2 Al F2
7 B2 A2 F1
8 B2 A2 F2

1Bl ZOREIMR BRI T g, BRSPS B2 %
ARG B IEAR gAY B R AL FOoR B A L R4k xC
5 A2 R EIR A JEAR A% R KR F1 R - & F
SRS TN g, BTRARPER F2 FoR R F IR AR 4iks C
PR o

2 EXRHF JPEG EHE RN
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WRFIMENR 1(i, ) K/NR M x N, AT LL K-
A FL 7 1) o3 A O B e . AR A,
SITERR M E SR E(m, n) J)

E(m,n) =2I1(m,n) -I(m,n+1) —I(m,n-1)
(1)

Afr,me[l, M],ne[1, N-1],

T8 E(m, n) & 47 H DFT ( discrete fourier
transformation ) , SR J5 FAA1 3% (&1 1 4 2 155 ) BT
(DA) 52 1 4ER T4 15 &

En(o) = 33 > [FLEGm ]| (@)

b, PR B U M, 0 20—
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PR R 5 & By o AT LR 2, I 45 5 4
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A B R
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In , S
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Fig.2 E,, of an uncompressed original image
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Table 2 Values of o for four images
Kl 2(a) FK2(c)
o 14. 688 8. 651

F2(b)
10. 732

Kl 2(d)
8.3895
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15 /)//é
14 ——K2(a)
——[2(b)
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312 —— )

50 60 70 80 90 100
q

K3 RIA JPEG 4Bt F T o
Fig. 3 Variation of a with JPEG quality factor ¢

© [ B RS AR A



1370 T EEZEIEF®  www. cjig. cn

17 %

2.2 JPEG EZMREEE FRE

JPEG Hefi 5 o F B 53 1 8 x 8 By HIF k4T
DCT 7224, S8 5 # AT Rk K Ak, 5 J5 % DCT 54X
Hitih o HH T B E S BOIEON , BRI AT DLE X
FE AR R R N P IRT

1) REAFASIN R 1 (e, y) #EAT 4020 (4) BYIB 55,
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2)¥ D(x, y) 538 x8 REEMILK,, K, -,
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TTRBNEL . SR JE TN

BAM(i,j) = %Z K (i,j) 1,1 <i,;j<8
c=1

(5)
AL BAM(, j) JE—1> 8 x 8 Bk v AR B B HAr
ki, RIFF R BSON T 2 BAL X BRAO; h £k
BAL 47 DFT 28 iC HIH— LI P(w)
4 7R TR 4 PEGORT — U Hs 4 AR ) A
o Al L 4 AR AR B P 178,174,378
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e T S e
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3100 §100
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[0}

(b) AE L4 El 5
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w
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(a) man.tiff

K4 JARE4ES S JPEG SRS P(w)
Fig. 4 Values of P(w)for uncompressed image and

JPEG compressed one with ¢ = 80
3) %€ X JPEG [R4R B ik (R

B:log(P(%) xP(%) xP(%) +g) -
log(P(0) +¢) (6)

PRA A G T 0. 5 X5, ik e HE1/8.2/8 F13/8
A ATTEAE o

Phits BUR T REFEAEAN R e 4 AN RAE B 2 G4
PEX S, Bt 9 Bl [a) B e 72 9 i H T
Kl 4(a) f950 9 TRENR, I FEHARR (BN 2k

T1: JGUH AR R4 ;

T2: —WRKE4E q, =80;

T3: —IRJE4E q, =80,q, =85;

T4: —JE46)5E (g, =80) FETHOK 1. 3 4%

TS: —WJE4i)A (g, =80) FH4a /N 0. 8 i

T6: —WE4A)5 (¢, =80) FEBLEH; 2375

T7: 25 T4 (AR FRR TG 5 =90;

T8: 225 T5 (WA )G TR RS g5 =90;

T9: 2:]J; T6 [HAE G PR ESE q5 =90,

K5 WoR T 9 REBR P thZ, vT LI
B 4R FUG AR 40 d SRR, AR, H R
ARR T — RS 5 M EUG A Soad 8RS (RN
AP L A . SR N T B (A RE R
HHAR EAR IR, e 3 i, B B T LU i A
PRG0S R 978 [) s B DX 40 HE AN [R) 1% R 4
SR

BIS T1~T9 ERIHTHE P(w)
Fig. 5 Values of P(w)for T1 ~ T9 images

&3 IMEGHBE
Table 3 Values of B for 9 images

Tl T T3 T4 T5 T6 T7 T8 T9

-5.65 0.53 4.72 -7.46 -6.10 -8.45 0 0 -8.98

2.3 PhEEGAN R E K X iEE AL

AR SCHE H I PR B R T o 1 B RTVE S BEER
DX 35 e DX X A3 BRI o Ry T 35 R DX sl ]
2SR, HAHOIUE 46 5 38 R 46 1R A1 00 R R AR
SRR, W5 R I B 1 R 485 5 VR SR I 3k 1Y
Yo mA R

R =(a+pB)/2 (7)

2.3. 1 XPRp GRS T

WRFMENG 1(m, n) KANR M x N ¥ HIi 53 B
b x b M H.H B A MR Xk A 40 5 B ) 7K - B
M EJT A o DEE A WA ER A 4 45) S =
[(M=b)/a+1] x[(N=b)/a+1]1 KRG B, (H
Hi=1,2,--,8),
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2.3.2 Al EGI ERE S R

TR EGSA HE 5 H R,, 15 2800
R M (%, y),M(x, y) PEA (x, y) BRI
ICm, n) b xb E§Y,

R EUR L X, U, S5 R Xk U, T8 i
/%Ril elU,(i,=1,2, -, 85)) R, e u,(i,=1,2, -+,
S,), i S=5, +S,, ABANH

R, <R, S <S5, (8)
RIXTFPh s G, e S A B g B v, KBB4
K, BN A3 1/ M

1 6 f& JPEG MR EL I thIs 1 52, H M (x, y)
TN 7 s o SEge o 6 W ik RN R
fHECR H A e e v, i th s S Y R AR I b 9 )
G RPIATRGY o AR/ IME X N TR M X, B8R
(EROPNAS NS Gl s

q=75 q=80 q=90
(a) JRIRTPEGEI %

(b) PhiE &
K6 Jtr BB B JPEG A% 4

Fig. 6 Two original images and composite version

by saving in JPEG format
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= 300 i
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Fig. 7 Histogram of M(x, y)
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1)K M, y) S RAE Al R /MEL, 23090032
N T FU T, RV BIE T = (7 + 7000 /25

2) MR BIE T ¥ M(x, ) 23 FIR P IXIR Z,
*ﬂ Zz;

3) IR IS XIK Z, A0 Z, (93 1E gy AN
#w*ﬂj%ﬁlﬁﬂﬁ Tior = (o + p2)/2;

4)%‘ [Ty, — Tl <g,Jr1UFJﬁ§'fEI]%JIﬁ{E Ty s 15
W Ty =Ty, SRIGHA IR 2) RSk AR, Hirb g
NP E SR

FHBE T 238 M (2, ) 5 2P XA E
M %‘H,uz,ﬁiﬁdfﬂyiﬁ Ty= 1w —pylo B T, >, 1l
HRE R D 3 BB 5 WA e H D TE W TRTR (5256
A =1.39) SEEEH 50 iR R4k NS AR R 4iks
XA ER , 20 S AR AR T, U
PIEAE N A BIME
2.3.4 MK

R P B R M (x, y) BEATARHE, 75

W) = Mlxy) -5 S My (9)

K h 2 SELTE(0 ~ 1) M (v, y) 2K
MEZER . B 7(c) EXTE 6 () MR INZE R, 5056
Hh=0.5, LIRSS W RIZ T 15 BB 54 Hh e 7
Bk X 8k,
2.4 ZWERS5H

SIAIEAR SCHR S BT JPEG R4 )&k, 4%
MR 1 AR 4 P A CL ~ C4 SEF T DR,
Bk T H4% H Photoshop, I 8 fzs, Hi & 8(a)
(b) (e) AR G, 43 31 DA Ath 796 i J52 2 R Hh %
B S 43 DX BORE 0 T S X T 8 () i, i
MHEAT LT A5 2 Oh ik FEE N 8 (d) s, K
FHHRAE R BMP g3 480 = R T- ¢, 435124 80,60
50 1) JPEG #8x, RAIASCRTE S HIRTX 4 IREIE
ARG, 2551 9 BirR . nl LA 2, R E4ats =N
PR U EMEARSIACR AT TR T it =X, BiE ¢, 1)
IR/ AR A, (BN SEmAG I 45 5

s S
[y T sl

() ?ﬁ

(d) Bk

K8 AR EER (a) (b) (¢) LUREHEZ ()
Fig. 8 Original images (a) (b) (¢)and, tampered version (d)
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(2) ¢=70

(a) R4 (b) ¢,=80 (c) ¢,=60 (d) ¢,=50

FLO  XFI&T 8 (d) ARAN ] s 40 R AS AGH T 25
Fig. 9 Detection results for different compressed

versions of tampered image in Fig. 8(d)
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Fig. 10  Detection results for different compressed versions

of tampered image in Fig. 8 in reference [7-9 ]
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GERANP 12 frow o SCHRLT ] A 45 2R an g 13
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Fig. 11 Original images (a) (b) (c¢)and, tampered version (d)
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Fig. 12 Detection results for different compressed

versions of tampered image in Fig. 11(d)
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Fig. 13 Detection results for different compressed versions

of tampered image in Fig. 11 in reference [ 7]
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Table 4 Detection Capability
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Fig. 14 Detection result for tampered

image downloaded from web
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Table 5 Different blur operations and parameter setting
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Fig. 15 Different blur images and detection results
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Fig. 16  Detection results for blur images with different ¢
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Table 6 Operation times of the two methods

/s
i3 FNAN SCHRT 121771k RICT7k
64 x 64 1.484 0.171
128 x 128 5.906 0. 187
256 x 256 31.422 0. 190
1024 x1 024 246. 454 0.618
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Fig. 17 Example of blurring tampering and detection results
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ig. 18  Example of blurring tampering and detection results

4 % i

TS ST I R AE N JPEG He 4 1 R 1 1Y)
e i N, HABAE A ORI A i . 2 b iy ik
AT ARSI e 45 5 E R 4R R TR A B el ss Ay, o FE
BRI, [RIEEXT JPEG R 45 B AT B4 o s th——
MRS H F KT — W46 R B HAA 8 R
WIASCR o (H T 2 5 T 8RR JPEG 46
FEPERRIIN , Y DA R AT R 48 A — BORT B R A
SR, A SO RN R T390 % T R A T
GETTHRRIESEA TR , And R/ MU BEAR 45 B S i s
B, BRI NS ARSI AR AN G

UL T — P BT A BRI I 7 7 %
D%t JPEG e 45 BA AP AR aE 01 s Bt 44
FE AR, T FEH ) 55 /0 5 [R] Bt 5 35 143 e R A KU A 01
ITEARE , AR SO R B8 TR AR, BB 14
S GAPSOR B 0 NIRRT HH ok

2 2 3L Hf ( References)

[1] LuoWQ,QuZH, PanF, et al. A survey of passive technology

[3]

[4]

[5]

[10]

[11]

[12]

for digital image forensics [ J]. Front. Computer Science.
China, 2007, 2(1): 166-179.

Gallagher A C. Detection of linear and cubic interpolation in
JPEG compressed images[ C]// Proceedings of the 2nd Canadi-
an Conference on Computer and Robot Vision. Washington DC,
USA: IEEE,2005: 65-72.

Wei W M, Wang S Z, Zhang X P, et al. Estimation of image ro-
tation angle using interpolation-related spectral signatures with ap-
plication to blind detection of image forgery[ J]. IEEE Transac-
tions on Information Forensics and Security, 2010, 5(3) . 507-
517.

Popescu A C, Farid H. Exposing digital forgeries by detecting
traces of re-sampling [ J]. IEEE Transactions on Signal Process-
ing, 2005, 53(2): 758-767.

Fan Z, Queiroz R D. ldentification of bitmap compression histo-
ry: JPEG detection and quantizer estimation [J]. IEEE Trans.
Image Process, 2003, 12(2) . 230-235.

He J, Lin Z, Wang L, et al. Detecting doctored JPEG images
via DCT coefficient analysis[ C]// Proceedings of the 9th Euro-
pean Conference on Computer Vision. Graz,

Verlag, 2006 ; 423-435.
Farid H. Exposing digital forgeries from JPEG ghosts [ J]. IEEE

Austria; Springer-

Transactions on Information Forensics and Security, 2009,
4(1): 154-160.

Li S, Zhang X P. Detection of compressed images based on
JPEG compression properties [ J]. Journal of Applied Sciences,
2008, 26(3) : 281-287.

Zheng E G, Ping X J. Passive-blind forensics for a class of JPEG
image forgery [ J]. Journal of Electronics & Information Tech-
nology, 2010, 32(2) : 394-399.

Hsiao D Y. Detecting digital tampering by blur estimation [ C]//
Proc. of IEEE First Int. Workshop on Systematic Approaches to
Digital Forensic Engineering. Taipei, China: IEEE 2005 264-278.
Zhou L N, Wang D M, Guo Y B, et al. Exposing digital forger-
ies by detecting image blurred mat hermitical morphology edge
[J]. Chinese Journal of Electronics, 2008, 36 (6): 1047-
1051 [ IS0, AR, a0, 5. BT TR0 G R
BIESAIE W BGIE S AR [T]. 752 4Z, 2008, 36 (6):
1047-1051. ]

Wang W, Fang Y. Blind separation of single channel permuted
image based on double blur correlation [ J]. Journal of Applied
Sciences, 2011, 29 (2); 169-175 (in Chinese). [ F4F, )5
5. BET T UCRIRIAE G Y B KR B (] R
JABlE4, 2011, 29(2) « 169-175. ]

© v [H R BT A R BT A



	fm+ml.pdf
	fm.pdf
	目录.pdf

	20121105.pdf



