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Research of information hiding algorithm based on bit-plane and HVS

Zhang Haitao', Yao Xue', Chen Hongyu', Zhang Ye’
1. School of Software, Liaoning Engineering Technology University, Huludao

2. Harbin Industrial University, Harbin

125105, China;
150000, China
Abstract: To increase the amount of embedded information hidden in digital image, a hiding algorithm based on bit-plane

and the information of HVS (human visual system) is proposed. Our proposed method takes both, the position of the image
and changes in the pixel gray values into account. First of all, the secret image is stratified by a bit-plane, scrambling in
accordance with the improved Arnold transform algorithms. The most significant bit plane is matched with the bit plane of

—
(=]

the cover image and then obtained. This reduces the space of the secret sequence, and then in accordance with the mask-

proved, and the capacity is more than 28% , PSNR greater than 45 dB. Furthermore, the proposed algorithm is more robust.
Key words: information hiding; bit-plane; Arnold transform; MSB; HVS
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ing effect of the human visual system, in the table of embedded depth, the information is embedded. The experimental re-

sults show that the algorithm is not ensuring the visual effect, the amount of information which can be embedded is further im-
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Fig. 6 Renderings of different algorithms

AL SR AW, AN SOk AL, R Y
JRIEELJT B EIT AT, 5 s AL A 31 0. 962,
PR 045 15 AT S 23 Mt A SR 4R, 75 3
(7R BN IR B, i 1A 2 4tk

®2 AREEE5EREEAERNBELE
Table 2 White noise histogram similarity

of different algorithms

HHLLEE
Amold Z5Hfe  SCHR[ 15 15k A%
JE % 0.621 0.621 0.621
EiLEEIR 0.621 0.872 0.962

2.2 HANFARENREE
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Fig. 7 Embedding and extraction of the image
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Table 3 Capacity and PSNR results of embedding

HIRENESEES HRAZE B/ % W EL {51 1L/ dB
Lena 29.93 47.042
Baboon 31.52 47.137
Boat 28. 86 46. 791
Apple 30.35 46. 986
Women 28. 46 47. 149
Peppers 30.03 47.101
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Fig. 8 Comparing the performance of the

proposed algorithm with other algorithms
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Fig. 9 Images steganography under attack
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Fig. 10 Restore hidden information
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Table 4 Experimental results of different attacks

U i PSNR/dB NC
WL 0. 05 19.203 0.957 1
MR 0. 02 24.718 0.9975
Ykt ) 26. 673 0.8532
BT (= R) 2 A 31. 496 0.850 1
e B8] 1/4 34. 826 0.9822
TAIBE) 1/4 33.582 0.9455
I ) 1/8 37.017 0.999 0
Y18 A 29.103 0.899 2
e 32.915 0.850 5
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X BUAT P 5 L AR S ROk A7 7 11 ik
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AT TOTEX Y. LR R R, AR Sk
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© rhH KR BT AR T

1565



1566

PEERERF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol. 18 ,No. 12,Dec. 2013

AF A TEARER R AR I B U A (E
&ﬂ%ﬁﬁﬂ”&%@%&gﬁE%%hmﬁ EJ1;
ARG SF-5 T AT i A S A e ek

52 3Lk ( References)

[ 1] Liang G L,Wang S Z,Zhang X P. Steganography in binary image
by checking data-carrying eligibility of boundary pixels [J].
Journal of Shanghai University ,2007,11(3) :272-277.

[ 2] Celik M U,Sharma G, Tekalp A M, et al. Lossless generalized-
LSB date embedding [ J]. IEEE Transactions on Image Process-
ing,2005,14(2) :253-266.

[ 3] Khelifi F,Bouridane A ,Kurugollu F,et al. An improved wavelet-
based image watermarking technique [ C] //Proceedings of IEEE
Conference on Advanced Video and Signal Based Surveillance.
Italy , Como; IEEE ,2005 ;588-592.

[ 4] Yang C H. Inverted pattern approach to improve image quality of
information hiding by LSB substitution [ J]. Pattern Recognition,
2008,41 (8) :2674-2683.

[5] Sallee P. Model-based methods for steganography and steganalys-
is [ J]. International Journal of Image Graphics,2005,5(1) :167-
190.

[6] LinCC,Tai W L,Chang C C. Multilevel reversible data hiding
based on histogram modification of difference images [ J]. Pattern
Recognition, 2008 ,41(12) :3582-3591.

[7] Zou]J C,Ward R, Qi D X. A novel digital image scrambling
method based on Fibonacci sequence [ C]//IEEE International
Symposium on Circuits and Systems. Vancouver: IEEE, 2004 .
965-968.

[ 8] Zhang R X,Zheng S J,Xia Q G. Self-adaptive image segmenta-
tion method based on Hilbert scan and wavelet transform [ J].
Journal of Image and Graphics,2008,13 (4) :666-671. [ 5Kk 5¢
R FBIEAS, POUL . FET Hilbert 45941 F/ P A2 4 (49 19 58 7

1#

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

PR EILT]. b E KR EIE 4, 2008 ,13 (4) :666-671. ]
Ding W,Yan W Q,Qi D X. Digital image scrambling [ J]. Pro-
gress in Natural Science,2001,11(6) :456 —460.

Ninassi A,Meur O L, Callet P L, et al. On the performance of hu-
man visual system based image quality assessment metric using
wavelet domain[ C]//Proceedings of the SPIE Conference Human
Vision and Electronic Tmaging XIII. San Jose ; Etats-Unis. 2008 ;
6806.

Amr M R, Amr H H,Hossam M K,et al. A new efficient image
encryption technique based on Arnold and IDEA algorithms [ C ]
//Proceedings of International Conference on Network and Com-
putational Intelligence. Hong Kong, China; IACSIT Press,2012.
140-145.

Ding X X,Zhu R H,Li J X. A criterion of image quality assess-
ment based on property of HVS [ J]. Journal of Image and
Graphics,2004,9(2) :190-194. [ T4 8 R H %, 2= k. —
FRET AR SRR (R BTN ()], PR KR D%
42,2004 ,9(2) :190-194. ]

Wang L. N, Guo C,Li P. Information Hiding Technology Experi-
mental Course [ M]. Wuhan; Wuhan University Press, 2004 .
119, [ Emge, 3038, 208 . (SRR A LR ER(M]. K
P DR H R, 20040 119. ]

Wang Y H,Liu W J. Study of spatial information hiding algorithm
based on MSB and HVS [J]. Computer Science,2012,39(9) .
89-93. [ FHiEE, X% . FT MSB A HVS f% Sl (5 B G
BEMWITELT]. HELRA,2012,39(9) 18993, ]

Kwok H S, Tang W K S. A fast image encryption system based on
chaotic maps with finite precision representation [ J]. Chaos,
Solitons & Fractals,2007,32(4) :1518-1529.

Li X B,Zhou Q. High-capacity lossless information hiding algo-
rithm based on pixel difference of image block [ J]. Computer
Engineering,2012,38(17) ;102-105. [ Z=mE, JHie . TR
BOME R R RICHUE B RO E % [T, THEL LR,
2012,38(17) :102-105. ]

© i [H K K BRI



	fm.pdf
	目录(40).pdf
	张海涛.pdf

