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Survey: blind forensic of JPEG forgeries based on blocking artifacts

Zhao Jie'”, Guo Jichang', Zhang Yan'”
1. School of Electronic and Information Engineering, Tianjin University, Tianjin 300072, China;

2. School of Computer and Information Engineering , Tianjin Institute of Urban Construction, Tianjin 300384, China

Abstract: Blind digital image forensics, a technology for detecting image authenticity and integrity without relying on any
pre-embedded information, is emerging as a new hotspot in the digital media security filed. Since JPEG is the most popular
image format and blocking artifacts are the inherent characteristics of JPEG images, using blocking artifacts more effectively
for the authentication of JPEG image forgeries has very important practical significance and application value. First, the
state-of-the-art algorithms of blind forensics based on JPEG image coding characteristics are classified and analyzed. Then
we focus on blind forensic algorithms of tempered JPEG images based on blocking artifacts. Two types are introduced and
summarized in detail ; one based on blocking artifacts measurement and the other based on blocking artifacts grid extraction.
Finally, we discuss unresolved problems and future research directions.

Key words: JPEG blocking artifacts; image forgery; passive-blind forensics; tampering detection
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Fig. 1 The general flow of blind forensics algorithm based on blocking artifacts measure
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Fig.2 The example of blocking artifacts difference in JPEG images'"*
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Fig. 3 The mismatch phenomenon of blocking artifacts grid in JPEG image synthesis manipulation
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Fig.4 The example of tampering image detection based

on blocking artifacts grid extraction'?’
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