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Video encryption based on chaotic key modulating DFRFT rotation factor

Jin Jianguo'”, Wang Le’, Wei Mingjun’, Su Jingjing’
1. College of Science, Hebei United University, Tangshan 063009, China;
2. College of Information Engineering, Hebei United University, Tangshan 063009, China

Abstract: Because of the singleness of the rotation factor, fractional Fourier transform (FRFT) is rarely used in real-time
video encryption. While at present, the simple chaotic encryption algorithms have many security problems. Consequently,
a new real-time video encryption algorithm-chaotic key modulating discrete fractional Fourier transform ( DFRFT) rotation
factor is proposed. This algorithm combines chaotic encryption with DFRFT. First, we modulate the DFRFT rotation factor
by a chaotic key. Second, we use the modulated rotation factor to carry on fractional Fourier transform, so as to complete
the encryption operation for video data. The encryption system realizes real-time acquisition, real-time encryption and
transmission, as well as real-time reception, real-time decryption and playing at the receiving terminal. The experimental
results show that the system has a good effect in the encryption and decryption and can meet our real-time and security re-
quirements. The theoretical analysis on the experiment results indicate that this algorithm is simple and practicable, with a
high-level of security. The security of the algorithm is better than simple chaotic encryption algorithm or the simple FRFT
encryption algorithm. We can draw a conclusion from results that this algorithm provides a novel mechanism for resolving
the dispute between real-time and security.

Key words: video data; chaotic key; fractional Fourier transform; rotation factor; real-time transmission
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Fig. 2 Encryption model of sending terminal

3 MBRSHZEINZRR

3.1 MERGREHRMZER IR

A5 1E Microsoft Visual C + + 6.0 & HfliH
Windows & [ 3241 Video for Windows ( VFW ) {4
AR X AR I 14 R B 5 1R 7, SR ] TCP P, iff
1 Winsocket [% 4% g #2422 11 S IR (1) S5 B A% i
TRt R % P AL/ IR 55 de B X, ik o 18T 3
FE7R  TESE AT RUATUR R 1T, B S0 S A B S M)
2 I SEAT IR Ao 24 22 w DX s 9] T 97 R K
CapSetCallbackOnVideoStream , 5% £& ¥} #71 Z 4% , 5 A0
TR A7 AARRATIZZ oh X, D17 3] 1 R %X Send Video-
Data XA 2% v DX b 04k 147 1R Yok 4 A1 90 1 19 40
QT R 9 R ) | BV € TR B IR 2 B )
ko BRRGEG RS ARSI TR AE . AT
TEZ P i 56 1 X MR 1) SR 4 N FIAL i

YL AI
7% S ) 2% ity 11 VI
RAIEAAE AT
Wik, [USBHLE | i [ DERET W]
&R ‘

K3 ki s i

Fig. 3 Running process of the sender program

Fom e 4 iR O TIEEh , H
DR i A (R AT 547 2R, o A3 ) o % R AR
R AIRGE ph X, I8 H pR %5 DisPlay VideoData X
PUTRSHE 545 R W0 65 B AT ) #9273 80 7 e B v 36 A
e, B it B AR G2 v DX, AT 48 R, DA S5
T AEE P AW e R O o O TSR

© i [H K G B AR EAUITAT

1569



1570

PEEREFF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol.18,No. 12,Dec. 2013

BB, %5 771/ ik 55 s P i 45 BE P 1> Socket, 73531
TR AR B

RIS
U AR DERET) | i
+_1ll!l.l*__r‘%giﬁ+4ﬁmﬁﬁ§@ﬂ
[Brs AT B e B g 1 | == ST

K4 ot riafrd

Fig. 4 Running process of the receiver program

3.2 MBEZERFIZIMYR

T 2o B A5 Sk SR 46 # Y A O AR i KN N =
38 4008, [F Ay R 4 2 i LA £ B 30 it/ , A 7 140
WL R 3k KT 5 ) S AR A, R R — He—
WIS BB 315 B, IS4 B it B IR
T2 BAECH 38 400,320 =120, 38 4+ BAL ML 1) 42 B, 75
FTES s sLgn g L, Hrp & 5(b) BRI
BARIMA « =1. 256 (4% 3Cmit, ] AR BN RORIE R
I, e 2B/ A HIRE WA K5 (c) i x =
1. 256 JH3&F] x = 1. 256 000 000 1 H (14 it 25 W55 0T,
AT LU S0 50 i 28 ) 5 15 () Ay i 2 YR 25 SH )
ER =1, 256 B (1% 1E6ff i 2% T, o] LR 5 (d) A
SRR WIS 5 (a) W& BEARGY R A5

(OF: Faneiid
GNP e

Fig. 5 The results of encryption system

(d) TE AR 2% it

M5 (c) v LAE H, MO & 2% 0 19 R 48
WA %5 404 0N 22 5 05 ( Ax =1. 256 000 000 1 —
1.256 000 000 0 =10 ') | % s/ N2 S8
IRIMEHHIECF BIRE A’ > 1077, S HAEN >
25 6003843 UG B A A 58 4 SR 05 1T AE 12 800 < N <

25 6007R 53 H gk 4% — 43, T LUE 2] R K3k
J# s eSS HE N <12 800 #8743, fy TR AR R it 2
Ax<10 7[R A 28 20

A0SR A A O WL ZE B, S 34 250 ~300 s A,
L AT R ) QNP 2 N NS = N1 D R O 307797 N
B, H s R BT AR A 0 B 2 R R R S
A . R TR F 30 /s AU, -
A AR 15 118 AL BT ot AN 52 i 3 AR B R, R
LK 35K S it - V52 A MUK R AR B, D3 Ah, AR S
R A AR — PR B, B, 78
TRH BT 2R B LT R G0 % 4 o5 B
[0, B8 de . — PG %5, R BA A W
ifig.

4 MZERZLZEMEMMZTAIE S

4.1 ZPZRRENRRXSETENW

RCE LT double RIS B HATIZ ), B
Hla, e[ -1,1], MHHEREMEL N 10, BILEF
B x, AR P, =107 AR A T —BR (315
AEAE ) — 2 A B0, i DL R A

R TR R Logistic J7 F2 Ak T 1R 25 Ak F F 40
3% LSRRG, w (A RCBE S R [1.81,2], B
M=0.2, KB RGESBAER(EH)N, =107,
BB R G S w AR P, = 1/N, =107 AR
RN, RS B R L LN,
4.2 HmEIHBREHSH
4.2.1 HIHEsH

6 (a) (b) 3 5 R MRS B 4s it K1 5 (a) A K
JFE BT RS (b ) s it i AR BE B D i XoF
LT R B, I I 0 K BE B 7 R R o A R H 34
5], S A UR EER B Ge iR, T DA SO 4t
%,

700
600 600
:gg 500 = 500
e
& #& 300
= 200 & 200
100 100

0 50 100 150 200 250 0 50 100 150 200 250

IRFEAE K PEAE
(a) s dfiii (b) Iz
E6 EIHESHT

Fig. 6 The analysis of histogram

© wh{H K G BRI AT



$18% /51281 /2013 F 12 B

TEE, Tk, HBEE, HRA / BEEHRET DFRFT jEEFAIRRINE

4.2.2  HMABBRER A B
AHARAG Z AR S AT LA S e PG HORE S,
FEMOTAIL AT P A5 4 AR 4015 3% (VR EL AT Stk ) R G
AHSCHERS, BUR B BIORE B O GF [ AR Sk
N BRI SR N B AR AR SR
JE AR S (a) FIN WAL S (b) AR R BYKF
e A 1 2 23 0 AT A O I AL A DG R HL
r, AR N
cov(x,y) (11)

"7 /DG /D0
cov(x,y) = %Zl (v, — E(x)) (y;, —E(y))
(12)

E(x) = Zx (13)

=[=

D(x) = > (=B (14)

A, Ay ARG A AR R R A3 B R EL
P 7 Zn IRAA i 5 (a) RO il&l 5 (b) 3 E 7 1)
AR AR AR5 R R G A 1% 2 o

[5e]
wn
S
N
wn
(=}

% 1 200 fé 200 ;
=2 150 =250
LK AR
246 100 | 2100}
28 50 I
- 0

50 100 150 200 250 50

Rx(i, )RR PG 25 KA six(i, j)RE IS Z K EAE

(a) JEL Ut (b) izt
7 RTINS i AR AR5 R T B ) A S

Fig. 7 The vertical pixel correlation of the video

frame brfore and after encryption

1A TSI S (a) AL S (b) K T
IERIDONE LI PSS S SN TR = A S|
S MIUAR SRR R 1) FH G 28 BR300 1, A G R 08
IR 2 e A SR B4 5 s s A A 8 153 T A AH 5
ESVE | £ S IV EP SN ga R U P e (Y PN
JE EROR AR R CAEAR A, X RIIAR ST
FRRARGES T A SCRYGETH R, B B BT
GEit T RE ST o
4.3 EHEEF o BREEST

0 TIEMIIN G R# G X DFRFT e ¥ o #98
S, A5 R G IR IR IR, SR B — e A
VRS I B BRI 5 (a) BB SCHEAT Il AL

®1 WFMAAINE BB GEERENEXRY
Table 1 The adjacent pixels correlation of the

video frame before and after encryption

Jinz i e fa
K5 18] 0.995 4 0.0426
T H )5 1) 0.984 4 0.040 1
XL ) 0.984 7 0.008 1

23 BRI, YR SR —BERE N o =1. 325
VR s 247, 58 5 (a) fs 1 s g it 4745
B (e L AR e (g AR B T AASEIE 8 (a)
FIT 743 B0 B 8 Lo 0 4% 5 i AR . SR A XTI 8
(a) JIT 75 % SCHEAT 43 BB A L i f A0 4 (i 2% Ak
H) AR EARNKH o =1.325, MR H o =
1. 326, 15 3 2% J5 ARG N 151 8 (b) fits , AHER
R T o AR A Sk 267 hN 35 55 41 A i 5
WY 22 0250 BB HL AR 324 Aa =10 7,
LN

(a) SR (b) e e LA 2
K8 Aa =107 FHHUSAEN

Fig. 8 Rotation factor sensitivity test of 10~

MR AN T o = 1.325 1 fE N inE %
BH XS (a) B 1 i UG AT 43 B 1 L it
IEAR S (I ab 21 ) , 453 20 9 (a) FE7s 20 80 o 14 1L
el SCEMG . SRIE R A o = 1,325 2 1E M ek X
T () AR 9 (a) BT 7 % SCHEAT 3 5o 14
B AR (R B A5 5 E 9 (b) Fis i % Ja i)
SRR . I 5 (a) [T 7 i MR 5 AT 9
(b) PR 8 I BT AR LR A 6T L T DL 3, PR

o ABAR e T

(a) 3 (b) f78 J VLA
B9 Ao =10tttk i

Fig. 9 Rotation factor sensitivity test of 10 *

© wh{H K G BRI AT



1572

PEEREFF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol.18,No.12,Dec. 2013

KR O A B, it L ESCBRIn] LU B, 43
B30 e L AR PR 1) R Aa=107,
4.4 AREBFEEMNTUWIXER

3 H BRI S A2 e A S A 100 MY Je) g ]
A, 23 500AE 100 MR R R0 54 M TG 2K Ry d8 R A

10 MBI R o X6 28 48 00 S i PR A 7 k. sk
T« LR A 3k v B Sk T LAAS ) JEE A7
ozl , L EWLEEH T H O om WSS A Y s o X WL
FIRRCIC S, 3 T A R A 2R 40 5% 2
PN

x2 AEBEMTIKER

Table 2 The results of different local area network
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Fig. 10 The video frame of pretreatment encryption
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