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AU, ARSI A B F2 07 [ A S A 3 1) B A AR 20 S A Tl B, 3 S S BT S — A S 25 ) i Z A ik
B I HEBSIE A I /NG BRORAR T B B K BV 971 5 SR J5 0 B AR EHREAT 2 % 2 G 3, % 7 MR B ay S (B ik
Fr 50 s AR ENE S5 K ENE B, JFR A A 2 R A S SR AR A 8 o RS Ji 28 5 kol o 33 i 0 8 R K
B F7 51 A A 0l 4% R ) 7K B 1) 2Z 8] BCR (it correct rates ) FH5G 2 KOfE D M 58 AR , 9 28 DAIE i 3
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Multi-purpose watermark algorithm of color images based on SURF

Zhu Guang, Shi Wen, Zhu Xuefang, Hao Shibo

School of Information Management , Institute of Multimedia Information ,

Nanjing University, Nanjing 210093, China

Abstract: The single watermark algorithms always merely have a single function. In order to overcome this drawback, a
multi-purpose dual watermark algorithm of color images based on the speeded up robust feature (SURF) is proposed in
this paper. First, the original image was transformed from RGB to YUV space and the SURF points and vectors of original
image are extracted. A 64-dimensional vector is constructed according to the main direction of the SURF point that meets
the scale condition, then the vector is split into two 32-dimensional sub-vectors. The robust zero-watermarking sequence is
produced by comparing the cosine angles between the sub-vectors and a secret reference vector. Then, the original image is
divided into 2 x2 sub-blocks and the fragile watermark is produced after XOR operations on the singular value norms of
sub-blocks. Lastly, the fragile watermark is embedded into the least significant bit (LSB) in the space domain of the im-
age original. copyright is identified by the bit correct rates (BCR) between the original robust zero-watermarking sequence
and the watermark sequence exiracted from the tested image. Content authentication is accomplished by judging whether the
fragile watermark is consistent with the image least significant bit. The experimental results show that the algorithm not only
has good invisibility and high computational efficiency, but also can achieve the dual function of copyright protection and
content authentication.

Key words: dual watermark; speeded up robust feature (SURF) ; zero-watermarking; singular value decomposition; norm
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Fig. 1
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Table 1 Comparison of feature matching time
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Fig. 2 The flowchart of robust zero-watermark
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Fig. 4 The invisibility analysis

REA SR S0 25 2R -5 3CHK [ 7-8 | 42 H L
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Pk BB RO T SCHRL 7 ) AN SCRRL 8 ] 95k, LA
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Table 2 The comparison of invisibility

PSNR/dB

ARSI SCHRLT ] SCHRL8 ]
Lena 53.5245 49.673 5 45.5397
Boat 53.0846 49.5297 45.2156
House 52.8415 49.1843 44.982'5
Sea 52.9733 49.374 8 45.026 8
Ball 53.6874 50.0162 45.8947
Baboon 53.4182 49.464 1 45.401 2

4.2 KENEZEHEHEMEDT

W SCHER [ 14 ] B9 O v, 1B K ED A T B
T=0.6, kLA B 1 000 4~ —{H /3 51, H & 500
AT F) SR ARSI P A5 v 4 B (R K BR324
e Aar i [ B A W B et i, 3 1000 4S5 31 5
JR AR K BN 54T BCR AHSCE A, LA Lena [y
i, BCR AHOC R AR I 45 R an 18 5 s . 45 2R 3%
FF AR SCHR R A 22 7K B B3 ] LA I A b A Y 7K B
BT

R T MR K ENEE S, R T
— S ) PR 5 Ak RS o) A ARG PRl 1 A 7 )5 LI
iy el 2N e 3 R, Rek il BUS 2 2R R 2
JE 7K ENFR DG AN 3R 4 TR o

6 M I A5 o) 4 A Bt (1) °F- %) BCR 4 5]
6 JIi/R. MIE 6 LI A8 SC 2 DB K B A1 ) 2
51 ~4, 45 8 ~ 10 g 14 18 DL RGO P

0 100 200 300 400 500 600 700 800 900 1000
IRENFEH

FS ZKENF 51 BAR G Z 506
Fig. 5 BCR values of watermark

®3 BEBRWE
Table 3 Image attacks
e ien 2 sk
1 RREEARE( +30) 8 JPEG 4 (30% )
2 sEEAk( -30) 9  HITEfL

XY Je Lo
3 10.2,0.615[0,1] 10 ekt 15

Xif LU AR
[0,1]—[0.2,0.6]

5 BINEHERS (0=0.005) || 12 3 x3 J{HiE
6 IIMAERME (0 =0.005) || 13 3 x3 ZEgNgE
WIS (o =0.005) || 14 i (0.5 x0.5)

11 3 x3 e

~

x4 FRNEGZIAEBER BCRE

Table 4 BCR Performance of tested images against attacks

.- M E S

Lena Boat House Sea Ball Baboon
1 0.950 4 0.9447 0.9384 0.946 2 0.9145 0.9513
2 0.9521 0.9263 0.917 1 0.959 1 0.9157 0.9536
3 0.9516 0.9158 0.908 4 0.9427 0.9013 0.9528
4 0.949 3 0.9331 0.9157 0.9395 0.9129 0.9512
5 0.884 1 0.878 3 0.8617 0.8775 0.859 1 0. 8862
6 0.8835 0.856 8 0.868 9 0.8512 0.848 3 0.8873
7 0.8838 0.8597 0.8512 0.848 5 0.8532 0.886 3
8 0.9526 0.9473 0.948 4 0.943 1 0.946 5 0.9539
9 0.9325 0.928 7 0.9226 0.907 2 0.906 1 0.898 6
10 0.9332 0.9301 0.9314 0.9387 0.924 6 0.9258
11 0.926 1 0.9213 0.9229 0.916 4 0.918 3 0.9249
12 0.923 4 0.9207 0.9213 0.9174 0.917 8 0.9262
13 0.9201 0.9195 0.9342 0.9114 0.9191 0.8917
14 0.916 4 0.907 3 0.9152 0.9156 0.903 7 0.9171
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Fig. 6  Comparison of average BCR values
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Fig. 7 Comparison of BCR values
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4.4 EHHEMALEES

i 55 7K ER B8 1 A THSRARAE s B R, R
A BAFSZET . LA Lena & 48], XFAH R 4510 F 14
BHMCGE NIRRT Fu g, eI EE SRk 5 FroR. [
SR SEER
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Fig. 8 Results of tamper detection
x5 EMEMMIEMEST
Table 5 The real-time analysis of tampering location
FEALIT[E]/ s
ik —
ENE S B 1) Bk fi T B X EL RS U
AR 1.8136 1.9553 1.936 4 2.2219 2.2438
SRR ] 2. 1462 2.276 1 2.2539 2.5637 2.5971
SCHk8] 2.3325 2.5022 2.4817 2.6935 2.7126
AT AR RS E AR PR 1 B K B R 1 S
5 & it RAARAP (R RE , B 3B 6 T 7K B2 WA T4

BN H AR Z BRI BOK BN D RE TR — B R BR
P, S HH — T LS SRS ER 37 M A IR 2 )
RER IEIBOK ENGE ik o MR SURF 4FAEXT UL

PR AT DU 38 o 7 PR 28 Bl ) B AT A Rz R A
/K ENSEIL . SR SRR, AR SOK Bk i WA 1k
B, S T RSCR N R L R AT L
SRAEEEYE . RIS, AT LI IR 52 0% B B X
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