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Image scrambling degree evaluation based on analytic hierarchy process

Cao Guanghui'”, Hu Kai*, Zhang Xing'
1. Electronic & Information Engineering College, Liaoning University of Technology, Jinzhou 121001, China;
2. School of Computer Science and Technology, Beihang University, Betjing 100191, China

Abstract: Objective At present, the algorithm of image scrambling degree evaluation has two problems. One is the insta-
bility of the evaluation result for the same scrambling algorithm, the other is the impossibility to evaluate many scrambling
algorithms at the same time. In order to solve these two problems, a new evaluation algorithm for image scrambling is pro-
posed based on analytic hierarchy process. Method At first, uniformity and randomness of scrambling matrix element distri-
bution is calculated, thus, attribution values of scrambling pixels position distribution are acquired and the stability of the
scrambling degree is guaranteed. Then, by applying analytic hierarchy process, the integration of two-dimensional attribu-
tion of scrambling degree and evaluation at the same time for many scrambling algorithms are implemented. Result Experi-
ment results show that the scrambling degree of a scrambling algorithm is stabe and valid, it only relates with the algorithm
itself and the number of iterations of the scrambling, and has nothing to do with the scrambling object. Meanwhile, the sor-
ting of scrambling degrees for any number of scrambling algorithms is also established. Conclusion The proposed algorithm
is objective, fair and efficiency, it not only favors fast choosing suitable scrambling algorithm for the designer in information
hiding field, but also provides powerful feedback tool for the development of scrambling algorithm.

Key words: image scrambling evaluation; analytic hierarchy process; scrambling matrix; ideal uniformity distribution
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Table 1 Uniformity and sorting vector

R 2 )

S 20

SR 28 K

BELTE
Biopea)ity sv Biopaupicy sv ey sv
Arnold 0.3652 0.207 3 0.8223 0.3317 0.8301 0.3307
Standard 0.1291 0.0733 0.3869 0.1561 0.4139 0.1649
SCHR[2] 0.6314 0.358 5 0.6342 0.2559 0.6322 0.2518
SCHR[18 ] 0.6356 0.3609 0.6353 0.256 3 0.634 1 0.2526
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Table 2 Randomness and sorting vector
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Table 3 Scrambling degree of two scrambling algorithms
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