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Lossless watermarking algorithm for medical image’s tamper
detection and recovery with high quality

Deng Xiaohong'?*, Chen Zhigang’”, Mao Yimin'
1. College of Applied Science, Jiangxi University of Science and Technology, Ganzhou 341000, China;
2. College of Information Science and Engineering, Central South University, Changsha 410083, China;
3. Mobile Medical Laboratory, Central South University, Changsha 410083, China

Abstract: Objective With the rapid development of telemedicine and online diagnosis, more and more precious medical
images have been transmitted through the open network, and the security problem of medical images has been taken much
attention by many researchers. The integrity authentication of transmitted medical image is a key step in information protec-
tion. Watermarking technology is generally regarded as an effective method for integrity authentication. However, like other
quality-sensitive images such as medical imagery, any slight distortions are not acceptable, because the distortion may
cause wrong diagnosis. Therefore, using lossless watermarking method for medical image’s tamper detection and recovery is
a very important research field. Aiming at the existent algorithm’s defects in region division and block’s features chosen, a
new lossless watermarking method based on quad-tree decomposition and linear weight interpolation is presented in this pa-
per. Method First, the quad-tree decomposition is used to divide the original medical image into flexible size blocks with

high homogeneity. Because this division method can reduce the length of feature value, much more information can be em-
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bedded. Then a new linear weight interpolation method is used to compute each block’s features as watermark information in
our method. Because in existent methods, the mean used of the block’s pixels are used as recovery feature for each block,
the tampered regions occurring in the low frequency region of an image (usually, the image’s texture complex area) , it is
not the best choice for restoring all tampered pixels with mean values, because it will reduce the quality of the recovered im-
age. Finally, in order to reduce the embedding and extraction algorithm’s complexity and enhance watermarking method’s
security, these features are embedded by using simple invertible integer transformation based on chaos. The introduction of
chaos system improves the presented method’s security. Result In order to test the presented method’s validity, we test some
performance properties including reversibility, embedding capacity, watermarked and recovered image’s quality, and the
detection accuracy rate. The experimental results show that the original image can be recovered with any distortion if the wa-
termarked image was not been tampered, otherwise the tampered region can be localized and recovered with high similarity
in the extracting procedure. Compared with the existent method, the embedding capacity is obviously prior to the similar
method and the recovered image’ quality using our method is about 20 dB higher. In addition, when the watermarked image
is tampered to a large degree, the right detection rate and wrong detection rate is obviously better than the existent meth-
od. Since all the algorithms are open to the public, we introduce the logistic chaotic mapping to select the reference pixel’s
position in watermark embedding procedure. Due to the initial sensitivity and randomness, an adversary cannot obtain the
correct watermark embedding positions easily if the initial parameters of logistic mapping are secret. Conclusion Experimen-
tal results show that, compared with previous similar schemes, the presented method not only achieves high embedding ca-

pacity and good visual quality of restored image, but also has more accuracy for tampering detection. The presented method

0 35

can be applied to realize medical image’s integrity authentication and tampering detection.

Key words: lossless watermarking; medical image; quad-tree decomposition; linear interpolation; tamper detection
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Fig. 4 The procedure of first level embedding
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Fig. 6 The procedure of data extraction
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Fig. 7 The procedure of tampering region detection and recovery
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Fig. 8 Six cover medical images with DICOM format
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Table 2 The result of quad-tree decomposition,
threshold T,embedding capacity and PSNR

BARER r MHOE B T 73E/bit PSNR/AB
MRI_Jii# 0.0027 7764 4 140706 38.453
MRI_3% 0.0025 4350 3 82288  41.004
MRI_F15 0.0059 8084 5 126928  39. 690
CT_jfi#B  0.0050 4478 5 73876  39. 446
Xray_fig5 0.0069 9516 4 152351  36.855
US_JiF#  0.001 10887 3 183717  40.911

R3 AXEEME3]HIHRNBFEF PSNR L5
Table 3 The comparison of embedding capacity and
PSNR between literature [3] and our method
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MRI_fi#8 7=3 118531  40.444 120915 40.939
MRI_JRi# 7=5 147744 36.035 155389 36.522
US_F# T=1 117222  50.726 130550  50.416
US_iF¥# T=3 159573  41.287 183717  40.911
US_F# T=5 176822 36.914 209138 36.501
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Fig. 9 The tampering and recovery result of MRI_Skull image
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