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Encryption algorithm of image blocking and double
adaptive diffusion with Arnold mapping

Xu Ya, Zhang Shaowu

Key Laboratory of Information Fusion Technology of Ministry of Education College of Automation ,
Northwest Polytechnical University, Xi'an 710072, China

Abstract: Objective With the rapid development and popularization of computer networks and information storage technolo-
gies, networks have become a mainsiream tool for information transmission. This medium is used to transmit information,
including text messages, audio, images, and other multimedia files. Thus, networks intuitively play an irreplaceable
media-related role in the transmission of information flow security as the main carrier of network information. The security
problem in the network transmission of image data must be solved effectively; therefore, an encryption algorithm of image
blocking and double adaptive diffusion using Arnold maps (BDAM) was proposed in this paper to address image security is-
sues. This algorithm can improve the efficiency and security of image encryption. Method BDAM first uses Logistic, Tent,

and Sine maps to build three types of novel 1D chaotic maps according to the scheme of pairwise combination. This algo-
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rithm then extracts the initial chaotic sequence. Then, BDAM defines an initial encryption image matrix that is similar in
size to the plain image matrix. The latter is divided into small blocks. The initial encryption image matrix pretreats the pa-
rameters of the Arnold map. The pixels in the random position of the plain image matrix are deposited at random positions
within the random block of the initial encryption image matrix when ordinary and reverse maps are joined. At the same
time, adaptive diffusion occurs among intra-block pixels and inter-blocks until the initial encryption matrix is filled. Re-
sult Scrambling and diffusion synchronization are initiated by combining forward and reverse Armold mapping processes.
The BDAM algorithm can equalize the access sequence of each pixel and the position of each storage sequence, enhance
scrambling randomness, and overcome the drawbacks of conventional Arnold mapping from rules to the defects of random
access. In addition, this algorithm can apply block and double adaptive diffusion in the scrambling process. The interac-
tions among the ciphertext pixels and ciphertext pixels, plaintext pixels, and chaos random sequence spread the influence of
each pixel to the image matrix of the entire site nonlinearly. Furthermore, these interactions continuously disturb chaotic
systems during diffusion, initiate adaptive diffusion, and enhance the sensitivity of the encryption key, the ciphertext, and
plaintext. The results of simulation and of performance comparison analysis show that the BDAM algorithm is superior to
other encryption algorithms for many types of gray images in terms of information entropy, key space, correlation, and sen-
sitivity, among other aspects. Scrambling randomness is favorable as well. Moreover, the algorithm displayed high sensitiv-
ity to the key and to the plaintext, thus improving encryption results. Conclusion Random scrambling that is combined with
blocking and double nonlinear adaptive diffusion through the BDAM algorithm can resist various attacks effectively and ex-
hibit high security. Therefore, this method is suitable for all types of gray-scale images and may be applied in this field.

Key words: Arnold mapping; blocking; double adaptive diffusion; image encryption
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S HEE WA ) EARSRR E A
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Table 1 Correlation coefficients between two adjacent pixels in plain/cipher images with four algorithms

MIFRWEEEA (87N IK-T7 1) T EH 7 W) Xt 2T 9]
A SC 0. 866 40 0. 749 63 0. 708 43
BDAM -1.0563 x107* -4.9668 x10° 8.4480x10°°
baboon o
k1] 0. 002 747 0.002 014 -0.001 647
CHk[6] -4.1887x%x107* -8.2951x107* 1.0969 x10°*
A SC 0. 860 6 0.959 8 0.8774
BDAM -1.3695x%x107* -1.2287x107* 6.1638 x10*
Barb
- k1] 9.1491 x10°* ~0.002 561 0.001 464
SCHR[6] 3.3344 x10* -9.8928x107* —-0.002 428
e 0. 968 05 0.970 30 0.927 48
peppers BDAM -2.6142x107* -9.4811x107° -3x107*
SCHk[8] -0.009 13 -0.001 88 0. 001 08
250 250 250
200 200 200
150 150 150
100 100 100
50 50 50
0 100 200 0 100 200 0 100 200
K TH P

(a) BarbHH 3

I
(b) BDAMALVE 25 3

3 Barb BISCEIG S BDAM 533k 5% SCIMEAE RSP (TR BRI F 5 Tl _E A ARABIS R A

Distribution of adjacent pixels in horizontal, vertical and diagonal directions in plain/cipher images of Barb image

Fig. 3
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M 1 nl A, 3 R B SC BHR AH AR 1R R Z a1 1
FEFE BRI A S, 4 Fh B39 1) 2% SC RS A 46
18 Z (8] FH & PRI /N B SC R % . {1 BDAM 5.
125 1) %5 S AR A SRR 38 AH O 2 Bl X {8 L STk
[ L]0 A O BB AME /N 1 ~2 DB 2,
FLSCHR [ 6 ] 5575 1 A 6 R B XHE 29/ 1 AN B0 aE
G, e SCHR [ 8 ] I AH ¢ R B XA /N 1 ~2 4K
W%, UL, BDAM &k i % FBF Arnold %X
] W ST &5 45, X5 400 s o 42 i I o e o B SR
B BEPLR 2 A A BEAL S P B AL AL B A 5 R
Lo, B ALACR I T oCmk[1,6,8 ] p iy B L
Tk

L3 AT E Y B SCEMRAE 3 AT 1) E R AH 4
BRILT o AifE— 4 B4 L, 1l BDAM B3k (1% 3¢
BUGAE 3 07 ) ERAABIR R 4B C 5500 T
MG RS A], i — 2 F B BDAM B33 1) AR
If. PG, BDAM 5945 3 19 K 0 48 1T 4 i
AE 1o
3.2 EREHH

15 B AT A B, e e [EIAG b i K BE
Sttt o BIE b X 8 6 b i R i K
G, BRARE &L R 25 SCER RS B % 55 T 8.
S T WF5E BDAM B35 UM% 250 PR BE, % FH Barb |
peppers Fil Elaine 3 gl B4, 1T 5 & 1149 BDAM
B RS AT B, T 5 3CER(1,6,8 [ #EATXT L
5. SRR 2 R,

R2 AMEENEXERERS
Table 2 Information entropy of cipher-image

by the four schemes

Barb — 7.991 41 — 7.999 30
peppers — 7.99163  7.99730 7.999 34
Elaine 7.99922 7.991 80 —  7.99926

H1 2 W], BDAM 53032 i il 4% SC IR 9 1 2,
TR HE T RS 8, H R TSGR 1,6,8 P {F R
W, Al UL, AR SCHY BDAM S50k H 5 58 AR 95 2ty 1
AETT.

3.3 ZATESH
BDAM S5k % A AL 46 [ X109 %20 5 X30 s M1 s Mo s 35

by ke ks ke ko ]k veo 8 i T HERIEL,
HARP R RORE RERY, H [ 200, %0,%3 ] € (0,1) [y,
oy s ok By ke ] € (0,4) [y ks k) ] e (0,256) .
BDAM B335 X A 45 A AU M R [R) , R S50 15 %
BB 20,0 09 Xy By HOBEURE o8 1071,
B o s Ky oy s g Ky BOSBURREE YR 1077
TETE A BH 1) 5 51 25 [B) A T LU V8 T 5 LAk
JEE B HAEL, T 28 81 23 [B) S0 0 A5 A0 B ST %% 4 25 ()
3B, B, BDAM S35 2 4 A5 0 Ry V =22 x
101_16)4 x 45 x 2567 x (101_15)8 > 10",
BDAM B33 53CHR[1,6,8 ] 53 0y B 4 25 ) % Ll 45
RN 3 fn.

256><(

®3 AMERNERATEE

Table 3 Comparison of key space with four algorithms
BDAM SCHR[T] SCHERL6]  SCHRLS ]

> 10199 10128 1084 1079

] 2 )

2% 3 W1 BDAM B3k 19 %% 81 25 o) R F 3
Bk[1,6,8 | B L A2 |], Kk, BDAM B3k ] L)
T M AR 55 28 1k 1 B o
3.4 HAGFREST

531 BDAM B335 (1% 25 U , JE B peppers
R AT 2 01, 1 4 Ca) S TE B fif 25 15 31 1 &
18,18 4 (b) S e H A figg 25 2% B OR KA AE , A iR %
B x,, =0.567 8 Mk x,, =0. 567 8 + 10 "W Fr 3k
R S . BT UL, S 0E A 107 B
AL, AN g TE A A 2%, TR ] BDAM 5303 %%
BABURER R
3.5 MESWEHREENDH
JWF5E BDAM 553k () ft 25 43 Yook 1 e, 3%

(b) BT KIS
El 4 il BB
Fig.4 The decryption image
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Barb Fil Lena WifE K%, 53CiHk[ 1,6,8 ] 47X LA
FEo MR B B SO B e, LR 22
A3V B RE 7 o gl e, PRI SR FAR 2R Rl AR R
(NPCR) "™ 1 U5 — £k 4% 2 {1 F- 44 o4 28 38 J& (UA-
CI) '™ g o 5 vk ok T SC A R P . AR ST S By
H K Barb Lena R (1,1) &L AR R AG 53500 m 1,
A5 ZIT A SIS, 43 500 1) o 28 0 3 0 el 22 s
{14 79 2H W SC TG R AR ) 25 B n %5, 75 30 RH 102 14 P 20
FEICEMR, SRR A E TR NPCR {5 UACI {H,
k[ 1,6,8 1F1 BDAM 4 R334 NPCR {H 5 UACI
fHANZE 4 Fim .

x4 4 #EXH NPCR 5 UACI &
Table 4 The NPCR and UACI value with four algorithms

NPCR/% UACL/%
=R
Barb Lena Barb Lena
SCHR[ 1] 99. 58 — 33.42 —
SCHR[ 6] 99.58  99.62 33.39 33.41
SCHR[8 ] — 99.50 — 33.38
BDAM 99.60  99.61 33.42 33.43

HiZe 4 I, 53CHk(1,6,8 B AH L, BDAM
L NPCR {H5 UACI B 3 238 BB (A 99. 6% |
33.46% , VL] BDAM 53R FH A 3 B UZ [ 3 1
Y HOTE AT SO BUBE , Be A RGBT 2 41
it o
3.6 MEBBEWHOWH
SEBR I, ST AR ik Bk e A 1 K AR
P By U] a3 M 7S T B G . ST BDAM
FLPUE BT BE ), 1 peppers 1Y BDAM % S AR
S A, 30 B DD & AR 2 100 x 100 K/
HURITE B s i 1% 3k W ps ok gk 47 Yoy, IF
ARSCIRE DR, G5 NE S B,

LS AT, 25 SCIRME 32 35 )RR S et Js L 1R
2 45 AR A7 3| — Lol s URE ) 52 ), AELAT5 9K B3
U 1 S e P PN 2, T DA BRGIN TR 2 T R A B
I, BDAM B33 6 55 4] W 45 0 2 e B R 1)
B
3.7 HESEXRESW

453Kt BDAM 55035 () Bp ] 52 2 B, 3% ] Lena f
SR B, 76 Intel (R) core (TM) i5-2400 CPU @
3.10 GHz 4 GB WAFMHRAMNL L 44 Sk 6,8 ] A

(a) BYD)H 4] (b) WA AR e P T

=

(c) By U [ g s 1] (d) V3SR SR g 75 5 ] figp o [

Bl5 gy IR s ook 4

Fig. 5 Data loss and noise attacks analysis
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Table 5 Comparison of the encryption time

of different algorithms
SCHRL6 ] SCHR[ 8]

0.352 1. 615

BDAM

JIEANE 1.498

MRS LA H, A SC BDAM 53 T s aod e
SCHRL 8 T3t AE R sk 6 ] ke . X2 T
ARy ek st TN S Xk s ] W SO B v DL B
ALEEBLPE LS BB i s 38OR , 2R 2 BOBUZ H
SEAVE/N D | IR TR S R
K8 1 FA AT FOE LY B, (R SCRR 8 DR B ALY K
OYOTREAT , DRI L5 5 i Sk [ 6 ] R A 3 B
PTG IR T AR (EU X B A SR
ERLBEAUEAA B TR, AR SC U R I 18] 42 2
JEE A U v 14 s 22 1

%

4 £

ARSCHE T — P LT Arnold RS (9 70 B XUZ A
SEINE /SN VI RPN A RS R R IS S i
MRS AR | 4ERM R S, HA B8 iR
PR AN G TR TEAT o Gl 4545 Amold 1E %
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SN T 5808 P A R B E FE , 4 2s [a)A, 41K
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