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Review of adversarial examples for object detection

Yuan Longl , Li Xiumei', Pan Zhenxiongl , Sun Junmei' ", Xiao Lei’
1. School of Information Science and Technology, Hangzhou Normal University, Hangzhou 311121, China;
2. Engineering Research Center for Software Testing and Evaluation of Fujian Province, Xiamen 361024, China

Abstract: Object detection is essential for various of applications like semantic segmentation and human facial recognition,
and it has been widely employed in public security related scenarios, including automatic driving, industrial control, and
aerospace applications. Traditional object detection technology requires manual-based feature extraction and machine learn-
ing methods for classification, which is costly and inaccuracy for detection. Recent deep learning based object detection
technology has gradually replaced the traditional object detection technology due to its high detection efficiency and accuracy.

However, it has been proved that convolutional neural network (CNN) can be easily fooled by some imperceptible perturba-
tions. These images with the added imperceptible perturbations are called adversarial examples. Adversarial examples were
first discovered in the field of image classification, and were gradually developed into other fields. To clarify the vulnerabili-
ties of adversarial attack and deep object detection system it is of great significance to improve the robustness and security of
the deep learning based object detection model by using a holistic approach. We aims to enhancing the robustness of object

detection models and putting forward defense strategies better in terms of analyzing and summarizing the adversarial attack and
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defense methods for object detection recently. First, our review is focused on the discussion of the development of object
detection, and then introduces the origin, growth, motives of emergence and related terminologies of adversarial examples.
The commonly evaluation metrics used and data sets in the generation of adversarial examples in object detection are also
introduced. Then, 15 adversarial example generation algorithms for object detection, according to the generation of pertur-
bation level classification, are classified as global perturbation attack and local perturbation attack. A secondary classifica-
tion under the global perturbation attack is made in terms of the types of of attacks detector like attack on two-stage net-
work , attack on one-stage network, and attack on both kinds of networks. Furthermore, these attack methods are classified
and summarized from the following perspectives as mentioned below: 1) the attack methods can be divided into black box
attack and white box attack based on the issue of whether the attacker knows the information of the model’ s internal struc-
ture and parameters or not. 2) The attack methods can be divided into target attack and non-target attack derived from the
identification results of the generated adversarial examples. 3) The attack methods can be divided into three categories: L,
L, and L, via the perturbation norm used by the attack algorithm. 4) The attack methods can be divided into single loss
function attack and combined loss function attack based on the loss function design of attack algorithm. These methods are
summarized and analyzed on six aspects of the object detector type and the loss function design, and the following rules of
the current adversarial example generation technology for object detection are obtained: 1) diversities of attack forms; a
variety of adversarial loss functions are combined with the design of adversarial attack methods, such as background loss
and context loss. In addition, the diversity of attack forms is also reflected in the context of diversity of attack methods.
Global perturbations and local perturbations are represented by patch attacks both. 2) Diversities of attack objects: with the
development of object detection technology, the types of detectors become more diverse, which makes the adversarial exam-
ples generation technology against detectors become more changeable, including one-stage attack, two-stage attack, as well
as the attack against anchor-free detector. It is credible that future adversarial examples attacks against new techniques of
object detection have its potentials. 3) Most of the existing adversarial attack methods are white box attack methods for spe-
cific detector, while few are black box attack methods. The reason is that object detection model is more complex and the
training cycle is longer compared to image classification, so attacking object detection requires more model information to
generate reliable adversarial examples. The issue of designing more and more effective black box attacks can be as a future
research direction as well. Additionally, we select four classical methods of those are dense adversary generation ( DAG) ,
robust adversarial perturbation (RAP) , unified and efficient adversary (UEA) , and targeted adversarial objectness gradi-
ent attacks (TOG) , and carry out comparative analysis through experiments. Then, the commonly attack and defense strat-
egies are introduced from the perspectives of preprocessing and improving the robustness of the model, and these methods
are summarized. The current methods of defense against examples are few, and the effect is not sufficient due to the spe-
cialty of object detection. Furthermore, the transferability of these models is compared to you only look once ( YOLO)-
Darknet and single shot multibox detector (SSD300) models, and the experimental results show that the UEA method has
the best transferability among these methods. Finally, we summarize the challenges in the generation and defense of adver-
sarial examples for object detection from the following three perspectives: 1) to enhance the transferability of adversarial
examples for object detection. Transfer ability is one of the most important metrics to measure adversarial examples, espe-
cially in object detection technology. It is potential to enhance the transferability of adversarial examples to attack most
object detection systems. 2) To facilitate adversarial defense for object detection. Current adversarial examples attack paths
are lack of effective defenses. To enhance the robustness of object detection, it is developed for defense research against
adversarial examples further. 3) Decrease the disturbance size and increase the generation speed of adversarial examples.
Future development of it is possible to develop adversarial examples for object detection in related to shorter generation time
and smaller generation disturbance in the future.

Key words: object detection; adversarial examples; deep learning; adversarial defense; global perturbation; local pertur-

bation
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ARIYNZra B v H 2 o )7 I 2 88080 JR Bl ) Jm) 3 =3
[i] , TR A AN b T A YN X — Jay B s ], i LA
AR I e FIW AR . Goodfellow 28 A (2015) 42
75 Szegedy 5¢ 4R KA R UL, TA Ry TE 2 R A b
Lo AR i AE L ME R BT RHUREA I A2, 2
TES A UG PN f M 5 i AN e e 225 2
JZ MBI 2k U0 ReLU 8 Maxout P2k M 8075
PR T PR KR, By SR R Tlyas SF A
(2019) #8 tH XTHUREAAS S BB | B B B (%) 5 30 ) 2
—FRRAE . SR IA R BRI SRS i 2 A ZSH]
DABRAR U FFIE AT 7028 | I SERFIERR A (O P AT 5
(A S Pt — 2 AZTC TR B AR A0 HALRRAE T X 43
F b, X AR AR D AR PR AR . XS BT REA T A



$074 /5108172022 &£10 B

=i, FZH, BiRE, HES, 5E / BREFSNONRERER

TR PR R AE A AR LR, BB T 5508 1) —FReAE 2
A 1o BE AT TN E S AR R AIE 2 e 55 0 ELXE LA
FPRSF , X AREAE 8 H A SR B 2 S 4G
B X HURE A SR X AR AR
1.2.3  XHPUREARYA AR T

T2 AR SO B B X HURE A B A AR IE

DS E 71K 157/ B =7 | 2 2 S N S
XTHUREAS (M 7 | — XX R s /N il fil %
INEEUE P sh AR 2258

2) iR, HRAE R BURE A FEAS [RIRE R AN
A5 4 b Tk g

3) AT, 5 Yo e o 19 B bR
B N TR 25 AN S ECER T

4) BEeh . MX TR EGEE Rl E
X B AR RS Y S5 K R S 85— ) S R ER R AR

5) MR, FERPIREAR AR DL S | B IR
RIS PUREAS BT o H 43 L

6) BARTrds, 8% b Bl Bk AR B XL RE
A, BRI DK A A 43 208 31 o 2 ARUZE 0 48 2 1)
et 7=

7AWt . ANFT BAsdod dE sk A R
BRI AT HAEAS i A5E AU Ay iR 1) 43 2 45 SR (R BR
AR
1.3 Bieilpx R

T URIE 2 > 1 BRRG I07E 4 7 foh 28 D £4% ) o5,
()[R , A5 5 1l 32 B XHURE A B B s (45 H b
KA SEBnfli S B — @ alg . T Eis
KA A 5 G 2 il 54 B b g, BT LA
185325 b W TP O AR B BRI 1 RUR
2 H A A K ZH O & Mok R M (La 58,2017)
H AR 2 28 L 24T 55 2% 2] 6 T e A 1
SRR H BRI AT 8 2 A RS H bR, BRI B A2
SR IEATHY o BT i i R R Tk H
PR Bt fAl SR Yt o SRR Sl AR AR O
FEAB X YA AT o3 He40 R pR A 53 Tl A i 2%
PRI T AL 400 2 s W 25565 25 08T PR AR 2k
PR T Y |

FEFXHUREAR ) B ARSI X o 38 1 %o iy A S
x IAREE P sl , 15 230 sh EE 7, 5 HAE 0 H
FrAsr I #5 (A , B 2R 9 E A5k 0 25 25 s Bl 411, 5%
A BRI ERE IR S BT LARIR

min||x" - x|,

st B(x") #0(x), 0(x") =60"(x) (1)
Kb, p FORWIREIR ) 2= R IE B RE i A L, AL
L, JUXCH L, J0803 B 0(x) s P25 1) T 25
R, 07 (x) FASIERA R

2 HEXRHBBEEMITHIER

2.1 MAXHIEE

H A b B BE 4 22

1) PASCAL VOC ( pattern analysis, statistical
modeling and computational learning visual object clas-
ses) BOHREE . X H ARSI 00 i o T ) H 9l 2 2
—, TR, T BRI | BRI 26
FEUGR T FIEST . B AL 20 DMK, 73
4 RKAPE, B0 BRHARAAH I B9 XML (extensible
markup language ) SCIEXS N, SCHAL & UG P14 1) 2
BN, % A Y PASCAL VOC % ¥ 4 A
VOC2007 ( Everingham 45,2010 ) Fl VOC2012 ( Shet-
ty,2016) . Hrf, VOC2007 $cds 4045 9 963 i ]
1% Hi train  val Fl test ZH A%, VOC2012 4 4 60 45
11 530 W&EIM% , H1 train F1 test PIFE 0 2H AL, FAE W
FHRIUIZR T A A, — 2 A 07 _train +12_
train VEINZREE 07 _test /E i 4E ; 55 —Fh 2
i 07 _train + 07 _test + 12 _train /E H il 254, A
12_test VE AR 4E

2) MS COCO ( Microsoft common objects in con-
text) B 48 (Lin 45,2014 ) . KR 5 KA T 2014
A I HARKLIN 1 o3 R DG s RS AT 55 558
AR B LA 91 MRS 328 000 i
EIUE N 250 J7 44528, i ] JSON (JavaScript object
notation ) K& PR SO 25 AR R B AR R R
GO HEIE B . BE RIS 80 X RN Y
e B bs, BARE o REZCR, BA R Z8/NE
PRI

3) ImageNet Bt ( Russakovsky 45 2015) &t
SRS ST — A KAE A P, )iz e T B R
SIS HARKS I 554 55, B 45 1 400 277 iR K&
2 AN, Hirr 103 J7 R ST LU T A sk
DTS5, 455 200 DRSS, A B0 I S0 bR e A
PR BRI

4) Open Image %(#&%E ( Kuznetsova 45,2020 ) J&
A5 A BA AT R B AT ) G A7 R 1) AT B R 4L
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fEdE 7% 190 JTIRIEI 5,600 ASFRE,1 540 J7A4N34
FHERRIE
2.2 iFfERA

H b i 453838 # R F mAP ( mean average pre-
cision) ( Shetty, 2016 ) ffi & X} § A 1 H0 5 %028
mAP T A S0 - BORE 8 AR A (E, 2 A i H AR
LRlIE 62 RUIIEYE S a I R M L M = R NS

3 ap,

mAP = = (2)

Kb, m HEAECE, AP, RRHE | KWIRM AP
(average precision ) {H . “FIIUERAE AP Ay [ & 2 5
AR B 28— 0] 3 il T ) T ARURIT, R AGE ) e
IR R INE T, B R A S AGI 25 0T 1% S W) A
HOEORIIEY € 5 Ei0 S0

B T mAP M RO BRI AE 1 A1, PR 48 bR
AR A ]

K% (precision ) 278 432 1IE 6 1) IEFEAR AN
55035 P 9 TEREAR A RO L fEL, A o — A

A ER (recall) R 7870 FIEHH I IEREAS S H
TERIEREACEY LU AR, 7 5 109 02— 0 S A RE K A
A RNEFEARRIR 1R B BE T . TR AE R A
R T ] ABRA

3 XMmIEFE

Lu 55 A (2017) $& 76 “ 45 10 A i A ETZ
SN BN o R T A R A A D XA — R 7E H
B I ST B R X B ARE AR 2 B SC 3, e H R
T —ZGVEE X B AR ) o 2 A8 51 AT 55 3R 1 T
XHHTBC: BRI, AR B X A B bR 1R R A B EL
i XL 4 o 4 R sh Mo AR R sh B
R o A X G A 2 S AR, S e e vl Do M &
Xof PR B BEAGE I 28 () T | T o P B G T 1 24
DA R AR ol o A ARG 5 P L

XoF T 1 1) BRAS I B X B O ik, AR SR 4
JE R B MR ERIR R UG R — 025 LA
() B ARRIN 2 R AE N —sr25, ddrdan
K3 iR,

IYZRARr R B IEAR A I IEREA IR

T H ARSI B %t
FEARAE 71

SRS

JaiER T

L

L

[ R T Y ] [ EEXT Y ] [ PR J

REiah REian

[

BPatch. Dpatch
EA. Adversarial-YOLO

DFool, DAG PhyAttack, CA.
ShapeShifter, RAP. Daedalus
CAP

UEA. G-UAP,
TOG

3 i) F AR A X TR AS A i ik 32

Fig.3 Classification of adversarial example generation methods for object detection

3.1 =RAPBE

2R STl AR HUREAS A B X B i 1 1%
HATERE B, B B — AN —H5 i BIER
T I P AN AR T b T T Rk A 4 A
311 BRI B R 2% il

X i B ) 4% T < 18 7 1 AT DFool ((de-
tectors fool) \DAG ( dense adversary generation ) | Sha-
peShifter . RAP ( robust adversarial perturbation ) I

CAP( contextual adversarial attack ) 779,

1) DFool J5 ik, iXJ& Lu % A (2017) &t A —
FEE XF Faster R-CNN 19 1 & X 77 %, i Faster
R-CNN Xt I 45 45 s A 745 43 D i

N
O(T) = X b e BUM.TH™  (3)
izl

AP T 2R KGR T AEAR AL bR 2R B SCHRRAE, T(M,
T) R R TR M, 75 T b 3EF 7 & Az
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FI4FAE, B (1) &% T 7 Faster R-CNN j= A i 56
TAEFEhr EW RN ENEE S, ¢,(b) /2 Faster
R-CNN X HE i #5000 45 43, 38 i fe /MBI 2 4R
JF A BRI X5 00 %2 (3) T4, BEEUBREE .
FEPR AL R R e B TR B 1 5 1 5, I L
It 2R IEAR, IR R AR F] 90% BHEE kA, H
[LSOR Y
d"m = sign(V,®( 7))
7D = T 4 & x d™ (4)

K, v, @(T") FRIKBGBRIE, & HE/NGE
. DFool B KIEM T H AR &8 I A7 76X ik
A, [RIEE PR AR KR T 4t B 5 7% 1) 47 2 R
FERLII R T B bR AT A, LA A X R AT
—ERLE A LA R F) YOLO 9000 K &%, fH /&
XA THEX B KN 5 S TS LA —
FEEER

2)DAG Jrik, Xie % A (2017) ¥ X HrFEA
UL A4 F 3 5 fin bR X 11 338 S0 B0 A0 H ARG
B X A I A T 1 43 2 R B HH DAG A1
Yk, % re S B B I 4% 238 i RPN Jifi ik % A
PR EELHE | 42 HH 7 — 1% 22 R el H bR A
R LAk BFRME SR BTG T, KK
o A4 AR A S 8 X 35k (region of interest, Rol) ,
Hyd 3Rk 0h

Ty = Z [ VX,,ﬁ;I ( Xm ’ ln ) - VX,,,](;” ( Xm ’ tn ) ]

tll € I"l

Ir

X

m+1 H
m |l

A, X, AR m YGRS B A IR, 0046 16 o
AR S+ ) AREE H ARG e A 12 2R 4 e B
t, WEIABURE T, A HARH i —A, 1, AP ik
AIERAZE , AR E IR RN AE , r, SR AT AT
PUBREE | oy, W5

DAG FRHE Tk R < 1 S 0 i A R 45 7 114
FIG X, AP AR BAR o, BENLIRE — D hn2EAE
HEIGE 0 AR, bR AR T H bR 225,
AR AT IR, IR B UE AU R R 45 )
SR IERA B9 Rol DXIRARLEILAN ol ad B ) 15 1 2
AR BRI ARy, 2 T B AR RO T A
BEIHEIE I L, R B HEAT 0 — e R B 2 A
St HEA ] R s AR T A IE AR AR S T
MR, 45 1Rk

DAG J7 k& T 53 JEh 2 (i B 2R i, i ad oy
HpRiscE — N EEIES 1R %, AR5 LA E 2 0 &
15 BEAR Y I 1) AT B By, e ARG 00 88 T o A BT 45
T Rol #4reiR, MBGH Y IR E & T 77
KPR Iy, NI 8 25 R R B 8 T B R 7 2
R

3) ShapeShifter J; %, iXJ& Chen %5 A (2019) $2
B AY%EXT Faster R-CNN 955 1 A BBt 7
ko SZEMR Iy R L T ¥k C&W ( Carlini Al
Wagner,2017 ) FI B 5% ( expectation over transfor-
mation, EOT) ( Brown,2017) [4J3 & , % Faster R-CNN
HATHE . TERUSR S, C&W B ALY 7 =0T
BG4 B bR B, ShapeShifter 45 & C&W 1 L,
Yoty =, ARG

arg min Ly (tanh(x") ,y") + ¢[[tanh(x") - x|
(6)
O, Ly R A E R RS y" A 40K pR 4K, 18
i tanh ¥HZRLAHRAEL - 1, 1] 20 E Tk, H e
PR R x R x, Z [ E 2200,

fE C&W SRl 11 b EOT, 1) 2R A5 4k J2 1 4
PR AR TP IR INBEALIE 30, 6 A iR 3h 3 B Ay
B BT N

M, (x,,x,) =t(x,) +x, (7)
e Ron 8 e i B0 4 iR AE  x, S H AR IE
Bx, A REG, X BAREUR x, #E47 ¢ BRAESS N
AFE SRR x,

Chen(2019) X Faster R-CNN 5% 1 By Bt /5 £ f1)
2~ X Sl R O 56 1 IR, R 5 0 U
HEFT 432 45 B A XU U 226 2% OF B A%
R A EOT R sl ity & H ik

argmin By, [ ¥ L (M x) oy |+

M e mpn(M,(x'))

c[ltanh(x") - x, 3 (8)
K, x’ REBUGE XA, v YR 2 i B
bR, x, AT EIE, Ea e (8) , [Fm Xk
AW X B A 425, DAk B A S
RPN $2H 3 8, X X @ e A& 89, 78 H

FREE 2SR 2 By Beor et B rp gt 7= (8) i fk .
4)RAP J5ik, Li 8 N (2018a) 515 M B B H p
For DNABE AR 45t 14 1 — B kg 6 ) X PRI B A WA
B A% O T S BEIR P  Be S AU HRE A 1) RPN 1 4%
PRGN #5017 Yoy, et T — Rl o 8Pk S A7
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PR A G AE— 8 ok B, o P2 7 6 2 ) SR AR
ST G T, BAR

p. =V, X z(log(s) +ls(c;,7))
j=1

I, = Clip(lt _ /\ﬁRAP
t 112

13,) st frn (1) = &
(9)

i, p, TR, 1, FR55 ¢ AR
IR, 2, R0 ) AR, Z, = | [ g
WAEYIA, Z, = 0 R j MBS AR, XX
RO TE I, s, FoRHE j I X I )
(GRS 2B EARsrid RPN 251 sigmoid PR
BOTAAR I PR, ¢, NS j A EEIX T
BUMII LR ¢ = 1.y, b, | RERGH LA
b GIAERYSEFN S 5 7 S A A B BA BRI RS 1Y
HRL M AE , Clip R 32 59 PR %L, PSNR ( peak signal to
noise ratio ) AWE{E (G M LY $Ea#/)N  PSNR #5 ,

THEAL 4 I (4 S Bn I 7% 5 AR 98 8 R
V18l % ek 22 ) ) 2 8, o A S 4 O e B, 154 B 1]
T REAE i AR AR, A5 5 X 46 00000 1) D % B2 5
ELS RS B 2 ) AR AR R 1 25 8

RAP J5 it 1 — [ I 55 07 1 458 2K eR A
FIF AR R R B A5 P 2% R, 3 3 PR RPN XY
2645 3 0 A SUHE A5 Bl B A e D 25 11 44 b i
PRS2 R 5, iR 2R AR B Y, & Xt
ek AT AR BETFN Hh ok 9 RS, St T A
SR, AR A2 R TE AR 7 L
fricti .

5)CAP Tk, X2 Zhang =N (2020) A o]
W Bl a4 42 th iy JE B AR BT 9 05 vk . CAP B 41
FPURANLEURAE IR SIS, TR R B, 3
IIA LT3R, Zhang 55 N (2020) 25 18 2| B &
FHABAZ 2R A5 AH I | 2 B 15 DX 35 11 ) 320 IX sk Xk
I Bz I i ) s o2 173 28 BAT 8 A T, i B IXC
RN ER SCIXB, 5 — i gk X AH L, Zhang
FEN(2020) £ BT SCIXSEA B A AR
ISR REAE BRI 47 412 11 45 b W AR 1) i AL, O X6
X BCRHIE S IR | G ROR By, BARh

M

1 M 1 R
L, :szzfej-FMZ —zjef
iz

S SO A b T SO R 42K S
S ST BRI BE55 1 AN BE S ) Rol P4

(10)

TR T BAICAE IEFEA Rol , Bl M, e,
e, 73 7R HIEAEA Rol b T SCIX sl i) i i 26 531
(C% e a5 S EU DO ol N i NSk LY el
DAREARIEREAS Rol B¢ 48 X 38 1) 1E 4 73 2645 43, Al
N = 5500 i BCh I AR

31,2 BEXFEL B 2 T

B X BB B 45 () B0 1 2B PhyAttack |
CA ( category-wise attack ) Fll Daedalus J5¥% .

1) PhyAttack J7 ¥, iXJ& Song 55 A (2018b) £
YR YOLOV2 Kl & iy 3R e i . 2 R
TS Y B RP, (robust physical perturba-
tions ) ( Evtimov 45,2017) )5 % , 7€ RP, JE4li [
NFAM RSB PEAR S pR AL 18 A AR R /M (1)
R R b bR 75 R A5 4, oG 0 12 A6 0 38 45 2
Fri&io

Jixy) = max P(sby fi(x) (D)
A, £ (x) AR B R x 95, s & YOLO
W26 FRITHE b 2 WA BRI HE , v W AT 1 1Y
PR, P( - ) R MK P R UG RS IS

[A]A, Song (2018b) 15 i1t creation attack , ffi H
BRI S A AAEAE AR . i Bt — AR
AL W IZ AL E AT, 4 = HE Y A5
1533 A1 53 S8 ARz AL B 53 A S X B A X o
ZJa 2D B 2R B

object = P, (s,b,f,(x)) > 7

J.(x,y) = object + (1 — object) + P(s,b,y,f,(x))
(12)

2, object Ui 16 1 R 0O R CHEN &, 7 S I HE &

15 B2 BUE, 2488 9% B B 1k % 7 & E AT R Ak,

P(s,b,y,f,(x)) FREEMIFRIT s A INHE b &

T y S, P, (s,b.f,(x)) HMEEAIT s &

A BIIIAE b J& TS XY A B

2) CA Jrik, X J2& Liao % A (2020) B K 4EF%E
anchor-free ( Zhou ,2019a) H b A A8 42 H () HE H
PRI 09777 . anchor-free #E7E H FrG  £8 HiLp
B BY anchor M 25, DT VR 20 X 2% 285, B Il
R E  JF HOAB R K b8 8 SR KR, CA
FHE AR X, A R G S B A
TR CA L, AL, BRI =, B
5]

minHer s. t.

Vk’p EPk’Pk = {p‘p > tanack}
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argmax, {f,(x +r,p)| # C
boin S X +7 <0, (13)
A, r XTI S, kARSI B AP A2, P,
A CenterNet 15 2] L & 25501 €, B9 KL, p K
FE PR KT BIE ¢, BIRE S, argmax, {f, (x +
r,p) | R n WIEAPUREAR PR R p B0 Y
2,

XTF Ly JaE U | Liao (2020) 52 BG40 2519
XHPTEcs 77 DeepFool ( Moosavi-Dezfooli 55,2016 )
H1 SparseFool (Modas %5 ,2019) A9 )5 & , #2& 1 Approx-
Boundary J7 754 AL H Ao il 245 ) 58 i A 8 D
IR I T T O R Oy — 2 8, R
AR B SRS ARSI 4% , X Fh L, 5%
]ﬁﬂi%ﬂﬂﬁ%m%%umﬂ?@parse category-wise attack ,
SCA) . S| Hbrk I 5 EHZR 5321 DX, SCA i
SRR e i Y P, RAEURTR BARME R AR AR5 H
IS Y DeepFool b AT Xt | L BX) LA %
A X G Ak

X F L, WA BT, Liao (2020 ) 2% > PR 532
BXFHT I &5 PGD ( project gradient descent) ( Madry
55,2018) JEUAEL, 1 35 TR 80h B2 1 7 1) 93 20 AR A
Yo FEA XA L, Y080 B oy 25 4R 2R 00 BGh
(dense category-wise attack, DCA) , B SEiTH K&+
BN R R R IR ROR T, B

loss,,, ZCE(f(x ,0.),C;) (14)

X, CE jﬂﬁdﬂkﬁ% 9’% P, NG j A2 50 % R
MRERLE, C R IO A5 j A 2800, X3R5 1Y
PR SRICEE FE SR F L, YO0 SRAS A A6 BE R4 71
— AR EI S, BARh

r, = V, loss,,

DR (15)
7,11

X, r FoREUR x, EX A YRR R TR R
ZAH, ' L, SRR, BEAT BR AL B X BT
FBEE
3) Daedalus 777k, XJ& Wang 6 A (2021) $2 1
[ — MR YOLO i Xt 77 3, il i B4R YO-
LO % 4E # KA 70 #ll ( non maximum suppression,
NMS ) L] (A8 7= A SRR AR A 25 2R . NMS
2 FURR RGN 2 OC 0 2 (9 20 AR 4, 3228 B Y 22 0 B
TUAHUUHE , I8 PR B e FE 7 & . Daedalus

G R A ]
arg min‘éi‘ﬁ +c-f(x +96)
s.t. x+8¢e[0,1]" (16)

A, & RESINAIES , 2RI 1, i8R/, K
PRAUE I A IR A AT DL, f 02 R SCRY X Bt P 40 2K R
B, e TSR R AR H A SR

N DAL AR A XS PR AR R BRI 7E [0,
13X R @AW, R C&W J7 i AL 6
B o AR

:;—(tanh(a)i) +1) - g (17)

Arbx AR E, 8 AitE A, X T
AN HERB e REI SN LR o 8
HANA tanh fEEORAFEL - 1,17 TR,

XEFXPUEIIR BB, BETE T 3 AR A%
PRE . 1) Bx /ME 45 @ IUHE 1Y ToU (intersection over
union ) 5 2) fH T A HESCHE R SF 45 /0, Ho K AL A5
BHEPLO2Z [ A O L AR BEET 5 3) 1 1 8 AR,
R/ A WE R RS, 3 Rl 2% e B 54y
Giwy|

1 2 N ,
= — E b . _ 1
fll HAH/\EAi;argmux(pi) :)\{ I: t X max(pl) J +
E loUy (18)
jrargmax(p;) =A
Ly . 2
= — E b . _ 1
“]{2 HAH,\EAizargmax(pi) =)\{ |: t X maX(Fz) ] +

b x b\
[
W x H
1
E
jrargmax(p;) =A (bl“ _ b;ﬂ)z + (bi/ _ b;>2

e
= TAT 2 v

Foo(19)

0 xmax(p) ~ 117 +

ax(p;) =A
bY x b1\
( ) @)
JCEP A FRBULERES, p FREE i A EUE
SRR, ToU,; Fm e i ANFNEE j A HEBER ToU
{E, b? FORGE | DEVHER BE R, o) b
TN ANEEBUHE ) SEFN =, WA H A D L S N g
b, by FoRE | A EEBER e s AR
Daedalus Z i A% 00 2 fd NMS 28R4, i 1 i 31
NMS B 2 B 1 35 BB IR 0 H 5, BT 46 2% bR
LA C&W FIEAH AR il i X B AS A T AT
FEPEDT AR A AN R, R W EE G T C&W 7k
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(Rt st BIVA O BOAE A A Bsf [] BRARAR e, A il—A
AR BREATT Z AT B TR, w2 R R
ity LR HLTT
3013 BEXS PRSI A% A B
BT RIS 0 &% 4 Tty O vk 32 B AT UEA (uni-
fied and efficient adversary) .G-UAP( generic universal
adversarial perturbation ) Fll TOG ( targeted adversarial
objectness gradient attacks) 777,
1)UEA J71 . H bR A DU 45048k A X BT AR AR 119 4=
TG, R R AR i A3 X286, 308 3 ol 28 D99 4% 14 T o)
AL REAF T LB | SR 5 AR BT R 451 2% ek Bt
A7 LT AL 495 VAR IO 288 i | 33X 5 A B — S 1] ok
AR T REAS T H AR R XS 5T FE A TE Faster
R-CNN KBUAR4f, (B2 AL YOLO [ 2% FRCR AR
2% HBGHEWT R . B X IX I 0] 8, Wei 55
AN(2019) $EH T UEA ik, dlad 51 AXTHuA: sk
% ( generative adversarial networks, GAN) (Isola %,
2017) , % GAN WL 45 & 15 oy 5P R IR J2 R 1iE
KBTI R A SOHUREAS Gl 5 A GAN ¥
2R A A AR A P AR S AR A H A A T
RIS TUREAS , SR H S 53] 4 1X 20 A ) P 4502 e
FEAR & T IR . GAN RYLK pRBCH
Low(G,D) = E [logD(I) ] +
E,[log(1 - D(G(D))) ] (21)
A, G AR, D ZFE T M AR EIR . N
TR AR SRR IR FEA R 2250, G (1) %
ARXS R T AR 51 L, loss A 5 EATTAIAH
AT, AR
L,(G) =E[|I-¢6(D)],] (22)
R 1 TR B gk 7 A 2 ) A G T £, Wei (2019)
PEHTE GAN M2 thfin A DAG J5 i 4 1 1 461 2K bR
B0, SR IGE DA Faster R-CNN AR 1936 T # UM
H bR &5 , Bk

Ly (G) = E, ( Z [fl,,(Xm’ln) _fz;l<Xm,t,,)] )

(23)
o T WXL REAS 6T B s 25 F
0 E R Bt 2 RV A AR LAY
L(6) = £ [ X4, (X, - R, | 24)

Ao, o 7 RN AR PR Z 8] (1 5 35 75 ( Hadmard )
o X, R HARRI &5 i B T RZ8 58 m 2 52 B0

FRIEF &L R, & — N BEALTIE SRR B, 721 25
WREPEE, A, AR RPN A9 8 IX 54 H Y
HEESIPGE , ZP A5 F Hadmard R, FR1E
(A5 eRESCRE TR B T R A T st i) o B ATLHE B, A T
TG PR\ S DX SRR
B B A5 2% pR B LA 4 B pR B 4
&L Bp
L =Ly +ol, +BLy + €L,
K, o,B,e FEFMK REIT 5 1Y L,
BT UEA JEid YIIZ5—4> GAN SRAE st * H
BRI 5 X BUARE AR, 2 o AR LA B A S )
W Bk Ak #2 2 — A Erm ALl 2w 1 5 m)
FERE IR, B LA AR B AR B B[R] 5 /D | 54 pR B
T 22 R RS, X T R 25 R 1]
AT 22 )2 HEH, I X A7 5% DX 2 9 R X SR AT
O, TR Rt B b AT A 22 ) R S Y
XTHUREAHA TR R,
2)G-UAP J7 ¥, G-UAP(Wu %,2019) J&—7Ff
1F UAP ( Moosavi-Dezfooli 55,2017 ) Featt F ot 97
Je 2] H Ak I 4R % BE & 20 Ui, G-UAP Jrik
It Yty RPN R2% o 2t R B ) 16— A — 028
B8, BIi75 S RPN 9 460 [ st AR B2 A 75 5¢, il
A (26) S 2 E RS,
L(8) == [llog(l(x, +8)) +
(1 =Dlog(1 = I(x, +6))] (26)
A, 6 MAREIPLE, L ARFRFT IR, K (26)
S5 A M58 A SR R i 5t AR R IS
EE T RN MR, b TIRPECRAE N
56,08 1R 0,50(26) 45 H
L(8) =-log(1 - I(x, +8)) (27)
R AMER(27) |, AR EUE BT A P A 4 i
SR E BEAT A N S E AR AR
G-UAP Bt EUR 2R 5 Rit R4 A5 3
AP BN, B PRSI Ry N 265 B R AE ST, FEHE 5 LU i
FER IXHEAT DL —HE G b 27 2058 H A48 30 LUk
B S 22 AREAR
3)TOG J7ik, XM B B A ) #% Faster R-CNN
BB P 7 VA 8 S T P B B X 4 AT
IZH 4 RPN W 2% > i 39 &% I #% . Chow ¢ A
(2020a) #2 H A FETFEACAY TOG J5inl LRt ey
PR B BRI R B PR Al H AR 25 , TOG J5 vk M 4l A

(25)
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Ja M RCR 8 HARTH R Mo | Pha i 28 20t
IIEETRIGE 3 28, TOG Jy ikl il i #5)l| ok 72
[i] 5 DX 48 S0, BRI SRR G ic A EE  38
T RACAE OSBS54 B o s Bk 2 15
XA 220N
, , L™ (x50 ;0
X, = E [xt— a,mcf((ax;))]
(28)

b, o AR s s, [T #5
SRl o HORBERTEE L x PO L, 4, 45K
UG HHT IS 4 R il 7 — o i B, DA T ek,
oo AR Z, T A5 KA LT Fos i i
Wi e ph%, 07 Fom i\ B3 % 1Y B B An
%, o BRI IR SR

HFRIH 2% (vanish ) T Ad B BRI 75 J0 72 1 7
FOIMEATA 8 Y B AR 1) L, 528
PRIZR , 2 PRI A (145 v 2 45 A7 7 0 AR I 408 2K R
#,7F Faster R-CNN & RPN Y& {5 #1584, 7 YOLO
R LEACT G AR ENS S5y, B O(x) =T,
o B ARRTI #8R H Ar ] R T S DX, DA (o R N
R A ST A, B
o= TT L% = oo (VoL (x], D 50)) ]

X,

X

(29)
hi&R%Ss (fabrication ) X5 8 15 51 A K& 1) 1Th
TGRS0 B A %k G R A B ol B A
R g i 5 i, BAK
xiy= T 0x+ age D (VoL (x),T50)) ]

(30)

(30) H53(29) WX HIEF 2 (29) S i 5t d
5L, M7 B AR R T 2 07 5 X AR ST
s, (i BT 8 USUHE B R 28 28 25 %

H R4 25585 1% (object-mislabeling ) X 5 i H #5
AR 28 X i A PR R ) 0 X G2 R A T R Y
2 ELARASO R X I ok 5 0 G i AT 43 2R,
P 9 H BRSSOk A AR 25 o A7 I i 15 4% , 15
FIXTHURE R, 18 S G, (4G 00 25 B AR R R )
AR AR AP AR, LAy

Xy = [0 aneM(VL(x],07 () ;0))]

(31)

K, 07 FoRFERMZERIIRE

KR TOG ANJ2 5% B ARG I &5 ) e A7 28548 (451
1 RPN) B9, 172 A H A il 22 4E 55 £ 5 R AT
eats , e LART AR A 6] 26 1) 5 Bp A D0 5 A= 0T 47t
A,
3.2 BEMAEHRE

S ENE/ RSN G e S DA N S n Ry G i
VEANTR], SR sh Bty A S R — A XA
AR Z A X I A S RE S e 42 8], 1 2 1 H
Pk 5 0 H 8, 274 Bpatch  Dpatch , EA
(evaporate attack ) Fll Adversarial-YOLO J572% .

1) Bpatch 75k, X2 Li %6 A (2018a) FIGHEH
R AT ot T Y B ) 8 114 Jey 8 44T 90 8 B 1)
7R RS H bR Z ST 5 Eas iyt shdok it B
Bkl . BPatch 3 J2& &1 X5 PR [ BOAS I % b R A
(RIFRE RPN (DX B2 M 2% ) 47 iy, BT RPN
P 268 2 1 FR A, 75 i e A 170 i 12 X, R — B B
(R W28 2351 % RPN 9 48 A5 Bl 14 46 1 AE 2 IR A T
PEATHES K v T AR R 1 ) e R ME Pk 32 ) R
I —Br Beiy 23 28R B 10105 . BPatch £ %} RPN
W26 0 G E LA B b 1 el SRR al e BRI RPN R
Ao B v A R g e DX ) A B (A I R X AR
— JZ 25 i A R HE D0 & EE B A S TR AR,

BPatch #b T8 & —Fl i o X 451 2% o £R A0 1k ok
AL B 7 s, A UL 3 AR R 1)
ELFH P & {5 BE 45t 2 (true positive confidence loss,
TPC) ,IZH 2% (4 H YRR I A 75 P45 H AR X fi
TEHE A AR BE | DT JC 12 38 JBOIE 1 A9 e e HE AT
—JZ2 M2, 2) EHFH I R (true positive shape
loss, TPS) , IZ I 451 2% & X H bR i o & ik 47 Yoy, B
V18 2 (e A J A ) 5L B A7 AN G 0 2R R 11
3) B BE I B 15 B 451 2% (false positive confidence loss,
FPC) , H iy 245 = 75 5 DX 15 B W i kb T
BRI A9 DX I HP 2% A RPN W45 19 F — )2 M 2%, il
X 3 AN R RN AP L S A R AE 1 A B
T S DXl fe 1 DX I ) 845 B, d I IR B s H Bn
RO 5

BPatch 5 2% BRECH AT R

ff(l(ljfl Ly (ICQ)3F) + Ly, .(I(Q);F) +

pr(:<I(Q> sF) st fosn(I(Q)) =& (32)
X, Loy Lype s e 0 ETHRER 3 4K 1(Q)
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HIMAKNT Q (EME 1, F JE 21467 RPN [
%, e HMIEEEMELI T IR,
TPC $k BARTTHE N

m

Ly (1(Q)3F) = X zlog(s)
RS, FRH A B R B R4 2, WA
N M IR 5 A TR LB, 78 511 ToU
JFBIE (M 0.5) , HIZBEEHER B A T
B 0. 1) 4 2, = 1,750 Z,= 0.
TPS ik BTN

L (1(Q) 5F) = exp (— izj((ij ~Ax)” +

(33)

(By, - A7) + (Aw, - Aio)* + (A, - AR)?)

(34)
A, Axy, Ay, Aw;, Ahy 7R A & BN A9 o A
FRFETEHE 56 i3 i Im A%, Ax, Ay, Aw, Ah Fe7m B
()% & , BPatch A7 B4R T RAP (A4 B 40 2K &
A X B, EAME RAP i 6 e R 100 B R ok
PAT BARTc: R B AT AR B bRy,
A = (34) , A8 7000 (%) I B St 3740 35 C 25 52 g
B,

FPC #15k s BUE

m

Ly (I(Q);F) = Y rlog(l -s,)

S B S AT 0 19 10U > 0.3
BB ESEIEHE ToU =0 W, sk ik 3% 5 2 AE
HEFF P, & o= 1, I, 4 r =0, 38 ik
K (35) R A T B A5, RPN M54 T —
)2 4 T 22 5 T R XS A R R A, T EOR
NNV

2) Dpatch J7#5, 3% J& Liu 28 A (2019b) 42 Hi
B H skl 5 19 B AR 2k ik oo R A — 1
patch , SR 5 #1% patch 24—~ GT( ground truth) £
DA , 38 o sz ) A% 4% {9 4% B 820 16 3% patch,
UG, S R A R AR S R oL T, K™
He—ANKEINAE , B patch B9 AL A5 FIZE 51, DPatch A
PLEF X} Faster R-CNN 1 YOLO £ 1) [’ 45 6 45 5[]
AT

BT X} Faster R-CNN PR By B Gz ) o9 2 |, Mg < 8 Jt¢
JEAd D RPN W 4% TG v A= B OE B B9 i 26 X3k, o
DPatch JIT7E 1Y X 385 5 A ME— A 2L Y Rol, 11 72 B H:
T B8 A RE X 5

(35)

FEXT YOLO HLR B M 45 | #2002 3R I 10 FHAE T
DRI E AR FE A, R B~ X 48 R AT LA TN 321
FHEFNR BE 30 Y B B 0B XS R AR
W T FAE AL & — X R AR DL K20 FE 1)
HERAPE A0 2R {5 BEAS 0 AR O A, D)y o 4% ot
(3 FAHEAL AN B HL X 4, AR, By YOLO
IF, BEFF DPatch I8 1 RS A0 R F 52, i HC A 0 A%
VU372, BRI 5 DPatch 19 946 L At 5L A 387 58 X
SRR BLA i 0 AR AR 0

DPatch 77755 A XU 4 T ( Brown %%,2017)
(A A&, it 3 R 93 2610 patch, 15

P = arg max Ex,,‘,[log Pr(y|A(P,x,l,t))]

(36)
Kb, A(P,x,1,t) Foni AR x, i EGGE 22
e o KGEANT PO BT B A 35 e AR A 455 45 ik
R 44, Pr(y |A) RoRfiA A J& T B AR
%y B, DPatch YR FHE 40 A — M8 UK HEA
H BRI i ik e AR H A A I 25 % LSRR 2y il
HFHERRZE B B9, B

P, = argmax E, [L(A(P x,1,1));37,B] (37)

e HARHCE Y, DPatch 38 7] LA A 5 A A8 2214
T HAREIR%E y, FISFHEDRZE B, i ik 52 ) 54K
I/ ME R g, FAR R

Pt = arg max E. [L(A(P,x,l,t));y,,B,]

(38)
X FAE BARTc: , DPatch B4 8 b il B brdr 5%
B0, B A2 35 5, DPatch 7% 5 3% patch
IR /INFZ IR, — i patch 2 K, B0k A B R R
SRR AR AR B R R iR 2
3)EA Jrik . HARA I o i 26 R EB 4 5%,
WA DAG RAP, T AT A BT P AE AR 19 4R i 2 i 1o
PR BT B, e AR dGE A & H
BRI X6 A 1 ) B A | L e s R R
RNE SR FhAE O, Wang 25 A (2020) 42 H) —
T 507 - B O Ak 9 BB ik O ——FA
X 7 AN FHASE AR 0N £ 457 5 AR 2 Bk A i
XFHUREAS . B M XU AS (19 A2 iR X (39)
AL
min L(x') = d(x",x) -6(D(x")) (39)
A, d( -, ») BRI AR IR R L,
TR T ILBIME; 8+ ) JEXTHubniE, Qe e o
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FRAENIIR O, 75 W5 T8 55 5 D AR H bR A A5 A
T S ) B s I AL 75 e A ) 4 S
RRE, BURRLF IR i3
X'=x+exz
s.t. z%N(0,6°C),8(x!) =0 (40)
K x IR EIR 2 JEBEHLA: B 3T e S e Ty
PRI S 1 R 28, € FORIEZS /3 A th IFEA RN
8(+) FARXTHUARUE, AN IR By G A 4G T 2 i3
IO, A1, KBS in 1 BERLIE S i R A 4
UKL el THSRL R HSE WV (A, TR R XS B2
SKRAIEOLT , BMGORL 5 4R PR A R B 8/ 3
JEAERUBR
Wang (2020) &2 714211 PSO ( particle swarm
optimization ) .74 ( Kennedy i Eberhart, 1995 ) f*) 3
JEIRARAZ, Sy 1A AR 1 UG R i 4y R 7T g
FREL AT R R AL E (U, ) RGBT
JEAE IR . [, O 1R AE S8 PSO B A A JR Bl i
Pl 7 B A A A h B s e s, Moy
HPABT B, 51 BT BORRL T RERS 3 0
pv = XE +p, xzx (P, —x) +
my Xz X (G, —x) +p, x (U, —x) +s Xz
(41)
K, w, FPIEERCE R T, w, B, PTG S A
T, g NFIR USRI, s S ST IR 75 1AL
&P, AR AR 3 SR, G AR R A
SRl A, A 2 BBk T B2 AR T H AR T 4R
ARME R KRR (41) 5 2 T, (R TR E Hb 1] i
Foal, BNk B RS 153 2R F e, e
(CESIDOETI= 7 N8
4) Adversarial-YOLO 77 3%, iX J& Thys % A
(2019) BTt —Fh BT YOLO 45 114 1A IR AT 0l i
XMPHUREA AR WOT 1 o 107 HEAE BRI AS 7T LUK
BT YOLO (A7 AAG I feff JHJC e A I 38 N 9 7
TE o XNy 0B S T SR B SRR A i ) 2
HRCR . TEBCFIE AL S 1A iU AR A B et
P, 5 B /NG 2 A B X RAYERK L, o
A, T 3 R L, 1) REZEERZE S AR RS 1R
JHABRNZE ;2) Fe/ IMEYI IR I B A S 05 3) BT
HE A, SCITER, BT 2 A AR i
I (Thys %,2019) ,
RIS, Ry 1 fof A R X PO RE AR 7T LG 7 301 g 2

HERE A T TR L, BN
L = 2 min |y~ Gl (42)
2R, po 4 patch BIRE, €. R—4LATHTED K
BB C P — R, R T RO AL B patch
Ay 90 5 S L B 1 R 4% B 8 T4
3 F L, B
L, =2

i

(pi,j _P£+I,j)2 + (Pi,,’ _pi,j+1>2

(43)
K, p, MEERE AL WEREBG TSGR R AR,
WA BEAIR, ez, WA B s o # LA b 3 i ok
GIF AR ERAN SR B LA S R AT B X T
FEAR B B A
L =aL, +BL, +L, (44)
3.3 WG AERLE
R TAET T 45 Tl H BRASI X e AR Az i
R, 2 1 X R A T IR AT T AT BAh . [RIRTAR
PR AER A NS S e R T e m Bt F 2
Y (R I 25 28 78 353 5% sR B 10345 6 AN T X
AR BN BLICE  EAT B S AbT, an gk 2 B
Mo MERTAE2 aTLIAEW, A Lu %A (2017) #2
tH DFool Bty A, 18 10] B A 0 (4 X B A AR 2 i
BRI K JEA LT LA LA
DM HIE X LR, EEEBE3 ANJm,
(D YHERCER Z ML, TP IR IR T 0 DAG,
Y SR 2 o B ARG 2 X AGHI 32 A ) AR A T R
5325 BEFE BR B 2 X0l vk 3R | 8 s 3K
R & AR, i A EUER T ik e
AT E) ARSI B A AR R 5328 R 2 A
PR ARSI AE B 15 (o L v bR B 22 R AR 2 55,
DAF H BETE $ R O vk 10 8 2 SR ok b 2 AR 1k
(2) Wik R BCE I 4k, BB — 1 A ik
AR BB G B AR (R B 5 P % eR R, A 26 T
AR BRI AT BHi S L B R
P RREL, (AR B XU REA T A il (3) H
B X e i AL B 2 Jmd sh s, e 5 DA
patch iy ERYRIFEEh Y, . 2R sh Bt AR ER L
SPEHEEAA R, E N AR R, 2RI
Bt 4R, YL Bl 8Os B 585, T LA T2
FHY SRR, H R AL A A BTN T
BWGARE EIZE | DAL SR A i B i ek
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DYl XT R EERE, min BRI Xt WIF Gt BER XS4 HE (anchor-free ) (Huang 4,
X BE A5 L) Faster R-CNN 4% 3 89 P B B A6 2015) 87 BRI 25 B A 5, 49 4n | SCXT CenterNet
MES , WAFELL YOLO AR Bl &, kA Tl iy CA B3k (EHARE BN, HAT rik K2

F1 WRWEFEHR

Table 1 Description of adversarial attacks

5 ik filiig

Fi i

51 AR IEPRSE LT R Faster R-CNN, 3F
DFool AT BB IR 322558 2 R AR AR 2 15 50 ok

Bg

LI RPN Az A R AR A ol ity A, S g1
DAG A AE FEAL A BC 1 45 RR 2, IR AL, E 3

TR BUHE (B ZE AR N 20 L AR 25 B RS2 AR S

FH C&W J7 ¥y RPN Az B i e i HE , il HE R

ShapeShifter oy ‘ot I BOT 152 U EL B0

Ap e FIHETRBRE R AR B T oy, B BTl RPN 20, 4%
A 0 428 S 2 o7 05 2 245 AR ) o
B RECTINA T R Sciitge, LIBsR ik - F e

CAP (58 TR E R SCis S 0 T RT3k
T 9 T R

D16 RP JPKAENE] RN G, B YOLO Y

Y 2% WRIEPE R AR 1)

CA B IRXT Anchor-free KM #8170, ) FH ST IR R i

ARG R s SUE B 1 UE B2 et

e GAN FIXFHUREARSE & 105 s AL GAN 1% \DAG
UEA PR IR AN L, $ R 40, fo i I il — A~ ]
PASEIN Az O TRE A Y R 2%

Dacdalus LR YOLO 461 NMS 41745, {13 NMS T2 i
i 3P TE B O R

¥ UAP Jriks5 BErK M #4545 &, il 2 5 RPN W 4%
G-UAP BTSRRI T = K AR R B 3 B, 15 20
BT L HeAl RN 2R EUR

S TR B kAR Tty G 3k 4 AR 9 77 7 5
R N EAR I DL BRI R B TR it

i3 1] PR P IR T #4975 s Faster R-CNN, 43
BPatch K R 3 HR AR A, 43 ) AT L S B e AR B P
(0T P P 7 AN, AR FE P

3 3 A % A AR R IS DI 2R patch, 25 AU 2

TOG

DPatch patch (L.

EA ST — PR TR FREC AL Y SR S T ik, R R A R
FrR&AE B e sk dodh BARKE AR

Adversarial- ety YOLO PO ot AR, 31 3 FioAS [m] 19 2 4

YOLO 2 BRBOR BRI USRI, 456 4T B 2R RS- 1 452k

SCHL B T A M

TR S X £5% 2 o s ARG T R X A T A 18 A T
oy fefs— R T3] YOLO B iish R 5 21
SR/ INFIIAEE R K FE 0,

FEFHALIY A & Tds )7 %, X Faster R-CNN B ¢
SRR  H A X REAS A I ) B, BT
Bk,

AR 2R T 4 T T ) AR A B4 ) R i
2%, H EOT Jr ik iyis HIAT B T FREE S AR, 4
UG LRVIE Y SRS ol rE SN S AU R R R =S

Y AL, AL BGE X 0 7026, Bty
XFRANL 5 {E i 9 B — i, B X RPN B iy &
BOLIT AR 22

AT B SCF B e Bk AOR 34y Sk
b AT hn 2 Bt s {51 T S R /N2 R
Yk A IE IR

X EBRIN P P BRI | AT A AL YOLO, X Faster
R-CNN A —E X H 1,

4 F5 53256 DeepFool A1 PGD JEAEAE Jy Ak )5 ¥,
A R TR AR B SR b v, S R IR UE B
A R FLREAR (TR RS e T it

A O UREA BB T, AT ARG 5 (0 el T I R A
S — ol i 1) 368 P T8t #9190 2% A SR o J70 R AR 1) 2K
itk — i, ARSI A R

TR NMS ZH 1 1 ol 1) A o P AR 5, LA L4 75 0 5
EA TR IR B A S BUAHE T FE A0 I ) AR A, B 3
B,

ER T RS 00 366 I 30 9 47 7, A B 9 AT G
Rk s (HAN REOR UESE FHIE 3 0o 45 i (R (SRR AR T, A7
R ST A 4 38 HHIC Bl o0) ST i B4 R 25 R 38

B TR R A QT B AR5 1 1 & Bl g 5 (2
RIS B2 R M TR N S8, IE AR 2%

T LIRS T 3y o X B TE 80 B, )
Faster R-CNN 1) 0T R SR 54 (R 5 3 R 54+ T
A G, T2,

A ERS R, X AN [R) 0 2% 1 1 o e A R BAR 47 5
YIZRRAR L =, BT

A 35T 6 T 5 (5 2
AR B TAS B T b A B, AR R R, 115
Ny

AL T Z BT B4 2 bR 8, 0 T N A4 4y B 8t B o
L, SR L IR
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R2 MRWEFEDLE

Table 2 Summary of adversarial attacks

Tk YAl RfvEm s Behpokeigi el PURREGT ARl Rt
DFool H &t JEE 1] L, PR B B (R 2JR)
DAG HEsh  sEmARE R L, PR B B (R 2JR)
ShapeShifter H&dal AR ) L, PR B BRI (IR 2 Jr)
RAP H&dety s m AR W) L, PR B HAEHR )
CAP H&IGE JEE 1) L, PIBT B HAEHIR 2 JR)
PhyAttack H & ot JEE 1n] - B AR (R 2
CA F&IGE Ak ) Ly, L, B HEREETER 22JR)
Daedalus &Yk Ak 5E 1] Ly, L, BB - ESo]
UEA H&daty s m AR ) L, ¥y LIE/TPR 22 J7)
G-UAP Bet JEE 1) L. ¥yu] - 2 JR)
TOG H&dets s m s AEE M L. ¥y HAEBR 3]
BPatch F&IGE Ak ) L, PibT B HEREETER Jari
DPatch BauGh SE [6] L. Hymy AWk Jrri
EA Bansk 1] L, ¥y - JR
Adversarial-YOLO FI&c il ; IE5E 1] - LElidEs B (SR Jeyip

B =7 FoR TR R T4 H2

BOR T P BOR I & o PR R A LT BB B T
i, PRSI BRI 2 A 0 K R TR BEOUE Mk, R R
ZAGE I G T X7 Faster R-CNN,

3) A& Bt B BGE e AR SCER M
Tk RGO RACE 3 B, ORI H bR
TAH L TR 3 2, I 48 TR, 2 BRUREAIE i fE ) B
58, AR LA T SR 5328 0 AT DA B R SUfE B
XFEMG A G5 R AT IE . PR B AR X X4t
FEA Y Sl 017 K e T MR G328 SRS T fif A
IR S50 ARMEAS i 1B B AT B 0t 1k i ke e
FEAS Bt i il T H Ao 4uek i R G et ik fef
BHIEE , R, it A 30 B A oy 5 vk
AR —AMEAR S B 7 [, (AR — 2R

4 WEHFIEXE

WEHLA R e 3 Mot v A ACER 1 9 DAG  RAP
UEA #l TOG J5¥&, Hoh TOG 45 3 4175k, 3t
6 e Jr A TR LSS AR AR R PAS-
CAL VOC, H:A I 40 VOC 2007 + VOC 2012 )
AR ZREMR, KA £ VOC 2007 1Y 430 1K

F% ., 1EPE Faster R-CNN #5 54E S~ ek 1) H FAs
R, R TR A Y2 Faster R-CNN, I 5
U BRI A B EAT K, DL mAP S PEf 45
B, mAP K, 15 I G I 28 o 54 B % G T 2 SR sk
I, # 3 N Faster R-CNN B9 1E W Il Zras I, 2255
13 & AR J5, mAP ik #] 70.1% , #8 i T Faster
R-CNN 38 3CH R 5CR , FH ARSI 28 03X ] o e o
Tk HMEAAEE T 6 R 7 AR O HTREAR,
IR N GRAF ) Faster R-CNN JEA7 4G | 52 56 4%
k4 s,

% 3 Faster R-CNN EEIIIZ4ER
Table 3 Normal training results of Faster R-CNN

epoch mAP/%
1 65.7
3 66.2
5 66.9
7 67.0
9 67.2
11 69.9
13 70. 1
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£ 4 AFEFHELE PASCAL VOC 2007 ik & I AP 458
Table 4 The AP results of different methods after attack in the PASCAL VOC 2007 test sets

/%

FEA i TOG-TH 2k TOG-B 8 TOG-IR5T2E DAG RAP UEA
plane 74.99 0. 00 1.55 4.69 6. 40 10. 83 3.56
bicycle 79.21 0.00 2.19 3.89 5.66 2.49 11.96
bird 68. 16 0.00 0.24 2.19 0.05 6.15 2.76
boat 55. 88 0. 00 3.65 4.08 2.20 7.42 1.91
bottle 53.80 0. 00 0.33 1.54 2.42 0. 14 2.25
bus 76. 38 0. 00 4.59 1.41 5.63 4.40 25.20
car 79. 68 0.14 5.14 4.84 9.34 6. 48 16. 80
cat 84. 54 0.00 0.95 4.17 7.03 1.10 14.71
chair 49. 42 0. 00 0.37 2.26 1.50 0.10 1.10
cow 76. 31 0. 00 0.97 4.62 6.36 4.23 2.20
table 69. 37 0. 00 0.02 2.24 0.04 5.14 11.24
dog 75.47 0.00 1. 11 3.98 4.32 1.80 4.44
horse 79.76 0.00 1.43 3.07 8.89 2.28 6.76
motor 76. 30 0. 00 2.88 3.57 6.74 2.97 15.87
person 77.52 0.18 0. 89 7.03 8.62 2.60 14.37
plant 44.23 0.00 2.53 1.72 3.33 0.52 4.58
sheep 72.79 0.00 4. 86 4.24 5. 64 4.11 3.38
sofa 62.39 0.00 0. 04 2.62 2.03 5.77 12. 86
train 75.06 0. 00 1.31 5.20 12.42 11.59 10.23
tv 71.83 0. 00 5.62 3.24 3.32 20. 11 6. 46
mAP 70.15 0. 02 2.44 3.53 5.57 5.01 8. 63

E L7 AR SR M HUREAR A2 7 ¥ ) fre DL 4G

T4 4T 6 FIRTPUFEAS A 17 VA X PASCAL
VOC MR 20 DS/NEAYRIE B, 55 2 912K
dr TR IS B AP, 56 3—S8 HIlJ2: 6 R HikEA A
B B E RIS . B s —AT7 02 20 A~/
AP BF A, B mAP {6, MWERH A LIE 1,20 4
INEIREAR Z AN T LBl S AP AR ARk, X
BT Y REE A 3 I Faster R-CNN #0028, (H A
i) e o5 7 2 B MUk i AN TR TOG AR A e T 1 —
P et O v, BOE BCR BT, TOG 1 3 Fh T 3R W 4R
PETHA 3 FhE I U HIE TOG-TH K, JLT-fli B4~
MERSER AP FFEE] 0,

4.1 HHMRHW
SIS EPE Faster R-CNN SRR 7Y | 43551 AT

drom L | Uik B B0 1) A AR R B Bl R
3 AR XS ik 6 M ke T 0T

I&EE L E }EH Iﬁ( EE }Jﬁ] yJ % ( attack success rate s
ASR) P, 78 Wi 5T 5 mAP B9 22 AL DL, G
XA

mAP ., — mAP
ASR = =

mAP ..,
X, mAP,,,, U3 Jo s w7 A DU 2% 19 mAP,
mAP,,... YT G R 2% 9 mAP, ASR 8  03E
it
T B9 A S 1] AR Sk I 4R BT X R
A A U ] s DA PRGBS SR AR (- 404
A A Bh KNS A I R U RE AR S S

attack ( 45 )
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LREMR I 2EHE . S90S BT AR A R I L,
g AR S R

F5 & 6 P HUREA AR O IR AE T R | I
i TR B ] LA R sh KN 3 AN T R
P, NIRRT 3 Fl TOG J57 ¥ I BEh E 1
HoAh 3 B4, UEA 30 DR e 25, XTI
FEAR A B (8] &, UEA A9 AE RIS ] 2 e bR A 3 S
K UEA Bk 2 @ ZRiF T —1 GAN M 4%, A4 Al
XFHUREAS (b A8 0 BT 1) A5 48 , i Fo At 7 1 3 7%
S AR R A A B, R Ry UEA SR/ T

SR ET XI AN ] G A iR 3y, To i i e A )
BUL R Atz S0, Br ok T iR B R0R , Hag
KT, £ 5 BRE 6 ik, UEA P24 1Y
STHUREA L, JEREEFR M 0. 124, & HAth 5 12 (0 KUA
RAP 5 DAG I EE, A= s a1/ | B A A s B
AEF BRI T A AL SN, ZER R PSNR KT
I 7 A B, T DA e s A i AR IR B — 2> F DAG
(), S T AR A L DAG B/, AR, 278 % &
ASR ITEARAN RN s KN, TOG FE£5 e An T i 2 B
SO | A A A B R

®5 JLBIE 7 ETE Faster R-CNN L3R 3t tE
Table 5 Comparison of several attack methods on Faster R-CNN

mAP/% IfTal/s
WIRES Yot 4/ % L, {4k
8L & i 1] Wik 5 Yt ki fE
TOG-TH 2k 70. 1 0.02 99. 97 0.11 1.33 0. 056
TOG-f & 70. 1 2.44 96. 51 0.11 1.43 0. 055
TOG-1R4 2 70. 1 3.53 94.96 0. 11 1.52 0. 052
DAG 70. 1 5.57 92.05 0.11 9.83 0.013
RAP 70. 1 5.01 92. 83 0.11 3.77 0. 039
UEA 70. 1 8.63 87. 68 0.11 0. 06 0. 124

T I PR R % 5 e 4 2R

4.2 FBMESHT

XFHUREAS (9 ] 3 4 S 48 AR 150104 X 0 AR X
AL () Yool i 7, 2 A XU AS Y EE AR
B o — g 10 X B RE A AR B v AR B
) 1 & ik BE 7, ) st e i LA 4 v A R Tl
REST,

SCEG R TR AY 6 Fh ik, UL Faster R-
CNN E R IRRIRI A s PUREAS Bl Yol () H AR si
JEFE L) Darknet “AE T M4 YOLOvV3 ( YOLOV3-D)
H1 SSD300 4 Fofr 541 [ s A 0l X 2% 52 4 25 2R an 5k 6
FIs o BRI L5, 6 Tl oy 12 40 ol 9 A e 00 4 1) A
DKS B2 R B HARFER A, BR T UEA, HoAth 7 519
Yo P REAE 10% Z M, TOG-TH 2 # YOLOv3-D
M 81.6% TR 77. 5% , Brali lLI R N 5. 0% , ¥f
SSD300 FYICH; B3R N 3. 4% . RAP X} YOLOv3-D
H1 SSD300 1Y By L #5350 R 3. 7% #12. 8% ,{H
Xf Faster R-CNN M ifi B2 3 ik 92.83% (£ 5) .

ghaak 5 fiFk 6 M LIA Y, TOG & 51 DAG F1 RAP
Ty AT B MR B . 1 UEA XF YOLOV3-D A
43. 2% BY T L R, X SSD300 ) T i i R N
45.2% AHHC A 5 s, UEA J7 3% 09 T i B Pk 4 4
MBI B 1 E, DAG J5 ¥k A i X P A A 2 AR 4
RPN B 1) 8 WUAE 47 43 8 0ty Bl o R 5
RPN W24 56 s RAP B33 (40 2 3R RPN 4% 5
TOG J7 4218 1 Faster R-CNN 35 2% oR %% F 1) 1%
5 SR BT B Sk AR BOGHHTAE AR, 3 8 5 iR
JEIETF Faster R-CNN [ N EB(5 Bb 7oty , — B
TSR ARG I BB 40 YOLO B 515 21 fl UHE 1M
ANTTE RPN R4 | 3 B X HURE A gl 2 85, B DAL
AAERHEARAC, Mo — A, UEA eIl 2Rt f
TSR 45 2K 35— 5 2% R A A i XU RE AR i 3
Fefie f1, ML BRI LA B Em A H bRk
WA G e ik W] 3R B R e A BR 4, Ja i3
PR AL 1 LA IR
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Table 6 The comparison results of transferability

/%

) YOLOv3-D SSD300
ik WiliE mAP ) mAP W % Yo AT mAP WH 5 mAP G R E S
TOG-JH % 81.6 71.5 5.0 77.5 74.8 3.4
TOG-f H 81.6 78. 4 3.9 77.5 74.7 3.6
TOG-147 2 81.6 77.6 4.9 77.5 74.3 4.1
DAG 81.6 77. 4 5.1 77.5 72.9 5.9
RAP 81.6 78.5 3.7 77.5 75.3 2.8
UEA 81.6 46.3 43.2 77.5 42. 4 45.2

T L PR R % 5 R L4 2R

5 PBAfEHIRES

H AN FEVF Z2 3 H L SEAT: 55 rh 4 G %
FAt, B AT AT 285 1k F Bm A I 25 18 52 R A
(=3 DR m A S v A R . HAiX T
HBRAS I XA A 0 B AE 7 k800 | A SCH B A Y
I B B AR 45 7 D 546 53 Ay A 3EL 97 ) 0 92 15
BT R B AR 2K
5.1  TiAbEE R fE R BE

AL 37 D SR S S PR il A 28 1) 248 T
Fegd— RIVBRAE, LR iR A R Bt H0L
i 20 PR BG4 5 . TIUAL BB AE SR i
e G 53 S8 Bt STl 2 — 301 H 2 1 B AE 4 it , RE 8
AR PREA R Kt — 2223 220l R
SrFERY A FRERAE iz T3] B A A S5, & 9 e
B —E B EAEH]
51,1 M JEUANE BTG

Saha %5 A (2020) & ¥ 2 M ( Akhtar %5, 2018 ;
Vincent 55,2008 ) F17E )% #5 € I 14 ( Wang,2016a,
2016b ) 25 28 B B 48 J7 12 78 H AR 8 %5 5T B 18 T
RE BN BAFE . Liao 45 A (2020) # DAG /41
XFHT FE A 22 3 JPEG ( joint photographic experts
group ) JE 4 ( Dziugaite 55,2016 ) J&5 , H CenterNet I
SSD HERIHEA TR |, ¢ I LE X PR B AR KT
Yot
5.1.2 BEHLHEFHE

Chiang %5 A\ (2020 ) 4t — Rl B X5 B A A Il 5
IBERL PR3 7 R BT UREAS . AR Se i e

U RAVE R TR VA, B 32 55 R A 52 )
= A AR AR, T B ARSI 75 22 58 B n A AT 55, X 6 F
[l ] 2 E KBt o, PRI e R P (AR - 2 Y
A L, SEIRZE R R DAG Zili AR B X
PUREA 22 AL P (73 A, 0T B3R AR
5.2 RERAEEN
5.2.1  XHuilgk

ST ZRAE Ry PR o3 ST R 0 8t B 0 )
A L Ree A BRSSP Goodfellow 45 A
(2015 ) 45 38 & X Be Il 2k 45 e A5 A A R
Kurakin %6 A (2017) $2 H #E KB 4 Inception v3 15
HUFN R AVE R DE ImageNet I FHHL & IH— 1L A9 7 ik
HATRT Ik, R 22 H7 1 (Tramer 45,2018 5 Li 55,
2019 ;Song,2018a; Madry %5, 2018 ) Y445 X3 47t Il 44 FH
TRPUEA BT,

Zhang 1 Wang (2019 ) 38 35§ XF H A ke I #5% /) —
Se 22 W AT A3 AT, DN BRAS I ) 24T 555
>J (Redmon 55,2016 ) fi 45 | X S i & A FL—
(43 240 2R B8 A A 2R 5 6 B R A AL S H
B U #8 (0 e ks | AN [) A9 A 55 408 2 XA 70 5 A 1 1y
YEFAASTA] 45 56 0 2R o7 4t R Sk Hi il 45 H
PRREINRS . S5 SR RIS Rl YIN 2R AE A [R] i i
T5 1 KR AR T 2 4 AE 4R BUAS L AR BEAR I b 2
N,
5.2.2 BREIETFSUEEMH

Saha 4¢ A (2020) TA S 3 B 1) H brka I 5 2
FF AR R A MAA T T XFER, X
b bR SCfF B AR g ik 2 R, Saha 48 ZE D
SRR s oy BIR )T SO B B8 HIAT LA A R AR
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i@t N SO T B R T

PR b SCAF R AY A A AT LA 7 TS
1) Grad-defence, f& Bl Grad-CAM ( Selvaraju 2 ,
2017) A REVAR K 45 ARUZ i v ) R 47 m] AR O 47
BT (AR o A I ) R 30 A n SR
TR ARSI A A B i A DK 30 SOHE T LA 15 2 A
EFAEST, LIRS J5 — 2 i sz By Y 1 i A1
X HUREATE A 1A JE] [ 5 00 0 W 7 52 e, R A+ BT M
AT o 2) AE 2Rt I BR b R SCRYSZ R, 8 it
NTAEYIZR AR FOREG — AN 25 1R SCHY AT 529
7, RPN ZrAar i 2, LARR I R SO Bl
FH o SEG R W 3k 7 5 32 0 e S 3] — 2 1Y By 1
TERL
5.2.3 IENMET

Bouabid F1 Delaitre (2020 ) 5 1% /3254508 1 1R
AN T (Zhang 25,2018 ) 4 Ji2 3] H A7 k6 ) 45 45§
AR B B . RS E IR M
25 Hy 22 30 DX S5/ N A7 Ay 451 358 XU e /N, BT DA
W28 AT EAZ N R B, o B SE e iz Ak iy
Bt o G LA EAEAS SR 4 4 R AR ZEF
B R P8 T T T AT IR &, T PR 28 FREAS 1 1 2
G R TE A BB 22 98D X B AR %
AL, SRS Y 6 Bk
5.2.4  FEEXSSF

Xu 25 A (2021) $2 H A8 H )2 B R AR X 5 m]
DA A R M | A DO RE A Y e e 8OR , al
AR 7818 (knowledge distillation ) A1 H £ 2% >J
(self-supervised learning ) Wi 1 77 7, #K H siamese
o0 245 12T 190 285 1) ST 30 AR EA T RRAE XS 5, SRR Y
FEAE S ANA A A%, 38 45 5 v (R4 2 B ok
SRACKTHTIN SR, 15 2] B P 28T TP RE ST Tk, S
B85 S BT AR AE XS 55 7 VA AE DA I EE Zhang
H1 Wang (2019 ) FXTHT I AR E 4T,
5.2.5 MEARSA

Li 25 A (2020 ) WLEE 5 % AR 7S 1) M A J2 1 3ot
S AL REIE WU, HA R IR, A SRR i bR
AR R8CR . [RI I Ao 225 I 246 3 FH Mg 7 1)
U LU XTI R A, B ) IR AT LR A 1 ]
WS BB T —Fh o B R ioHE 2R, o RIS 73 A
INER G, BEAILX AR 3 18 R SEAT IR U, IR U nad )
g 75 T DR XS BUREAS v BT A =, LR B B4 H i
SR A B OHE 22 1 B A D AR AL A R

PO PUREA BITERE LG T ARMNA 3 B MHE SR B
M
5.2.6 Kyl &5 1% ( DetectorGuard )

Xiang F1 Mittal (2021 ) &1 % %t 45 55 o5 w0 )53 38
Yeike it 17 —Fh 44 S A6 45 1585 ( DetectorGuard )
38 FHAHEZR B o DetectorGuard 1 I 5552
5 FARRI A AR B IR 2%, o B R P 2 2R A i 2]
R g , Beit 7 —Fh o G0 8% A A, X g T
oo 2 R PR SRR R ol A e 1) 2K
el B 1 W R R B 2500 8 02 Fn B o
KA IAT RGP iem BTN EEIR S R &5
50 ARSI &5 00 4G D0 25 SR AT X L, A SR A
L 45 RAN— 3, TN SE S XHTUREAS | fih S A 0 45 391
ERESR M BGEE R
5.3 BAHIRERE4E

T HNEET —LE I ARAG I BEAT 5 0 SR, ok £
B AN SR M 2% A DL a5 HLE T3 6 AN IR TR B X
R YT 7 1k s AR . AT, B A SR it 2
PEAT XN (XTI ZRs ZAR e A R TREAR
Xof F ARSI 55 A Ul , B R, S RE NS, 8 i) X b
T2l BB A BE O, TR A il — > R
AT AR 2 F Tk 52 EITUGER,

SR UL, B AR ek i B AR 4 R B R4 8%
ForBE = A B Se g R R 4 R R Bh Mt AT
B D , Xof 40y B3 s v ARG 0 ) B0 L ZR IR, 3 X
o IR G2 4 D R e L A T 58 14 o e i S S 1]
L W A EUR S IR 2 R, HL B ARAG
A28 5 K BN A e, AN R o328 3 ) R Ao 5 1ol
H, BRIV 2002 dn b BB EORAE FARAS I 45
S MUSIEES e Sy O M EER Y o U B R Ay R IR
BRI RE — PR

6 EERE

FURT, [ e 00 45088 P %o 0 AR A 2 s A0 977 40 ¢
ARAETFRE G B, b AR KR K SRS ], RS E
MAERIBEFETT AR

1) FARG I XU A B ALE R, XFHPTREA
A E R R S PR A R k2 — &
BRI 50, 0 H AR I TS AE P A —
ARG, BN T RS2 i TR 7k
FEA, AT H BRI T — e i X BUREAS A TR 4
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Table 7 Summary of defense methods

e ik ik
L SRR ARG TEGE i Y e = i L % PR T 0/ 2 e 2 B A | R R
b E
LSRR BEHLH - P A 2 SV AR S5 52 ] 0 1) R e S0
K% TR 3532 R4S A5 2 A £ 2 41 1 b R0 8 A S U1 02X
LT B gﬂéfﬁm&nﬁ&%ﬁimu%%‘LTSCT&EEE‘JE&MZ%%, L S 5 A 28 i
- ;Eﬁé\ﬁmﬂwl%E@ﬁ%ﬁffﬁmﬂ%?ﬂt%ﬁE?ﬁ,i%%i]ﬂXﬂa‘ﬁEﬁZliB’ﬂ%
R f
B EAREEDT 60 - S IR R [ W 3T X SRR (8 T 24 A BB A T AT, &
N BT RE 1 3R
- L P R 1 40 B 1 PR b AT W 0, SR B I 5 SR 5 A T 5
AT GEL LA B TSR
TN WG A I 08 BEALIEAT 12 22 v, TR 0 A S5 £ 8 7 T e M 75

R XA AR R L Bt

BT T, HATZ AR H i R ZEO A B
A ORI R 19— 28 H AR 2 E A T
i, BIANER X5 PR B B i 2% 254 T B0 (B R AR A
T X BORE AR X6 BRI B I 245 (04 W o ORI
B U BB B AR U R HUREAS 1Y AT A RE
B TVEAE AR IS B ROCR . el A7 2%
itk ke IRA Tk D 2 aed TSR A R TS A 1
XFPUREA B = 12 A RE 7 14 1) R, 2 3 X A A (4 ]
IS PE R E A G R BURE A R 25 A H AR A
DAL b 35 HA B0 i B 1, 2 AR A — D IFSE

2) H ARSI A RSB, Hh T H s A I 4
FEA AR U2 — AR 4 T, Ak T AP BB, X T X
FEAS P A B SR PTG AR IR TR, X B A8 T B A
LR A Y — 2L 1 SR 32 B S R O 26
SRS PR A Ty . AR R SR E AR A 4% ) R
PR LS R X T B ik, DA S A ey DA #2510 2% 1Y)
RIS IX Fh Uty 598 75 Z ik — D WF 5, BEE
H AR A 7 £ 4 M50 S 40 3 174 5 3k 7, T
B T2 A 1Y) b G 0 45 8 Ok Bk Sy — T8 D) Y
1%,

3) RUREA R B /N AE G L, i T H
PRSI — A KR 26 | T BRAS 5 1%, U0 DFool
(Lu %§,2017) . DAG ( Xie %%, 2017 ), RAP ( Li,
2018b) ., CAP ( Zhang 4§, 2020 ) . BPatch ( Li 5%,

2018a) \TOG ( Chow 2 ,2020b ) # &4 T+ [ 4L #5 4=
SR, PR A I DORE AR T B A K ], R4 UEA
TR A GAN P45 $2 R 2R I 45 | R A
X PR AR B S 3 11 1] A5 496 3k B A A, (H 23X Fh
B RO IS4y BAR i HL2E R RS 4 3h
K, NIIE 75 B AE s St b 1 —Fh 5 4 19
2 il A WO URE A (1 T RS AR G i R R
B i) Fr) [ A, B P4 A e P MR 3 3 A e g 7 e <
SRR, IR AR K R B — A FEUT 1]

7 & &

A SRR A D 32 S5 Rk £
PRSI J P55 PR 22, R G425 T T
H ARG REA T LSS I AT
TIURMSURATCRE A TV OPERE. P2 T 64
LA LA 1R S

I EL BRI 0 R R A T2 3 A
Bl AR 7 AR U, EL il T X FUREA P2
AR50 48 BB G RO B S B,
SR RS AR A S T H AR X5
BEAE L S BRI B BER A AR
R L ST 52 10V ATT 45 26420 b
R 5 %,y F R 632 1
B AR
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