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more and more developed in recent years. Nowadays, ordinary users can easily use various software to edit digital images.
Although these falsified images can bring us some special visual or entertainment effects, they can also be maliciously tam-
pered. These maliciously tampered images will have a huge impact on litigation evidence collection, criminal investigation,
national political and military affairs, etc. Therefore, image forensics research has very important significance. Although
the tampered images can be edited in various ways, this study focuses on the detection of image splicing tamper operation.
The splicing process of digital images is to copy a small region of a real image and insert it into some region of another real
image, so as to tamper the original image content. In the process of inserting the spliced object, some post-processing oper-
ations, such as blurring, smoothing, retouching, and blending, may also be used to hide the tampering traces, making the
tampered image look more realistic and natural. To solve the problems of state-of-the-art image splicing tamper detection
methods, such as low classification accuracy and coarse localizations of the spliced tamper regions, a convolutional neural
network for image splicing tamper detection is designed under the guidance of the inconsistency around the tamper edges and
the tamper regions to pay more attention on tamper regions and tamper edges. Method First, in the image tampering
process, the tamper edges of the spliced objects leave tampering traces, which are important cues for image splicing tamper
detection. Therefore, a tamper edge extraction network branch is designed in this study. By learning the inconsistency on
both sides of the tamper edges of spliced objects, the tamper edges of spliced tamper regions will be extracted. Considering
that it is difficult to make the network converge faster and better due to relatively few tamper edge pixels of the spliced
objects, this study expands 6 pixels inward and outward along the tamper edges of the spliced objects, which forms a
“doughnut” with a bold tamper edge. Tt drives the tamper edge extraction network branch to focus on the edge contour of
the tampered object by learning the inconsistencies on both sides of the tamper edges. Second, the information contained in
each image is different due to factors (e. g , camera equipment, lighting conditions, noising environment) during the
image capturing process, which can be helpful in discriminating the tamper regions from their surroundings (i. e. , the
spliced objects copied from one image to another) . Therefore, this study designs a tamper region localization network
branch to learn the inconsistency between the spliced region and other regions. We also introduce the attention mechanism
into this network branch for the first time to focus on the learning of tamper regions. Finally, a two-category classification
network branch for authenticity discrimination is designed, in which O denotes untampered images and 1 denotes tampered
images. This network branch can quickly and effectively determine whether the input image is a tampered image and help
users to jointly determine the final tamper detection result together with the results obtained by the above two network bran-
ches. Model training and testing are carried out on the Keras platform with a NVIDIA GeForce GTX 1080Ti GPU card. The
stochastic gradient descent method is used to train our model, and the related parameters are batch size of 16, momentum of
0.95, and attenuation rate of 0. 000 5. The learning rate is initialized with 0. 001 and updated every 6 250 iterations with an
update coefficient of 0.99. The total number of iterations is 312 500. Result Our model is compared with fourstate-of-the-art
methods (i.e., multi-task fully convolutional network, fully convolutional network, manipulation tracing network, and
MobileNets) on four public datasets, namely, Dresden, a raw images dataset for digital image forensics ( RAISE),
information forensics and security technical committee (IFS-TC), and common objects in context (COCO) datasets. The
classification accuracy of authenticity discrimination of our model increases by 8.3% on the Dresden dataset, 4.6% on the
COCO dataset, and 1. 0% on the RAISE and IFS-TC datasets. In terms of the localization accuracy of tamper regions, the F1
score and intersection over union (IOU) index are improved by 9.4% and 8. 6% , respectively, compared with the existing
methods. The network model designed in this study shows excellent generalization ability for images with different resolutions.
Our method can not only locate the tamper region and extract the tamper edge well, but also improve the classification accura-
cy of image authenticity discrimination. Conclusion The image splicing tamper detection network proposed in this study con-
sists of three network branches, namely, authenticity discrimination classification, tamper region localization, and tamper
edge extraction. The three sub-tasks are fused together to promote each other, which greatly improves the performance of
each network branch. The proposed method surpasses most existing methods in image splicing tamper detection, and its main
performance advantages are as follows: 1) compared with existing methods, the proposed algorithm can more effectively judge
whether the images have been tampered; 2) the proposed algorithm is more accurate than existing methods in locating tamper

regions. This study expands the ideas and methods for the research work on digital image forensics techniques.
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Fig.3 Schematic diagram of the attention

mechanism network branch
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ARSI GRAI XL T Keras $E47, ff H]—

B NVIDIA GeForce GTX 1080Ti GPU FI| FH RfiAL A
TR, IASETN  3hih 0.95, %
JEAA 0.000 5, B4R 27 2] A5 0.001, 2 > K 4
6 250 Yk AU B — I, BB R AL 0.99, batch
size B K 16 K/ BIEARRECH 312 500 K.
2.1 REHIERESHIE

WA SCRIE R FEAZ R B COCO (common
objects in context) ( Lin 5% ,2014) RAISE (a raw ima-
ges dataset for digital image forensics) ( Dang-Nguyen
4% ,2015) 1 Dresden( Gloe #1 Bshme ,2010)3 444
£ FEARBAEHIEL R 1) 8 T (I 2R 5 Y
XA 3 B UG S Bz A, 3 il B 3 3 A48
Lo, HEHEE RAISE il Dresden U#E 211
HLDB, RN 1024 x 1024 48R B H B 16 A
AHEFH) 256 x 256 RFR KN, R $£H COCO
Bl m g, KANR 256 x 256 B, 2) 4
COCO HHatE45 Y pixelmap R 2 HHEXT 5 H4
HAZHIRIG R BT 1) iy /N b, H— PR K
BEPLIZ HRGIGE R 12 SRS SR It R P
PRI 575 SRR RN R BT R AR, B 2
SLHCYAETE BN T SR AR 5% I AT IIOR
FRAE B A ST BROR T 5t IRLLELTE R 45% N
PATAR/IMERAE . B BRI 10 J7 MR R LA 10 7 6 5L
A TR R, IR R A e A T It

P4 Oy bad i A ) HodiE 4R AR 2 1), BIKE P 4
(b) Xt T & 4 () I NTE IR SRS 2
PRI RIE 4 (a) A5 B B2 PRHESL IR
(K4(d)).

K4 REACECE A2
Fig.4 Sample data production example( (a)original image 1;

(b) original image 2 ; (¢ ) pixelmap ; (d) tampered image)

SR 3 A5 0 2 FE RS B2 S CASIA2 (Dong
4%,2013) , EXIF-SC ( exchangeable image file format
for digital still cameras) ( Huh 45,2018 ; Moreira 5%,
2018) 1 IFS-TC ( information forensics and security
technical committee ) 25 £E, M1 T CASIA2 #(¥E £
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Fig. 6 Comparison of tamper regions localization with or

without attention mechanism( (a) tampered images ; (b) tamper

region masks ; (¢) without attention mechanismj

(d) with attention mechanism)
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Fig.5 Comparison of tamper edges extraction with the

expansion of different pixels( (a)tampered images ;
(b) tamper region masks; (c)4 pixels expansion;

(d)6 pixels expansion; (e)8 pixels expansion)
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E17 e TS GBI EIOAEAE  p 5 Comparison of tamper edges extraction results with or
WO SR LS i A T LUt P2 b 1 without gradient convolution kernel( ( a) tampered images;
GRRLST < BRI i 2 0 Ll A3 im Ay Az 000 208 S BT (b) tamper region masks; (¢ ) without gradient convolution
3 BE TG IR R B B ok h 2 iR i EL A kernel; (d) with gradient convolution kernel )
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2.3 BEEHRERTEMRER

oY A ) s I P R 1 S LR R AR
SCRREA FH v a] 23 S 3 1 LR 5 23S0t G
fi— AR, % 1 WA FON (fully
convolutional networks for semantic segmentation )
(Salloum 45,2018 ) ,MFCN ( multi-task fully convolu-
tional network ) ( Salloum %%,2018) . ManTra-Net ( Wu
ZE 2019) 11 Mobilenets ( Howard 45,2017 ) 55 F 1% 9t
FRELUOR Iy AR RV BRI 5 o 2
RELLEL, 5286 rh  FCN Rl MFCN 1R 6% 2 B SCik &
Fi, ManTra-Net 1 Mobilenets B % & F SCHk $2 4L 1%
R,

M1 AR 1) A SCR B ) 4 2K 45
75 RAISE $i 45 BRIy 58 th | 7e A I A R A
(¥ IFS-TC Bd 4 FIAF T 0.91052) A 5 H
i 4 FOTEEAR L, 78 T A BCE 2 bR A R AL
A LD G325 BE 3 ) AR SO VR AR B A s 4
0 EL A S S R AR AR RS E , WS BERR I 7E 0. 9 72

A7, SO R WIAR ST 5 A BA B 4 D 53 73
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Table 1 Comparison of different methods in authenticity

classification accuracy on different datasets

ik Dresden RAISE COCO [FS-TC
FCN 0. 750 0.916 0.708 0. 800
MFCN 0. 875 0. 836 0.916 0. 602
ManTra-Net 0. 833 0. 820 0.791 0.710
Mobilenets 0.708 0. 958 0. 820 0. 900
A 0. 958 0. 968 0. 962 0.910

TE UL AR BB R A2 2R

%2 I ENFIH S0 2 1 FH (area under
curve, AUC) PEREFEARXT FLPPAL 25 R, T DIEH A
S AUC HAEAS B AR - SRR R 47,
HAE COCO HHli e 13k #) T 0.910, HATE Dresden
HITFS-TC %i 4 R T Mobilenets 75795 .

F2 FREFHERRSEE EOEMFIZISE AUC LLR

Table 2 Comparison of different methods in authenticity classification AUC on different datasets

Jrk Dresden RAISE coco IFS-TC EXIF-SC CASIA2
FCN 0. 630 0.567 0. 629 0.561 0. 603 0.672
MFCN 0. 652 0. 665 0. 768 0.586 0.712 0. 656
ManTra-Net 0.718 0. 667 0. 568 0.679 0. 664 0. 796
Mobilenets 0.760 0.758 0. 850 0. 812 0. 641 0. 649
A 0.752 0. 851 0.910 0. 810 0.792 0. 868

TE UL AN BB R 4 2R

Sk T IR AR SC 5 A AR M DX 3 A T A A 4K
P, BEH F1 PF 53 Fl 8L & J& (intersection over union,
10U) 1R M PERE LR DM 845 , O 5 oAt 4 Fh oy i
AT TXF AT, AFJ7 5 7E Dresden \RAISE | CO-
CO IFS-TC .EXIF-SC 1 CASIA2 4 I ek IX
I E S PERE R P B N 35 3 i/, 256 5509 E 52
TR AR,

8 JE/R T A SCE B e 45 R S HA Ty %
7£ CASIA2 (EXIF-SC Fl IFS-TC $Hi4E - 5%} o 52
a5, B8 (a) M AR B ES, K 8(b) HE
SERY B X bR K] 8 (¢) —(g) 439 FCN \MF-
CN ManTra-Net . Mobilenets Fl12 3 75 1 59 2 2l X 3k

R3 FAEFGEE6 MEUIEE LHERXIGEMEREILE
Table 3 Performance comparison of different methods in

tamper region localization on 6 datasets

Jrid F1( L430) 10U(_F4332)
FCN 0.324 8 0.6353
MFCN 0.430 8 0.762 0
ManTra-Net 0.384 3 0.651 6
Mobilenets 0.389 1 0. 660 0
AL 0.524 8 0.848 6

TE L AN BB R 4 2R

AR K1 —2147 3—41T M5 —61T K%
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Fig.8 Comparison of tamper region localization results
from different methods( (a) tampered images; (b) tamper region
masks; (¢)FCN;(d)MFCN; (e)ManTra-Net;
(f) Mobilenets; ( g) ours)
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Fig.9 More image splicing tamper detection results
on different data sets( (a)tampered images; (b) tamper
region masks; (¢) tamper region location results; (d) tamper

edge extraction results; (e) authenticity discrimination)
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Fig. 10  Failure examples( (a) input images; (b) tamper
region masks; (¢) tamper regions; (d) tamper edges;

(e)authenticity discrimination)
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