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Two-stream face spoofing detection network combined with hybrid pooling

Wang Yahang, Song Xiaoning, Wu Xiaojun
School of Internet of Things Engineering, Jiangnan University, Wuxi 214122, China

Abstract: Objective The convenient and efficient technique of biometric feature identification triggers the wide and pro-
found research on face recognition, which draws extensive concern and has been widely used in various authorization scenar-
ios, including mobile phone unlocking, access control, and face payment. The rise of Internet of Things application termi-
nals including mobile phone cameras make much private facial information of user easily and instantaneously available,
which lead to serious threat for the traditional face identification systems. Therefore, more efficient and accurate identifying
of face spoofing attacks, including replay and print attacks, reducing threats, and ensuring system security have become an
urgent issue to be addressed. Face anti-spoofing mainly ensures that the real entity is displayed in front of the camera, rather
than a video or a photo. Many techniques, including convolutional neural network ( CNN) methods, have appeared to
address this issue and aroused a great concern constantly in recent years. Typically, the hand-crafted features including
LBP (local binary pattern) , HOG ( histogram of oriented gradient) jointly using a kind of classifier such as SVM ( support

vector machine) , is to be the most commonly used technique for face anti-spoofing. However, the diversity of spoofing
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means still causes great difficulties in manually extracting effective features. Most CNN methods cannot fully exploit the val-
uable information in the case of temporal dimensionality and thus result in poor detection. To address this issue, this study
presents a two-stream spoofing detection network based on a scheme of hybrid pooling. Method Those methods that only use
spatial information to solve the face anti-spoofing problem are not generalized. The face anti-spoofing framework proposed in
this paper includes spatial stream, temporal stream and fusion modules. The entire design process of experiment is divided
into two aspects, one is to use spatial net to achieve spatial information, and another is to apply the temporal net to acquire
temporal information. The algorithm implementation is detailed as following. First, optical flow pictures are extracted from
the dataset, on which face detection is performed, the optical flow pictures are utilized as the input of the temporal stream
to learn temporal information, and the original face pictures are used as the input of the spatial stream to learn spatial infor-
mation. Second, a shallow network is adopted for the spatial stream network, in which spatial pyramid pooling is combined
with global average pooling at the end of the network to obtain hybrid pooling features. We then perform classification using
a fully connected layer. For the temporal stream network, we adopt a deep network using residual blocks given that effective
temporal features are difficult to extract. Spatial pyramid pooling and global average pooling are also synthesized at the end
of the network for the classification. Results obtained from the spatial and temporal stream networks are used for the final
score fusion for improved classification. The choice of different color spaces may affect the final result; thus, we compare
the effectiveness of different color spaces by experiment and determine the optimal color space of the presented model.
Result The proposed method is demonstrated on two public benchmark datasets, namely, CASIA-FASD ( CASIA face anti-
spoofing database) and replay-attack. We obtain the results of 2. 141% EER (equal error rate) in the spatial stream,
9.005% EER in the temporal stream, and 1.701% EER in fusion on CASIA-FASD; and 0.071% EER and 0. 109%
HTER (half total error rate) in the spatial stream, 17.045% EER and 21.781% HTER in the temporal stream, and
0.091% EER and 0.082% HTER in fusion on replay-attack. Conclusion The two-stream spoofing detection network com-
bined with the hybrid pooling scheme achieves promising results on different datasets. The proposed method utilizes the
effective information in temporal dimensionality. The hybrid of spatial pyramid and global average pooling means can exploit
the effective information in multiple scales. We can also relieve the burden of the high dimensionality of datasets. Experi-
mental results obtained from popular datasets demonstrate the merits of the proposed method, especially its robustness to the
diversity of spoofing means and the large differences in the quality of image datasets. Our promising results will encourage fur-
ther work on synthesizing an informative stream and lead to successful solutions for other application domains in the future.

spatial pyra-

Key words: anti-spoofing; convolutional neural network (CNN) ; two-stream network; optical flow method ;

mid pooling; global average pooling

2009) . mErfeE M

5] W RSy,

][I

AVIESIDE (1 Rl RES N

NSRS £ 2A FTENTGE (Tan 55,2010) |

FH 28 W 4% ( convolutional neural network PFT A H ( Chingovska 28,2012) F11 3D T E.
TUA ST S Y K SR A A =k Y
PUB SR F] BE . Taigman 45 A (2014) $2 Hi 1Y

F] 97.35% , iR 2 Rl

T 3D A

i (Er-
dogmus Fl Marcel ,2014)3 Fh 5=, & 1 fr~. o
L T 22 Y TS R D R e 1) B
A AT B ABE AR AEDR AR, T DA T s A DA T EN i 0

T AR T AR T 27% o 545 80a & AR
Ho, NS5 245 8, s inml X 43, 9 H AR

BIAERE H F AT . AR AR )z
BB TARZIRVER S . A IRV 32 B2 M i e
N TR 1 3 0 i 1 S R R A A I ) SR T
Wit R G0, XTI I ATE (AR I e G 1R 531 45
2l —A AR R R Bk RS R 48 ( Duc Fl Minh,

M . AR Sk XA EEE AR 55 17T
Epdeets, o TR AT ED 9 BE A, BT LA Gl A st ) 1 A 45
B IR {5 BB W S 15 855 U S T At
T SR BeAE R R4, DR A A T A ™ A
JRE JIK Ml 7 S ) AL, 45 45 T At A A UG T ARG )
LEFEAY R T 8 B RE A, 0T B (8] 0 253 6] 2 Sl A
FHEAT

[%*\Do

© K%K

R FRBUIT A



PEERERFIE

JOURNAL OF IMAGE AND GRAPHICS

Vol.25,No. 7 ,Jul. 2020

.&"E’t

(b) M (c) 3D HIH:

RN G TN

Fig.1 Common attack methods

() ITEN L

((a) print attack; (b) video attack; (c¢) 3D mask attack)

FE U A I B R B R B TR R Ty
BB TIRIE I J5% . Chingovska 55 A (2012)
H A JRy 38 — B A% 2 (local binary pattern, LBP)
VE RSV A I Y — A8 BORR AL, I T S 4E 1) 5 AL
(support vector machine, SVM ) /E Ky 432585, IS T
AERIEIR . AR Z T kA 2L T LBP g1 H)
WH5E. BR T LBP L2 Ab, J7 1a) 4 & B J7 &1 (histo-
gram of oriented gradient, HOG ) ( Dalal F1 Triggs,
2005) .Haar( Erdem 5%,2011) SURF ( speeded up ro-
bust features ) ( Boulkenafet £ ,2017 ) 544 48 45 11F
P BRI S5, THIRVR B R B i D S 2
AR 5 HOE A AR A B X3, Boulkenafet 55 A
(2016) FI| FHEME R BOHAFAE . Wen 55 A (2015) F
PG ) ot B R A TIRVEAR o (B3R D A2 S %)
R IE e, 2 TR B TR 4 AR R, TR T
— BT BB J7 s, Pan 46 A (2007 ) #1 Kollreider
SN (2007 ) 39 R IR 2 sl 35 W sl 5 5 AR 4
NAEEFP IR SR S BOR U TEN G . R
G IME e REF BSR4 4 152 R AN I e
I AEAEBL S P YR R A, It 2 Eidh
Jo s W B I A AT RE H OB B VR 2R R, O it
Arashloo &8 N (2017 ) K5 VEASIN (4 0] 800 SN S
R, FESRTVEAE AT R A, I REE N ZRIN H  2
> IEREAS R 3 A B AT, 7 S VEREAR TE G . 2610
T B9 7 22, Karthik F11 Katika (2017 ) il Nikisins
SEN (2018 ) 75 531 A1) T&T A5 J5 it A g 307 TR 5 A5 2
( Gaussian mixture model, GMM ) 3 2% 3] 1E F£ A4S f) 43
i o BAMEGERY T LA IBURFIE 7 12t REIA AN G 45
FHRRHE B BRI e Bz AL RE A B, Heln ik
TS Jr G T EN Bt A R, XL A A

BEE TR 27 2 Y S L R A RO 28 T 285 5 R Y
FRAE 235 BE T, A SCT7 16 51 BV AR I 4
Yang 5 A (2014 ) 45 H £l il 4 B 28 0 45 i e A MK
WVERE , AT AL GER L, B AR R 22 1 2% BLAT i
KREFAEREST , REFR UL B BA X PR AL, I H.
XARIBRFIE R i B i AN 2 p A 8, 4 2 T A
TR IR, B A 28 AR O T it
W R ZAE) , RS (A5 I 4527 > Tz AL RE ) B0 |
SEPUHFFAE AT X 70 BE B o Lucena 55 A (2017 ) fiff
TR 2 2 7 58, A R0 1 3 1005 R R0 45 )11 Zhoxe
B o Li 58N (2016) F1 FH 0 ks It 1 45 0 1 s +
NG IR G 53 BRIl . Rehman 85 A (2018 ) SR B —
LRI BRI 2 SR s A B I 45 114 3 4005 A0 o L
&5 N\ (2018) F rPPg ( remote photo plethysmography )
DA T AR TR BEAE DAy M B A 3 5 I 4% 2 2 B B A R
fFR. FRREE = S TR MEREER,
oA A I A2 P2 A5 2o Xu 58 A (2015) 5l AT
CNN-LSTM (long short term memory ) Z5%4] , %] A CNN
Y BRI A3 B RRAE AR B, SR H LSTM 24 ) £
W A )5 R [RIFE, Asim 45 A (2017 ) ¥ LBP-
TOP ( local binary patterns from three orthogonal
planes) 5 CNN {45542 1 T LBP-TOP 4, & B [i] 4
JEAE R, Gan 55 A (2017) fii i} 3D-CNN 2% /& 1
IFE] 925 5, T Jourabloo 2§ A (2018 ) MIJ{ 15 I
Fr s E R 22 5 | AR RS R SR VAR TR 7 i
WS R B It 2 . Péres-Cabo 55 A (2019) F|
JEERE A ) R o IE UREAS Y 23 A, Lin 58 A (2019)
P H TR BE A I 2% ((deep tree network , DTN ) I X 22
AP A 5 0 R I 7 58 A Bl A T E— P
et

e FIROTE, TR AR BGE T R EA
R oo AR 22 5 TE 0 i [a) 4 B2 £ S 0 b R AT 3D-
CNN B LBP-TOP Z&RHE , {HIX SERp iR ] (1] 2 i
{5 RIS [ 2 B 5 R TE — S, AN REAR Sf AL I 1)
AERERIVET o PRI AR SCHR B —FOBUAL M 28 454, 2
3 T RS T 38 #8820 , T AT S AL e I 37 114 £
Mo BRUILZ AN, 52 3] Zhang 5 A (2019) J7 %1 )
KB T — Tl 4 23 )4 7 B 4 Jey o F 3R 5 it
HERIRSEER o 28 ) 4 B b Ak n] ) 22 ROBE Moy > Ak
JERIE B AR T Z B2 HE, 2R T 1 ik g
TEA IR 25 (8145 5 Hi 52 T BRARARAE A 4 2

© b [H F G KR AR



F25FE/FET7TH /2020 F7 B

AL, KRBT, RIMER / SSRGS HACRITURABE RSN FES

B I AL RS AL 73 50 i A B 4R R AT 08
B KPR RAG AL MEIR . T B UEA L
Tr RN, N AT BT 508, 1) xR 2
7 GEBEB AN TR B0 25 ] 2 X e R 245 2R 7 L R,
Xof AN [ 0 € 2 ) A T, 0 ) Rl B RO 5 (]
2) FEATAS AN | I 1RD3A L R Rl S B AT L 5 3) 4T
BEE IR WAL B AEE IR A WAL RIXT L .
ARSCTTHR AT USAS AT - 1) BT Pk il 1 A
[P MR AR A AL 2) Rl — 1 E e
({5 SR AL B B B0 M 2% 53 ) 725 A _E#E AT
T AR S a3, R A H Bl A B =S ]

1 HXIE

TRBE 7 2] N e e, 238 o 1] 11 S HLA o 1Y)
BT R AR B A Al 2 1, B
g T TR A IE B A B AR iz AL RE 7, IR
FEA7 S ) N T EMBARHE R 2% 2] o TRBEE T K
HRM BT, BRSNS — ISR A
2 BRZE AL HOE RS . A SCUAS A Z
WALE A VI L T — i ARt it BS FE
R TR G A R 45
L1 SERE

Y63 i Amheim F1 Gibson (1952) B K32 H , 14
P 25 (A)B S ARTE UG T 1R R 08 S Bk R]
P, it BUR e 5 G R TE R 4E B E A A2 AL
DA KA AR [ B4R S oA #8380 B — Wit Y it 2
(] FR 060 O 5G 2% , DA T 3550 8 AR &R T 22 ] ) 1k 1) i 3
FRM—FITE,

BB — MR RN T(x,y,0) , o x, y AR
FARRPAENL B, o AORES ¢ i, FEmF(R] de J5 R85 3)
IR —WIEMRA (v + du,y + dy) A28 RIDLRIE
R TE 2 25 P i PRI AR =2 TR 3R A R AN PR X — I
B, AT LIS 3

I(x,y,t) = I(x +dx,y + dy,t + di) (1)

X () A AT 28 B U TT , TH 2 AR R

CIES:

Idx + I dy + Idt =0 (2)
Su= S0 = S Q) PR i, 195
Lu+Iv=-1, (3)

X)) WM TT e, s L AL 2 R B

JE L2 5 1) 06 B2, AR w, o BIATG w0
A LLE L Lucas Fl Kanade(1997) ()77 3 5455

P2 R T it RGB BB e E &, m]
VUIF X FATENEGE , i FAGKE R ITE , S 80ER
FIGL E BRI B R B A PRI, A AT
TR BACR I RILERE E {5 S o

E W
-

K2 RGB EG KX BRI G IR K 1R

Fig.2 RGB picture and corresponding optical flow picture

L2 ZE&FEBL
2] P RbAL RS He 55 A(2014) 29 T itk H
PRSI AR ROBE AN G — Bt T i, T LAk SRy
VEMRIEAT 4 el 0 2R, T B 10 4 A 2 ) 295 i 2L
[ 7 /N AR EE5R o 2 [ 4 5 B AL 2 2 A
3 B R B A R — 1w x h x ¢ IRHIEET, 56
1 G g2 X Bl 8 e KA, fe 245 51— A 4
N e BIFFIE. 265 2 FOR e BG4 /R 2R
JE RSB/ NIHE T ROOAL A3 B — 1> 4 x ¢ 4ERYEE
fike 55 3 2okt FR 50 16 A~/ N, FERS BRIy
B A TR, 133 4> 16 x o 4EMRAIE. ekt
3 AR &, 35— 21 x ¢ 4EAPRRE, X1
A A 3 G 2 ] 4 3 AL A e i 4R o AT

K3 =g TIiEibi
Fig.3 Space pyramid pooling

1411

© [ B S BT AR AT



1412

PEERERFIE

JOURNAL OF IMAGE AND GRAPHICS

Vol.25,No. 7 ,Jul. 2020

SRE Rl IR i i R A /N5 A PR
ER/NIGR

X T 1 A AGLIN T &, AR 22 WF 5 AT 2 W0 P 51 ik
) e TN SOIEFS | NGRS 27-31 . a=d
J, AT A AR/ LB A A T 4. 25
[ <5 7 B AL 45 A4 BE S AR X R AL A5 S EA TR A
FEALFRRFAE AR AR, FEAC FRARAE 9 JR 0 , BENE M 21 25
AVHLRE SR b BEAR ER XRE L RE R 2 ) B 2R
JE LR EUGAHIE . T UL, 735 ARSI 7 T, 2 [ 46 5
B BAT TR o g 1) GO BEAT 46 0, 10
TEE B 52) Al U A4S R Rl S TR IZ Rk
HE.
1.3 £/TEHitl

LI B B 2 R 2% i A — ezl B RUZ it
WIZ AR — A A R o X P 225 R ) 4
ERZEESEOE 2, o MBS A R . A
Lin 58 A (2014) $2 i il 425~ 24 A =AU 4 i
HeJZ IR R RE S 0 K A T IR AE 38 REAS AR R0
WIS 2R PR ZH I 4 B, wf
DA 5 F— AN AN w x b x ¢ BIFRIER], 20t 4
FrF B3 2— N E O ¢ x 1 BFFIE. 2R
S8 b PR A D 2 R R el L RE S B A 1 4%
TESSAE _EASGE WALt T By 1R U5

Zhou 55 \(2016 ) 1| ] 42 J&y 1 ¥ b AL A5 A5 P 114
BEANEIE A — AR R AL R o R A R P
AFFUEAACEACER T 8RR AE B AL, KRR
1% B30 A IS AR AR N 5 ) A5 31— 2R
1] 8 T AN S T PRl RE 8 X 4 R E AT — 26 a]
WAL TEFE A 2 R AR EIEHT, o 2
Ja BT AR AT 18]
L4 FTEBRE=EEA

HSV 548 7 a] 4 35 R I AR VIR 3 >0
i, YC,C, B0 2 [ 4 5 B 5 BE A8 )%, RGBT (8

‘w‘—,‘

K4 eRrrEil
Fig.4 Global average pooling

23 (AL 40 Bl 3 AN B s i, R4S (]
WENEEARN, £ 45 M. RCB H &£ 1%
{5 8, 5 AN KFE BB €% &5 o0 A, i HSV Al
YC,C, B2 [a] W) %) 52 B2 5 hn sk, RGB i 44 28
] "] A4k HSV Fi YC,C, , BUREH

V=%(R+G+B) (4)
3 .
S=1 —m[mm(R,G,B)} (5)
H:arcos{ [(R-G) + (R-B)]/2 1}
[(R-G)’+ (R-B)(G-B)]*
(6)
Y 0.299 0. 587 0.114 TR
{Cr]— {—0. 169 -0.331 0.500 HG]
C, 0. 500 -0.419 -0.081-LB
(7)

FRIAIFTENS AN ) B 0 25 o] i A S Pt A 1 R
SR, A8 PR AT AN @ A ], Han R ] RGB,
WAHLERHZ AP 2 A HER , LI Boulkenafet 5%
A(2017) R HSV + YC,.C, By AT AT A
SCEA RGBVHSV \YC, C,, RA R 24~ B 0 25 ] HE B 1Y
7 ST S, WA A R B S TR
AU S B A TR AR o

2 HFERE MBI W %

MHTRVERIN 9 7 vk 2 R T BB A M 4%,
RZ T %R TGt UG, TR A R Z A 7 —
BB T AR, Wk R4 24N (L 4§,2016) |, 5
FIFH LSTM ( Xu 55,2015 ) 5 44 > £k BRI 6] 4 B2 15
o ETOAMP, AR T — 4 & 25 0 4
FEERN 4 R - R A AL B SR 45 454 . FE 25 (]
LA, BB RS DRRIE J2 T EAT /0 B i . AL
Tt IO 245 235 44 v 1 B[] 9 BB A% SN R 2 2T 3 B[]
PP B o IRa i — A S AR T I R g A
23 [A] 3 ) L
2.1 MmMEEH

XL X 4% 35 ) A, 456 725 TR I 19X 4% R s ) 3 V8 245
fRZJ7¥En CNN-LSTM 5 3D-CNN, 223806 i} (6] {5
S B AT T ) 4 B A R RN S ) A
TR, B TR R SR A — i S AR 1Y
S, QN H B B T S R N B
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I‘EU%‘E\?JE A SR B THTSE AL, T LA ol T ol B ] 4
FEAR B HFRRIE I T AN RE 7 15 M 10 23 [R5 S A [R5
EE’J[:E@J TP XU 9 24 o, 22 ) 46 38 TS ] 4 B2
SO TV, AT LA 3l 285 1 15 AT 5 A 44 B 45 SR i il
XU P L5 A G & S B, Horp, BN gt H — ﬂ(,
(batch normalization ) ,fc fy4>3% 4 (fully connected )
XT3 (8] 3 P 2% ( SpatialNet ) , 5 SN

s. = SN(x) (8)
b, x 3R RGB 50 HSV 85 AN [R] 21 €7 2 [A] 11 4]
%, WS ATLAE i, SpatialNet 41,35 Z &2
VLK 4 R 29t 4k (global average pooling, GAP)
Fas 8] 4735 i Ak (spatial pyramid pooling , SPP ) #4J
IR G MALZ o s ACREEA 2 [A] U I 2% 1) 4 i 70
. XT?HTIEH{JILH?%(TemporalNet) JE X

s, = TN(x") (9)
Ao, x" ARFETIENG, B G0 AR 2R 1AL
B2, AL T E 4R AR R, TR BB R
IR R YRR REAR NS AN 25 25 27 >, B LIS T ) [] 37 /Y
P28 T IR 45 2540, NI S FT DL
TemporalNet {05 Z i A Ak 2 AR, g A

Conv2 Conv3
Convl
5%5%32 3x3x64 3x3x128
stride 2 strlde 2 stnde 2
ReLU ReLU

ZE [ LS

Convl
7xT7>64
stride 2

R TP

Conv4
3x3x256

stride 2
SPP

R _J%‘,I _J%‘,.‘_)%',. - Ry
= e s
I fe2 Isoftmax @

WA RPN Z , BRI IR N 25 B 45 , X s
TR REAE 7 B AT X I3 BURFIE . s, AUERIEAS I [A] R
P 265 140 i HE O 50, e A R 45 1 A
s, = (1 —a) xs, +axs, (10)
K, a2 RS, AR 8]0 190 4% i ] 3t 1Y)
LRI LM, TETE 3l HO AR I s 4 rh] R e BBUROR
) o, 751 3 HEB /)N 1 8080 A v ) e BB L 5/ Y
a o AHHCEGE ZE ARG T ik, Hean Al i de/ s 3k
(Schwartz 55 ,2011) #EATRLG , A SCHE Y 7 L B8
LA AT R DL S R (H T T LR B AL
L Fl A IRCR T RE A T T R
TER 2827 2T i R P, SpatialNet [4512K 4

I, = cng(s,,label) (11)
2, s, 223 ()3t 99 2% 114 % 1, label (X350 A x 1)
PREE , ens J 52 U AR 2K ( cross _entropy ) , 2% [] It ) &
A 1, A Hodge/NRIAT

LY , TemporalNet fif2 25

I, = cn,(s,,label) (12)
s, S 1) O 19 2 1 L P T 0 244 1
il Hodge /N

GAP

I softmax
| sottmax =

BN —
ReLU fel

Mo
— 0
GAP 5,

I fel Isoftmax
FE)
block(Hk)
G —

Conv ——» Conv

KIS g2 (IR A AR 22 2 1 — R 22 B AN 26 BUZ i 41 A0

Fig.5 Network structure (the residual layer in the temporal stream is connected by a residual block and multiple convolution layers)

2.2 ZFEEFENE/FHRARL
T BEOI AT X o3 YRR, AR 22 07 1 AR R
T Tyl 5 ax AR S 4 19 05 58, K T e 23l D) 51

ZAVNGE, IR R A DB R — A A R AT
Ao ASCOH R TIA T2 A G B AL (SPP)
TEZN RUEE LR RRAE AT 23 B, IO B 1 X i A
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K srde, s s few, fin A R 2w m i 24>
GRS  REIE AT 1 — MRRAE I i 2 B] < 7 1
WAKAFAE BRI 73y 28 15 3> n 4ERRRIE , B
S i A 3 )2 DL softmax XX AN n 4EERAE HEAT
IR - MREN EE R

TE SV ARG I 45T, 1% 0 46 AR A 22 I 24 ) T i R
WAL ECE - E Ak B R R AE R H 1, PR AL fs
MIEE R BTN | 4B, (B XA S IR B R =
]2 AR S o 75 H skl 4, 1R 2 05 2R 42
JR 241t Ak ( global average pooling, GAP) [ 77 %8,
TESEAT AT HARAE Z W, S AT 42 R T it Ak ] 52
PSRRI ) 48 B S Dt L TRl B
AL DRIEA IR B 0 25 (Rl Rt . RS b F A
EUR 2 AifTaT i) 2 45 BB R, BEAE 15 Y — SR AR
B SRR AT 42 R T Ry Ak, 15 2] — 4> m ZERY
FRE, 5 (8 softmax XX 4> m 4ERFAEMETT 4328
33— 4

23 1) 4 T WAL RRAE B, B hg R R T A
SRR ERRIE o 2R - B A AR B AT
WAk, B R 715 B2 Jm ARk . Pt
RIS B0 G 1l — 25 (A & 3 2 R - BHR 5
b, XL RR B8 ) B4 T AE B,

3 XWHERSHH

3.1 HiES
3.1.1 CASIA-FASD %454

CASIA-FASD (g4 /& Zhang 45 A (2012) #£ H
18 A5 8 AN [ PSR B DA B A [) s 75 5 L0
650 A4~ 8, Y ZR4E 20 4, IS 30 4~ A E
RALEE 3 A EUK LA K 9 DXty o BG83 2 il
WO ey BT e o AR M . P 6 AR T3 A
iy 3, BRI T 20 DA v 3 B AR R LR
WP 3 Filif L. CASIA-FASD $if b L 1
7 RIS 1) A BRI, (S fe A A R A
LSRR 52 ) B 03X, S0 A T 99 31 B R R 5 i
Frr33) A, A5 fekt AR X o B A LS B
AR HER I, U IR 73 B R A (4555 ) IR
SrFEARINA, U T IE 3 70 BE R 1 1R 56) = 70 B
M, U T R B AR B R T ) BRI,
R BT Ba R AT AR S AR L i 7 A5
%, % CASIA-FASD Hgle S A7

— :
e I
(a) ZHhHE Aoy

K16  CASIA-FASD ¥flsfE i 3 Fhiiti 775X
Fig.6 Three types of attacks in CASIA-FASD dataset

(b) B (c) BB

((a) warped photo attack; (b) cut photo attack;

(c) video attack)

3.1.2 replay-attack {#i£E

replay-attack Z{#E £E /& Chingovska & A (2012)
P& Y, AL AR 37 5 LA R A [m) et O =X A A
N T AETIEAR, B0 5 23 S 2R A 36 kA A 3
s, B B B BB T replay-attack Bt
et B AT EN SO A i e i . Bodi o b 4
A E PRI 2 3 [ AT O S sl A
K, LATER [ 48 52 F I (5 B Bdis g ik
£ TARFDEIZEA T RE R X W R 45 2R
I B TE
3.2 KInERE

TETFIR SR I, T B AT s WAL B X T
)L, 1) X WA AT [RAR SR AL, A SR F 5B 3 it
TORE— MR G 0 07 25 2) fi T 24T 55 3 B 28 1 2%
( multi-task convolutional neural network, MTCNN )
(Zhang 55,2016 ) HEA7 AJRAGIN , 45 A 38 70 57
K, 155 224 x 224 RFR KR/ AR 3) EAT B
Hss o T EEE P BGEREAR R D, B LAY R
FEAS I HMA —SE LT BE LB 45 . X T
(I , T PR 25 T3 A BT R — R G T 1 R, A
TG AR R RUES | e, 18 St ZE VISR
AL, LA R R A REAE 16,8 8, X
AR [, — 8,6 — b, ,t, — by, 1 NS
[FE) T ] g Xof oz e e, O (3 J Tl o DG U 3
SR OpenCV Hr BT E Tk, 5% Yang 5 A
(2014) /Y J3 & , BRI 1 505 B AEIRVER I bt 2%
E B EZAER], BT LA TG g e AL B 515
S EME A WG, AN A2 28 0k A A I 1) T
R

IZRIS R Adam fJ Ak % 6 B 22 ) 25 47
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Ak, 2% 2 # 5% 1 0. 000 1, batch 17K/ 32, %f Hif
0 2 2 L P40 ST U145 A
A 2 AR A (10) 1 FLRZ 1 B .
3.3 FEAE

18 CASIA-FASD %#i 4 b b 47 5250, R 45 48
RH (equal error rate, EER) /Ny PFHISRIE, 254 12
RIEAE IR K (false acceptance rate, FAR) 54 i%
FE 44K (false rejection rate, FRR) FHZE I 1Y £ iR %K,
42 ROC (receiver operating characteristic ) [ 2% 5 X}
RN ZE KL TE replay-attack i 5 b, {lf FT 55 i
PR AR K (half total error rate, HTER) {3
FIpRiE, HTER BT

_ FA(k) + FR(k)
= 5 (13)

K, FA R RIS, XFRoRIZER AR AREIE
FEAAHYL T N LA B A 53 L, FR GZ B EIPER,
N A2 5 ARFRAKIE R A 00 Ry 1A
AR E T, « 0] LA B IR E
3.4 ZWERSHH
3.4.1 SEbsER

R T IR A [R] 4 I R 4 R SATR A Ak DL K
FsJ [) 37 P 4% 9 VE D, #E CASTA-FASD Fil replay-attack
Bt BT R B B L SR

1 FIER 2 JEIL T AR J5 % 7E CASIA-FASD %
e 7 i 5L EER, 32 1 WA INAZS 0] 45
N4 V- iR A A, 26 2 A T &S (A g RS A
VR A A . AT LUE W YN T S ] S
e Jar R A A5 BUS T ir g 258, ] RGB
(8,7 ()R S i AR 25 ) 3 Y EER MK 2.963% [
F]2.141% . BF (8] 7 L EER M 11.414% [& 5

H

9.005% o TEZS )3 b, HEAT TRl A DL ) 22 58 i
ML, AT LUE ) A SCRE I 4544 v, RGB
IR T A2 IR JE RGB ] YC,C, /]
DA A 2P AR B A5 3], T 3 I A A AR 22 I 4% T 1
RS 17 5 11 A L < e 3 1 IV N = SO
9.005% . fH 5 75 [a] i @t & J5 A B 88 7, 35 2
1.701% . 3@t %} CASIA-FASD ) 7 Fp K ] 3 5 0t
ATICAT AE A SO 06 T 16 % i R i B4
HAE L% RE 1, W FAS R Ve X B
G ERIA AR,

F3 MK 4 JBIR T A SR I B 7 R AE replay-
attack 4454 P 1) EER #l HTER, wJDLEH, T
23 (0] 4 - JE 4 R - BR At Ak IS B B A T AT 2
W EAS A L REELAS 0. 071% (%) EER F1 0. 109%
) HTER . T%F B €8 25 (8], 76 A I TR A5 3 Ak 1 B
f5 , HSV i, 25 Al 7E HTER |t B8 T A4S 45 5
MIAIR A Ak 5 RGB MIEAS T 4r4h R, £ 2
PRl replay-attack BHE4E A 1R 2 52 A FEE AR
A, I LA B 235 (] SR AgURR Y HSV - BRUAS T 155
FIPEE, AR At e TR A AL REAZ TS 3 I 2%
2 ) BI04 e LSRR e A5 8., il H. RGB Bl fas
(] 13,77 A3 o AR e A5 ) HSV, T 1L HSV A1l 55 41 34
T T R 3 Rk 4 I8 W LLF ), replay-
attack FCHEHE A 1) Bof B) A0 99 45 R0 AR R AR 4T, TR
J2& replay-attack $iC4f 4 oK 2 HO A BL 3 3E # /DN,
JIT LATE B ) 28 B 7= A 45 B A X 3 /b . TR I A
replay-attack 48 £E 1) S50 Hr AT LR /DN 8] 370 D9 28
JIT o 0 B A /0 i R B RS e B 4 S [ A A
i [a] 37 fi A5 {45 EER A1 HTER 4351 125 31 0. 091%
F10.082%

F1 FEFREREMMETLE CASIA-FASD HiE&EH 7 7155 TH EER
Table 1 EER in seven scenarios on CASIA-FASD data set with different approaches by using basic network

/%

AN 5y B AT it S
UES e
g IERAPER  mAPPR BMidd SRMGh ek
RGB i i 4.968 2.325 1.377 3.381 2.753 3.039 2.963
HSV jiiE 6. 183 3.394 2.209 4.682 3.135 3.237 3. 661
YC,C, il 6. 624 0. 563 3.177 3.709 3.534 3.212 3.537
Zi0iH 4.451 4.393 2.171 4.682 2.692 4.085 3.741
it 8.223 8. 036 16. 578 9.285 9.196 15.333 11.414
RGB i i + i [ 7 Rl £ 2.617 1.194 3.336 1. 603 1.891 3.766 2.381

T L AR OR S 2R
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*2 AEARERREMLMETE CASIA-FASD $iEEH 7 #1572 TH EER
Table 2 EER in seven scenarios on CASIA-FASD dataset with different approaches using hybrid pooling network

/%
R4 R 2t 5 i
PIES — o S—— — — — Exbie
AP EWAWE  mAWE Bl sk Rk
RGB il & 6. 225 0.125 1. 801 2. 141 2.075 2.303 2.141
HSV i#iE 6.282 2.325 2.209 3.365 3.384 2. 865 3.226
YC,C, B 4. 854 0. 544 2.224 3.154 2.897 3.173 2.925
ZiiE 6.282 0.732 2.224 3.613 3.021 3.116 3.191
s T) 3 9.761 2.891 14. 601 7. 126 8. 117 12. 061 9. 005
RGB @8 + (6] Al & 3.309 0.225 2.209 1. 644 1. 395 2.141 1.701
E L PR R i a3
&3 AETTREERER ML replay-attack ##E5 189 EER 71 HTER
Table 3 EER and HTER on replay-attack dataset with different approaches using basic network
/%
EER HTER
VES — - - ~ N "
I# %€ T it ien I %E T eSS G
RGB il & 0.011 0. 655 0. 351 0. 841 1.161 1. 001
HSV j@ il 0. 051 0. 651 0. 381 0. 098 0. 562 0. 325
YC.C, ili& 0. 075 0. 967 0.532 1.274 1. 571 1.421
EZibEEl 0.453 0.704 0.413 0. 401 0.751 0.727
B} ] 37 23.751 23.215 23.496 30.52 30. 709 30. 614
RGB & + B} AR A& 0.011 0. 655 0. 351 0. 841 1.161 1. 001
TE R R ORI R
F4 AEFRERRE LML replay-attack #HE5 ) EER 1 HTER
Table 4 EER and HTER on replay-attack dataset with different approaches using hybrid pooling network
/%
EER HTER
VE — N . - N "
I# %€ T it ie I T4 EIEE
RGB @A 0 0.118 0. 071 0. 005 0.223 0. 109
HSV @il 0.011 0. 504 0.261 0. 009 0.776 0.385
YC,C, i#i& 0. 001 0.513 0.261 0.224 0. 822 0.517
Z A 0.011 0.443 0.241 1. 844 1. 848 1. 846
A} ] 37 16. 934 17.217 17. 045 21. 646 21.924 21.781
RGB il i + B} [l Al & 0.01 0. 131 0. 091 0.01 0.141 0. 082

E L P R R L4 A

%S R TS kAL CASIA-FASD $ijidk 15
TR e, TR A5G 1IN RIZEEEE B A7

15 (Asim 25,2017 ) id 2 55 3R T T I SR 1) 5 3k
(Rehman 55 ,2018) X He A EEARBUS 1 HEUFHUZER
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%5 7t CASIA-FASD HiE& L AN FESERAER L
Table 5 Comparison of our method
with others on CASIA-FASD dataset
/%

i EER
DoG ( Zhang % ,2012) 17
FEF 45 ( Galbally I Marcel 2014 ) 32.4
F£F CNN( Yang %5 ,2014) 5.02
CNN + LSTM( Xu %,2015) 5.17
LA (Patel 25,2016) 5.88
LBP-TOP( Asim % ,2017) 8.02
CNN + I 255 1 ( Rehman % 2018) 4.59
3DCNN( Gan % ,2017) 5.25
A3 1.70

E L PR R i g

6 JEI/RN T ARSI AT replay-attack BfE 4L E
SRR E N b, Toie 5 3 T ER  E (Gal-
bally I Marcel ,2014) {73k (256 1 B [H) 48 05 5
(771 (Asim 25,2017 ) B J& 5 R T — S8l 2Rk s
(Rehman 5§ ,2018) [ J5 2% e, AR SO LB U T
Gy

%R 6 7t replay-attack HiF5E F AN FFESERATEITLL
Table 6 Comparison of our method with
others on replay-attack dataset
/%

Tk EER  HTER
LBP-TOP( Asim % ,2017) 3.22 4.7
T4 (Li 45,2016) 2.87 6.11
ZHFE R4 ( Patel 4,2016) - 14.6
CNN( Rehman %5 ,2018) - 5.74
Pl 1 i i ( Galbally 1 Marcel ,2014) - 15.2
INR 28 0T HE AL (de Souza 25 2018)  0.33 2.5
LBP( Chingovska %,2012) 13.9 13.8
AL 0.091  0.082

T L AR s

3.4.2 SLERERIMHT
FIRAERR A A SO BT TSR M
BT R M7k, SR TR S AL S5 RES AE
FFAL 2 TR A T 42 SR AR B AR L iR 2 o) |, s () 4 5
42 SRy - R St AL RE S X R IEREA T 2 RO AR

= TR

BE R 53, 3R BN 1S B . XU A, 25
(] 0 245 PR 2~ PG 14 25 ()R, BE A AGL ) 1) — 2
25 () L APIRVEASAE , EE T EAAE \ FHLAMESE . T
IR TF ) 28 A 2 > WL A3 ) I T 5 , RE 8 AGL I 1) —
St a] b ARVERAE , L AR 3 R Sh A . AR A5
X T A S MR 18] £ 6 70 3l A A8, o 2 Mok R Y
PSRRI (5 L , 3 AE BE 6 XF 2 [ A0 ek ] £ A Rk
AT ST
3.5 HRAAL

IR — e Ra”, PN EAFEH
M2 25 (1 N BB AE ), 1T AT IR AL 7 SEAR T M f o 1
X[, AT T SR T AR ] A R,
Al AL SR, R AR SR I DS IR IS5
K7 JoR T G FTEN B Ay 3 A REAS I
TE P 2 g 1 B RRAE B o MARRAE P Al LA, AT ED
Tt i G BB A, AR T LG, 3T BRIt Y
FRAL Pl 2o 7= A B B G s I Gl 20 7 A B 1T A
AT L, I B R P 2R T R SE B

Bl 7 REEEI AT AL
Fig.7 Feature visualization( (a) true face and feature maps;
(b) print attack and feature maps;

(¢) video attack and feature maps)

Pl 8 feit 2 B ) 05 SRR T AEAS R Bk J7
S e S AE E PSRN S ARGN A S e ) PN
w AT LU ST iR G DX, S DR i 5 Ao
WA X . ITENR IR A i G0 KITIE , LB Y i1
oA R AFCRER I R0 T 2R, n] LA B
2P ZE TR 27 > B R IX I (X R T A
A By , QR L AR 1Bk LB IO REAS AN 2
Mih%, TREa TR R EENITEL S
57 2 L2 RN ) 25 AU 22 10 245 2 o) 3 i B AT
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AREANE A INAS JE R S

(a) FLH&
B8 A [ BEA T T AL

Fig.8 Visualization with class activation maps

(b) FTERLL T (o) Mt

((a) true face; (b) print attack; (¢) video attack)

485 @

AR SCHE G A (B 4R BE LA S I (B 8, SR 41 T 45
TR AL HBUR I ARG P 25 2 R 25 ()3
ey 2] R B S RVRRAIE , - HLXE A [] 216 25 1] R
2 ()45 SR X HE R 35 ) Bl 5 i =S (], 25 ]
B AN A R P R A M A A R 4 HL I A
TREMALBORIET Y, 23 6] & 7 Bt AL ol Ld i 2
INEES IR L I Bl O Ry s R SR
REAS 78027~ A Rl BT ELAS & 2800 K BB i —
ARG AT AR o I IR) A D 1A Aok AR
[ AE BE (915 8, 55 23 R0 AR L 285 4 1K B 0 58k 45
HIH A

8 5 o B AR 2 TR] 3 ASAGEE P ek 1 37 L B —
HRLAEE S AT LB T A S R SERE S X 45
SRAE— 2R o LR HEA 28 AR G A
BRI RS HE, AT A R A i A B A ot
SERZE RERW] AR SOT IR TE R R AR DL SRR R
FROLT BT ER T 5

32 %723 (EIAL P 8 R R AL SR (%o b, 7T LA
A AT AR B AR I R RE 8 8 2 A B
(EUR A SRR X 25 (e A — € 220 7 AL Ol
(4 E R IRIE A A s B T BN g, LA et
PR EIIX AP LA IR A KA 557~ o

TEA Ja BRIETE A Rk — 25 25 R 7 2B T g Jo
BRI R, I S B I RS X 4 fik
LAWK 25 454
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