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Private facial image publication through matrix decomposition
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Abstract. Objective Facial images are widely used in many applications such as social media, medical systems, and smart
transportation systems. Such data, however, are inherently sensitive and private. Individuals’ private information may be
leaked if their facial images are released directly in the application systems. In social network platforms, attackers can use

the facial images of individuals to attack their sensitive information. Many classical privacy-preserving methods, such as
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k-anonymous and data encryption, have been proposed to handle the privacy problem in facial images. However, the classi-
cal methods always rely on strong background assumptions, which cannot be supported in real-world applications. Differen-
tial privacy is the state-of-the-art method used to address the privacy concerns in data publication, which provides rigorous
guarantees for the privacy of each user by adding randomized noise in Google Chrome, Apple i10S, and macOS. Therefore,
to protect the private information in facial images, this paper proposes three efficient algorithms, namely, low rank-based
private facial image release algorithm (LRA) , singular value decomposition (SVD) -based private facial image release algo-
rithm (SRA), and enhanced SVD-based private facial image release algorithm ( ESRA), which are based on matrix
decomposition combined with differential privacy. Method The three algorithms employed the real-valued matrix to model
facial images in which each cell corresponds to each pixel point of facial images. Based on the real-valued matrix, the
neighborhood of some facial images can be defined easily, which are crucial bases to use Laplace mechanism to generate
Laplace noise. Then, LRA, SRA, and ESRA rely on low-rank decomposition and SVD to compress facial images. This
step aims to reduce the Laplace noise and boost the accuracy of the publication of facial images. The three algorithms use
the Laplace mechanism to inject noise into each value of the compressed facial image to ensure differential privacy. Finally,
the three algorithms use matrix algebraic operations to reconstruct the noisy facial image. However, in the SRA and ESRA
algorithms, two sources of errors are encountered; 1) Laplace error (LE) due to Laplace noise injected and 2) reconstruc-
tion error (RE) caused by lossy compression. The two errors are controlled by r parameter, which is the compression factor
in the SRA and ESRA algorithms. Setting the compact parameter r constrains the LE and RE. The SRA algorithm sets the
parameter in a heuristic manner in which one may fix the value in terms of experiences. However, the choice of r in the
SRA algorithm is a problem because a large r leads to excessive LE, while a small r makes the RE extremely large. Fur-
thermore, r cannot be directly set based on the real-valued matrix; otherwise, the choice of r itself violates differential pri-
vacy. Based on the preceding observation, the ESRA algorithm is proposed to handle the problem caused by the selection of
the parameter r. The main idea of the ESRA algorithm involves two steps: employing exponential mechanism to sample r
elements in the decomposition matrix and injecting the Laplace noise into the elements. According to the sequential compo-
sition of differential privacy, the two steps in the ESRA algorithm meet & — differential privacy. Result On the basis of the
SVM classification and information entropy technique, two group experiments were conducted over six real facial image
datasets ( Yale, ORL, CMU, Yale B, Faces95, and Faces94) to evaluate the quality of the facial images generated from
the LRA, SRA, ESRA, LAP (Laplace-based facial image protection), LRM (low-rank mechanism), and MM ( matrix
mechanism) algorithms using a variety of metrics, including precision, recall, F1 score, and entropy. Our experiments
show that the proposed LRA, SRA, and ESRA algorithms outperform LAP, LRM, and MM in terms of the abovementioned
six metrics. For example, based on the Faces95 dataset, & = 0.1 and matrix = 200 x 180 were set to compare the preci-
sion of ESRA, LRM, LRA, and LAP. Result show that the precision of ESRA is 40 and 20 times that of LAP, LRA, and
LRM. Based on the six datasets, ESRA achieves better accuracy than LRA and SRA. For example, on the Faces94 data-
set, the matrix = 200 x 180 was set and the privacy budget & (i.e., 0.1, 0.5, 0.9, and 1.3) was varied to study the
utility of each algorithm. Results show that the utility measures of all algorithms increase when g increases. When g varies
from 0. 1 to 1.3, ESRA still achieves better precision, recall, Fl-score, and entropy than the other algorithms. Conclu-
sion The oretical analysis and extensive experiments were conducted to compare our algorithms with the LAP, LRM, and
MM algorithms. Results show that the proposed algorithms could achieve better utility and outperform the existing solutions.
In addition, the proposed algorithms provided new ideas and technical support for further research on facial image release
with differential privacy in several application systems.

Key words: facial image; privacy protection; differential privacy; matrix decomposition; low-rank decomposition; singular

value decomposition (SVD)
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(a) LAP (b) LRM (©) MM

(d) LRA (¢) SRA

K2 Lena flME &4
Fig.2  Add noise images of Lena ( (a) LAP; (b) LRM; (c¢) MM; (d) LRA; (e) SRA; (f) ESRA)

K B B bk 6 Rl vk b3S B BHURAE B
ik
4.1 ANRE¥IRE

AN EE E T2 4FE CMU .ORL , Yale  Yale B,
Faces95 il Faces94 A4 55 6 MR 4R , HAK ANy
M3 1 s, AT RASVM + PCA Xf ik 6 Fit
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FIZ, AT 16 i G AE I RdE, T 16 M AT D i
oo RAMER R A B R LU F1-Score 55 3 Fhal ]
PR AR EA A 1 L 3d 6 FhARA A Al FYE

R1 6 FhEIRERE RHER

Table 1 Description of six dataset information

GIGEES BN (EEPN B E R KEEVNIVEE S BRE A
Yale 150 15 10 231 x 195 45 045
ORL 400 40 10 112 x92 10 304
CMU 640 20 32 120 x 128 15 360
Yale B 900 30 30 192 x 168 32256
Faces95 1 440 72 20 200 x 180 36 000
Faces94 3 040 152 20 200 x 180 36 000

4.2 ZHERHM

SVM + PCA J5 115 Y6k F 3 o 73 M i e 24
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HERE % A 114 F1-Score) o & 43 5HL0.1.,0.5.0.9
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ENE RS BT, 207 I S 45 AR TE LR A
R G b TR ZE SR, DA A v, W 2 1 S
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SR [ R R AR A 4 M 1) die R 20 A, SR i
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Ao LRA G333 T IR AR AL IR, LA D 1) i
AR B ) HAERE R e (o ko BN, e = 0. 1 1,
LRA B35 18 CMU X3l 46 (9 E B 2 LAP 535 A
LRM 503k 1 1 /2. 4) MM 5035 (9 ol fIPEAL T
LRA 553k, O MM B335 2 B AE S R LA T
MR AR T, AN A AR A b T R B
FEESIR . 5)SRA kL LRA S35 7E ] HITE B A
PE— AP HHRE DR A 7 X TR R A 5 4k P 2 T
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PR 2E SR AR 2SR E TR, IERR R

I AP N LRM [ LRA [ MM [T SRA [] ESRA [ non-privacy

1.0 ———— _ _ _ _ o
0.8 0.8
5 0.6 £ 06
= %
o4 = 04
0.2 0.2
O 05 09 13 O 05 09 13 O 05 09 13
B ALT e FaALTI e FaALTI e
(a) HETHZR (b) HlulR (c) F1-Score
B3 7E CMU $¥i8E b & A8kt nl FEAs A A5 i
Fig.3 Usability changes of CMU dataset when vary & ( (a) accurate;(b) recall;(c) FI1-Score)
I AP B IRM [ LRA [ MM [ SRA [1 ESRA [__] non-privacy
1.0 1.0 1.0
0.8 | | I I 0.8 0.8
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O 05 09 13 Ol 05 09 13 T 05 09 13
FFATIE FaFATI e FaALTI e
(a) TR (b) Bl (¢) F1-Score
El 4 7 ORL ZE4E I e LB n] ML 0L
Fig.4 Usability changes of ORL dataset when vary & ( (a) accurate;(b) recall;(c) F1-Score)
I AP B ILRM [ LRA [ MM [ SRA [] ESRA [_] non-privacy
1.0 _ _ . _ 1.0 _ _ - = 1.0 - — — -
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El5  TE Yale $4E4E b & A0 A] HITEAZ f A% 250
Fig.5 Usability changes of Yale dataset when vary ¢ ((a) accurate;(b) recall;(c¢) F1-Score)

© h H R B AR RBUIT A



PEERERFIE

JOURNAL OF IMAGE AND GRAPHICS

Vol.25,No. 4, Apr. 2020

I AP B LRM [ LRA [ MM [ SRA [] ESRA [_] non-privacy
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Fig. 6 Usability changes of Yale B dataset when vary & ( (a) accurate;(b) recall;(c) F1-Score)
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