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Generative camouflage method combined with
block rotation and photo mosaic

Wang Yang, Shao Liping, Lu Hai
School of Computer Science, Shaanxi Normal University, Xi'an 710119, China

Abstract; Objective Traditional search-based coverless information hiding usually searches natural and unmodified carriers
that contain appropriate secret vectors to transmit secret information. However, for natural images and texts, the ability to
express irrelevant secret information is low. Thus, the hidden capacity is low. Search-based coverless information hiding
cannot avoid the dense transmission of massive carriers that attract attacks easily and results in distorted secret information.
Texture-based coverless information hiding usually divides sample texture image into several blocks, creating the mapping
relationship between texture blocks and secret segments. Although such methods generated stego texture images by sample
texture synthesis, they can only generate simple unnatural texture images. Mosaic-based information hiding can generate
meaningful stego images, but in essence, such methods are modification-based information hiding, and they inevitably leave
modification traces in carriers and have no authentication strategy. Therefore, verifying the authenticity of recovered secret

information is impossible. Moreover, mosaic-based information hiding typically uses the LSB (least significant bit) -based
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modification embedding strategy for a large embedding capacity to embed the transformation parameters. The LSB-based
embedding strategy is sensitive to attacks, and the embedded information is easily lost when suffering attacks. To address
these problems, this study proposed a generative camouflage method combined with block rotation and photo mosaic.
Method In the embedding, the proposed method transformed grayscale images into circle images with pseudo-random angles
by user keys to construct photo mosaics and then generated random integer coordinate sequence to determine the hidden
positions of secret bit strings. For each hidden position, a circle image related to user key and position was placed to express
secret bits, and then the random angle related to user key and position was added for authentication. For each non-hidden
position, a circle image similar to cover image pixel was set to conceal the secret image, and the added random perturbation
angle precluded distinguishing hidden and non-hidden positions. The deviation caused by the placement of the circle image
was scattered around unprocessed pixels by the error diffusion method to form the stego photo mosaic image. In the extrac-
tion, coordinates for all secret bits in the stego photo mosaic image were obtained by user key, and circle images expressing
secret bits were fetched. The centroid of each circle image that expresses secret bits was normalized into the right half-axis
and then identified by the strategy of centroid rotation matching. Each circle image index was found to extract the hidden
secret bits by the minimum quadratic difference distance. To authenticate the correctness of each circle image fetched secret
bits, the factual and theory angles were compared, where the minimum quadratic difference distance of the factual angle,
and the theory angle was computed by the user key, and the fetched secret bits. If the factual angle equals the theory angle,
then the extracted secret bits are correctly recovered. Result The proposed method regards each circle image as a hidden
unit and only involves the rotation of circle images without any modification. The added random rotation angles also provide
the security assurance for the specific user to extract secret information and conduct angle authentication. Only the user with
the correct user key can eliminate the influence of random rotation angles and extract the correct secret information with its
corresponding authentication information. Moreover, the proposed method uses photo mosaic to hide secret information. The
method is robust in anti-attacks and has good authentication accuracy. At the same time, the proposed strategy relies entire-
ly on the user’ s key and has high security. The experiments show that secret information can be completely recovered only
by the correct key. Whether one or more user key parameters are changed, the changed user key parameters lead to the
inaccurate extraction of secret information. In addition, in case of JPEG compression attacks with a quality factor of 50 ~
80 and random rotation angle attacks, the embedded secret information can be completely recovered. Even with salt-and-
pepper noise attacks of 8% ~20% , the error rate (ER) of extracted information remains approximately 5% . The authen-
tication success rates of the restored information are all above 80% . Conclusion The proposed method uses randomly
placed circle images to express secret information without any modification. The method can use photo mosaic to generate
meaningful hidden carrier images and avoid the high cost of database creation and searching of the search-based coverless
information hiding. The proposed method combines the parameter mapping and error diffusion mosaic image generation
strategy to place stego circle images in their corresponding positions and then generate the stego mosaic image, avoiding the
dense transmission of massive carriers in search-based coverless information hiding. Compared with the texture-based cover-
less information hiding, the proposed method can generate meaningful stego photo mosaic images, avoiding the generation of
meaningless texture images in texture-based coverless information hiding. Even during attacks, each circle image expressed
secret bits and its placement angle are not easily lost. The proposed method can extract secret information by centroid rotation
matching and random rotation angle strategy based on user keys and improve the accuracy of secret information recognition.

Key words: photo mosaic; coverless; generative hiding; centroid rotation matching; error diffusion; random angular au-
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Fig. 1 The diagram of generative camouflage method combined with block rotation and mosaic
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Fig.2 The sample images and their corresponding initialized

circle images ( (a) sample images; (b) circle images)
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Fig.3 The experimental images ( (a) man; (b) woman;

(¢) cameraman; (d) Lena; (e) secret bit information)
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Fig.4 The experimental sample images
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Table 1 Correctness verification experiment variables
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ks 6
k, 11
K 3(d) k, 15 & 5(d) & 6(d) K 6(h) 0 100
ks 14
BlS IR R SEI 5 SR T RGN R A T R

Fig.5 The generated stego mosaic images and their parts
in the correctness verification experiment ( (a)—(d) stego

mosaic images 1 ~4; (e)—(h) stego mosaic image parts 1 ~4)

K6 IERTESCIIKE (B AL IAER
Fig.6 The recovered information and their authentication images
in the correctness verification experiment ( (a)—(d) recovered

secret | ~4; (e)—(h) authentication images 1 ~4)
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it : 1) JPEG 4 % 326 P 9 35 5 B 38 e R AT

K7 PO SR I AE B I
Fig.7 The recovered secrets and their authentication images
in the key dependency verification experiment ( (a)—(h)

recovered secret 1 ~8; (i)—(p) authentication images 1 ~ 8)
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Table 2 Key dependency verification experiment variables
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Table 3 Anti-JPEG verification experiment variables
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Fig. 8 Mosaic images with JPEG compressed
((a)—(d) JPEG compressed images 1 ~4)
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Fig.9 The recovered secrets and their authentication images
in anti-JPEG verification experiment ( (a)—(d) recovered

secret | ~4; (e)—(h) authentication images 1 ~4)
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Table 4 Anti-noise verification experiment variables

MR 2 R
O EG MR/ % Y=k s K MIEE
PSNR/dB E/% A/ %
K 5(c) 8 & 10(a) B 11(a) K11 (e) 15.277 0.30 100
K 5(c) 20 K 10(b) K 11(b) K 11(f) 11.563 3.57 100
K 5(d) 8 K 10(c) K11 (c) K 11(g) 15. 384 0.28 100
K 5(d) 20 K 10(d) K 11(d) K 11(h) 12.015 3.96 100

SR (R R AT R AONIE
3.3.3  PUHISA S

R UE AN 3CT5 5 AR T B U B0y B RE, X
5 (a) FIEL S (b) BEAT AN ] i HE A 85 D) e, A1)
FIER S HIRRL 2 BT (5 B4R, 25 4
T YUY ) S5 K L 5 0 R BT ) Bk e
(Y S FE FE PRGN 12 iz, o I A2 45 BRI AGIE
U 13 i

H12e 5 12 ANEL 13 B9 SE IR v & Y, 3 4
W YRR T R AT BT D) B RS S R 5 B Y
PR e (BAR SO LR ER AT U0 & et T — 2k,
ASR IRZ T 90% , LA SO I X B U el HoA

K10 i dodi s ) 5 3R T IEA
Fig. 10 Mosaic images with noise

((a)—(d) noise attacked images 1 ~4)

B MRS SR (5 B ROAERS BRI
Fig. 11  The recovered secrets and their authentication images 3.3.4  PUEIGE L
in anti-noise verification experiment ( (a)—(d) recovered SAESTEAS Sy Bk B e e ng e fe L, B RS
secret | ~4; (e)—(h) authentication images 1 ~4) () FES(d) A4 [5) %5 2 1) &) TF [ 4% 327 4 ol Atk

x5 MEVIRGEZRBRSH

Table 5 Anti-cut verification experiment variables

ewEBg wblditk/ s SUEEG A INIEE B
PSNR/dB E/% A%
K 5(a) 20 K 12(a) B 13(a) 13 (e) 13. 595 18.29 90. 39
Kl 5(a) 40 B 12(b) K 13(b) B 13 (f) 10. 448 38.97 90. 16
Kl 5(b) 20 K 12(c) B 13(c) K 13(g) 13.249 19.78 91.11
K 5(b) 40 Kl 12(d) Bl 13(d) &l 13(h) 10. 444 39. 40 90. 83

FE G T REHLA L. SRJS dIERR S S50 14 2
BB % 6 43 T - ey iy S 56 o dls
14 R BT ) B s R, 5 X KA
& SAATEE NP 15 s o

B 12 BT S e g v R 6. & 14 FIE 15 WLl & R4
Flg 12 Mosaic images with cropp]ng %&mﬁ%%?&%ﬂ‘%1§IE\EEUﬁE% ’ {lexijj‘ii‘ E,(J
((a)—(d) cropping attacked images 1 ~4) ER FIE e 7 Foia T30, ASR 1h 25T 90% , 1]
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K13 YOI Be S gk A2 15 B IR IE
Fig. 13 The recovered secrets and their authentication images
in anti-cut verification experiment ( (a)—(d) recovered

secret | ~4; (e)—(h) authentication images 1 ~4)

JIrR T ¥k R e ety TR e R Y AR
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KO [ ) BEALAS 2l SR iy TE A B 7 5000k 2
SR 15 B o

T TR TBGE RS 16 SRk

x6 NBEHRBEIRSH

Table 6 Anti-replace verification experiment variables

SESEGR Elie BBURRE R P PSNR/dB {Mﬁjo A%
1 5(e) 2 M4  HISG)  KEI5(e) 16.178 1997 90.60
B5(c) 40 £ 14(b) 4 15(b) 15 () 13149 3875 90-86
K 5(d) 20 [ 14(c) E15(c) K 15(g) 16. 088 19. 24 92.39
E500) 40 B 14(d) 1 15(d)  15(h) 13.197 38.53 92.59

Bl 14 Bl e S SR R
Fig. 14 Mosaic images with replace attack

((a)—(d)replacing attacked images 1 ~4)

FIS B Se gk 5215 B AR R
Fig. 15 The recovered secrets and their authentication images in
anti-replacement verification experiment ( (a)—(d) recovered

secret | ~4; (e)—(h) authentication images 1 ~4)
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3.4 SEETEKEIXTLE

PG TR B JCEARE B et T 2 i h R
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VBRI B A AR, 9 B R A TE £ Th
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IR TR T7 v AR B 5 Y B AR BUA, T
PR . A S0 P SO MR MG (5 BRI RE
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F8 4 H T Yuan ZE A (2017), Zhang 25 A
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(2018) F4y 75 1 A FH & TG Y AR /N ok T4
, T R BRI /N AN [ ] A 25 s 0 e b EL A
AR, RT3 8 R Hh AR SCHHE -

H# 8 A I, Yuan 25 A (2017), Zhang %5 A
(2018), Zheng 4 A (2017 ) I Zhou 4 A (2015,
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Table 7 Anti-rotation verification experiment variables

MR 2 R
o EG Embt% o HBAaEEG K MIEE
PSNR/dB E/% A/ %
B 5(a) 20 & 16(a) B 17(a) K17 (e) 26. 476 0 100
K 5(a) 40 K 16(b) K 17(b) K 17(f) 22. 499 0 100
K 5(h) 20 & 16(c) K17 (c) K 17(g) 26. 446 0 100
K 5(h) 40 K 16(d) K 17(d) K 17(h) 23.492 0 100

K16 Fefm B Uut i i & % B3 e kIR
Fig. 16 Mosaic images with rotation attack

((a)—(d)rotation attacked images 1 ~4)

BT e ok SEg ik 2 A5 B O IE
Fig. 17 The recovered secrets and their authentication images
in anti-rotation verification experiment ( (a)—(d) recovered

secret | ~4; (e)—(h) authentication images 1 ~4)

x8 BRLBMKESRELBEEIE

Table 8 Search-based coverless information hiding data

i PR R/B AR BEGE
Zhou % \ (2015) 1 -
Yuan % A (2017) 1 -
Zhou %\ (2017) 2.5 2 000 77
Zhang % A (2018) M/8 -
Zheng % A (2017) 2.25 2 000
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