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the rapid development of face forgery techniques based on deep learning, the cost of face forgery has not only been consider-
ably reduced, but unexpected risks to the face recognition technique have also been raised. If someone uses a fake face
image to break into a face recognition system, our personal information and property will be compromise and may even be
stolen. However, distinguishing whether the face in an image is forged is difficult for the human eyes. Moreover, existing
face forgery detection methods exhibit poor generalization performance and are difficult to defend against unknown attack
samples due to large data distribution gaps among different forgery samples. Therefore, a reliable and general face forgery
detection method is urgently required. In this regard, we introduce the concepts of “patch attribution purity” and “residual
estimation reliability” , and propose a novel multitask learning network (PuRe) based on pure image patch comparison
(PIPC) and reliable residual map estimation (RRME) to detect face forgery images. Method Apart from the network back-
bone, our neural network consists of the PIPC module and the RRME module. Both modules are helpful for improving the
performance of face forgery detection. On the one hand, if the face in an image is forged, then the features extracted from
face and background patches should be inconsistent. The PIPC module compares feature discrepancy between face and
background patches to complete the face forgery detection task. Nevertheless, if an image patch contains face and back-
ground pixels, then the features extracted from it will have mixed face and background information, disturbing the feature
comparison between face and background image patches and resulting in the overfitting of the training dataset. Considering
the aforementioned problem, our PIPC module suggests using only pure image patches, which only contain face pixels
(pure face image patches) or background pixels (pure background image patches). The purity of image patches guarantees
the purity of the extracted features, and thus, the robustness of feature comparison is improved. On the other hand, the
residual map estimation task is designed to predict the difference between the input image and the corresponding real
image, causing the network backbone to strengthen the generalization of the extracted image features and improving the
accuracy of face forgery detection. However, for pixels that are far from the forged edges between the forgery and real
regions, the known information used to estimate the residuals will be less, resulting in unreliable residual estimation. Con-
sidering the aforementioned problem, a loss function, called the distance field weighted residual loss (DWRLoss) , is
designed in the RRME module to compel the neural network to give more attention to estimating the residuals near the
forged edges between the forgery and real regions. In the face region (i. e. , forgery region) , if the pixel is far from the
background region, then its loss is assigned with a smaller weight coefficient. Attention to reliable residual information
improves the robustness of face forgery detection. Finally, we adopt the multitask learning strategy to train the proposed
neural network. Both learning tasks guide the network backbone together to extract effective and generalized features for
face forgery detection. Result A large number of experiments are conducted to demonstrate the superiority of our method.
Compared with existing superior methods, the test results on the FaceForensics++ (FF++) dataset show that the accuracy
(ACC) and area under the receiver operating characteristic curve (AUC) of face forgery detection are improved by 2. 49%
and 3. 31%, respectively, by using the proposed method. Moreover, our method improves the ACC of face forgery detec-
tion on the FF++ dataset with FaceSwap (FS) and Face2Face (F2F) forgery types by 6. 01% and 3. 99%, respectively. In
terms of the cross-dataset test, compared with 11 existing representative methods, the experimental results show that AUC
on the Celeb-DF (CDF) dataset in the video and image levels is increased by 1.85% and 1.03%, respectively, with our
method. Conclusion The proposed neural network (i. e. , PuRe) based on the PIPC and RRME modules exhibits excellent
generalization ability and performs better than existing methods due to the purity and reliability of the extracted features.
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Fig. 1  Overall network architecture
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Table 1 Test results of different methods on the FF++ dataset

1%

RAW (23 C40
T

ACC AUC ACC AUC ACC AUC
Face X-ray(Li %5,2020a) - - - 87.35 - 61.60
MADD(Zhao %,2021b) - - 96.37 - 86.95 -
Xception(Rossler %,2019) 99.26 - 95.73 - 81.73 -
LD-CNN( Cozzolino %5,2017) 98.57 - 78.45 - 58.69 -
SPSL(Liu %,2021) - - 92.39 94.32 81.57 82.82
LiSiam(Wang %,2022a) - - 96.51 99.13 87.81 91.44
PuRe(Z30) 98.18 99.91 96.57 99.45 90.30 94.75
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Table 2 Test results of different forgery types on
the FF++ dataset (RAW)
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Table 4 Test results of different forgery types on
the FF++ dataset (C40)
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DF FS F2F  NT
Xception(Rossler 55,2019) 99.59 99.14 99.61 99.36
LD-CNN(Cozzolino %%,2017) 9724 95.93 98.51 98.74
MesoNet( Afchar 4¢,2018) 99.24 98.15 98.35 97.96

PuRe(430)
T IO PSR R 5 B R R4 2R

100.00 100.00 99.67 100.00

F3 FF++ (C23)HBBEPAREIERBEEH MK L R
Table 3 Test results of different forgery types on
the FF++ dataset (C23)

ACC/%
Tk

DF  FS  F2F NT
F*Net(Qian %,2020) 98.43 9851 9834 93.22
MesoNet(Afchar %5,2018) 9526  95.84 93.43 95.96
Xception(Rossler %,2019)  98.85  98.36 98.23 94.50
DSP-FWA(Li 1 Lyu,2019) 9657 96.57 97.33 91.51
MTD-Net(Yang %£,2021)  98.64 99.76 98.42 94.60
PuRe (4 3) 97.98 100.00 98.99 95.97

T UL P SRR 5 B R A4 2R

Gk AR — R AR B 3R 5 ol R T
JE TS R Z 12 SR R AL R . ZIREA
T3 1, AR SO A2 T 04 03X 77 2 2 DA A1 D 3
AU 32 o, X 9 2% Hi 4 B9 32 >0 KORG24, 1

LD-CNN(Cozzolino 5%,2017)  75.00 51.00 56.00 62.00

MesoNet( Afchar %,2018) 90.00 83.00 83.00 75.00

SPSL(Liu %,2021) 93.48 92.26 86.02 76.78
GRCC( Liang &5 2022)
PuRe(430)

T L PR 5 B R A2 2R

9543 93.99 88.94 77.19

95.96 100.00 92.93 75.76

P A ) B &5 5 . AR SOk 5 11 M e A ik
HEAT T I8 S5 RN S iR o TR TAE S
BONTFMELLE BLEACHS i H R JB/R T AUC PERESS
b, PR M e L i L 5 | IV e SRR e Sk
PEALAY AUC TR ZE S . 7E A2 1f AN B2 1, A
B F F2Trans-B, 78 CJ7 7€ CDF 8045 4E A% AUC
FEFRO IR T 1. 85% A1 1. 03%.
2.4 HERSCIE

i 1] FF++ (RAW) .CDF F1 DFD (C23) 1 Sy i
KB, W SCHE B9 PIPC #54 Fl RRME BB E 47
TH RS, 38 2 AN R S H0 BT B 28 SUECE B2 T
AUC TR, LLVFAR P B 7 3501
2.4, 1 EUGHRAEE X 45 14 BE Y5

AR SCHE BN [ i 2 R R Bt V = 8,16, 32,
64 AT P25 YN SR Anml i, MR a5 SR 6 s . 4
N A 16, W47 FF++ 81 CDF i T i R I e s .

463



PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 29,No. 2,Feb. 2024

x5 ARAAEEMFNEGEENDZ XEFEENKER
Table 5 Cross-datasets test results of different methods in

video-level and image-level

AUC/%
i
CDF(video) CDF(image)

Face X-ray(Li %%,2020a) 79.50 -
Xception(Rossler %5,2019) 73.70 65.50
PCL+12G(Zhao % ,2021a) 90.03 -
PD(Zhang 45 ,2022) 82.25 -
(Cren % 20312 78.26 -
MADD(Zhao %%,2021hb) 76.65 67.44
SPSL(Liu %%,2021) - 76.88
GFF(Luo %§,2021) 7531 -
LiSiam(Wang % ,2022a) - 78.21
MTD-Net(Yang %, 2021) - 70.12
F2Trans-B(Miao %,2023) 89.87 83.05
PuRe(4<30) 91.88 84.08

etk L RIAEAF . LA RE , E 0, = o, B
HRUFPERE

KT 0, 0,3 MK IERERIR M0

Table 7 The effects of w,and w,on the network

performance
AUC/%
w,lw,
FF++ (RAW) CDF DFD (C23)
0.005/0.003 98.24 90.36 84.73
0.003/0.005 98.17 89.46 94.75
0.003/0.003 99.91 91.88 90.50

T UL RS 7R R 2 2R, ©=7 F To X oy S 9 KO8l

F6 BEGRRAHEIT ML MERENIM
Table 6 The effects of patches number on

the network performance

T L PR R S 8 R A2 2R

2.4.3 I PREIURUER 28 00 I 45 M RE Y52 1)

AR SCIB I A HA A A 5 22 4 O RO 285 R
O EPE . SEIR A RN 8 B, N1 2k R Y
R 2 0 BB R SR BT A TR RS20 o 25 A, ORI,
W0 265 B 75 ot B A5 B9 IG5 21 4 BRI BE S
GIAL R B ZE 4512 AT LA | BT I 28 2 ) B B Ay
B RFAE . BEE A, = 100, A, = 0. 01 B 75 fe
PERE

R8 IR REANEREX W& ERERI R0
Table 8 The effects of weights in loss function on

the network performance

AUC/%
5B
FF++(RAW) CDF DFD(C23)
8 95.48 89.78 80.01
16 99.91 91.88 90.5
32 97.17 88.99 93.98
64 96.99 88.61 89.19

AUC/%
AJA,
FF++ (RAW) CDF DFD (C23)
171 95.16 88.16 77.98
10/0.1 97.47 87.47 89.3
100/0.01 99.91 91.88 90.5

T L P SRR S S R A2 2R

2N R 320, WIS AE DFD $0ds [ R BRI . 255
KA, E N =16 i PSR RE
2.4.2 o, Ml XF M PERERY IR

K (2) A= (3) T o, Al o, T2 3 24 17 R
B 5[] 28 i o7 2 e MG B 1 5 DA R S i R R e
ST A ER P IR B I B . A 0, > o,
e T MG B[R] SR a5 g PG B i B o
T 0, < wy, 778 YRTEMR IS 57240 il KR
PR B 0, = o, 768 AR B R RE
B, WIREERME TR Yo, = o, 7EFF++5
CDF E4li4E DR EL . X 0, < o, B, 76 DFD %%

T L P SRR 5 S R A2 2R

2. 4.4 IR X N 45 B 14 B )

Sy T 3EW] PIPC A5 He . RRME #5555 85 25 37 hi AL
(1) 5% 25451 5 (DW R Loss ) I 0ME AR S 2:T R4l
T PIPC AL H i W 2% | TG HE 25 37 IR 5% 25 45155 (wlo
DWR) £y 3 RRME B3 [ X 45 L) K2 A5 1 125 5 AL )
FR 223125 (w/ DWR) 29 5 RRME 583 fi o) 4% 308 17 P
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Table 9 The effects of different modules on

the network performance

AUC/%
ik FF-++ cop DD
(RAW) (C23)
PIPC 9028 843 7172
PIPC+RRME(w/o DWR) ~ 97.12 8875  80.58
PIPC+RRME(w/ DWR) 9991 9188  90.50

TE IR RS R & 9 B AL A 2R

3 & i

R T A R e 2 I 2 A K P 15 £ i A
55 Iz ALRE ), A SCHR 1 T ALl R R L
B (PIPC) A HL 5 ] i 8% 25 I M N B e (RRME) 1)
AT 5527 2] 25 F 1 (PuRe ) . PIPC A5 3 o L%
gl N PG e 55 2l 7 S5 MR B Z [a] (R RRAE 22 55
SRAGI Ph 1 EZ , G B i) 4l P O B T 4 AE 4 B
(R 2lige kAT = T RRAE LA & . RRME
RS 3 T O s P 5 %o o7 L S R 22 [ 1) i 2
SR = i M EES NN b SR PN AR Rk 3
S DR PR IBCRAAIE 119 22 57 96l /N D S IR A I
DX 35k 5 1 S DX I p SR EURAAE 19 22 5, Bl ) PIPC AR
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