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Abstract: Deep learning has achieved great success in many fields. However, the solid data-fitting ability of deep learning
hides the unexplained phenomenon of “shortcut learning”, which leads to the vulnerability of the deep model. Many stud-
ies have shown that if an attacker adds slight perturbations to normal data that human beings cannot perceive, the model
may produce catastrophic wrong output, which severely limits the application of deep learning in security-sensitive fields.
Therefore, to deal with the threat of malicious attacks, an antagonistic defense should be set up, and the robustness of the
model should be improved. In this regard, researchers have proposed a variety of adversarial defense methods. The exist-

ing defense methods for deep neural networks can be divided into three categories, namely, modifying-input-data-based
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methods, directly-enhancing-network-based methods, and adversarial-training-based methods. Modifying-input-data-
based defense methods aim to alter the input in advance and reduce the attack intensity at the input end via denoising or
image transformation, among others. Despite showing a certain anti-attack ability, this method is not only limited by the
attack intensity but also faces the problem of over-correcting the normal input data. The former limitation hinders this
method from dealing with slight disturbances that human beings cannot perceive, while the latter problem exposes this
method to the risk of making wrong judgments on normal data, thereby reducing its classification accuracy. Directly-
enhancing-network-based methods directly improve the anti-attack capability of the network by adding subnetworks and by
changing the loss function, activation function, batch normalization layer, or network training process. Adversarial-
training-based methods are typical heuristic defense methods compared with the other two. These methods inject the adver-
sary attack and adversary defense into a framework, wherein adversarial examples are initially generated by attacking the
existing models. Afterward, these adversarial examples are used to train the target model to produce an accurate output for
these examples and enhance its robustness. Therefore, this paper primarily focuses on adversarial training. Apart from
showing certain ability to defend against attacks, adversarial training also improves the robustness of the model at the cost
of reducing its classification or recognition accuracy for normal data. Many researchers find that the more robust the model
is, the lower is its classification or recognition accuracy for normal examples. In addition, the defense effect of the current
adversarial training remains unsatisfactory for strong adversarial attacks with diversified attack modes. To address this
issue, recent studies have improved the standard adversarial training from different perspectives. For instance, some stud-
ies have generated adversarial examples with high diversity or portability in the attack stage. To enhance model robustness,
many scholars have combined adversarial training with network enhancement to resist an adversarial attack. This process
involves network structure modification, model parameters adjustment, and adversarial training acceleration, which help
the model resist different types of attacks. The standard adversarial training only considers the classification of adversarial
examples in the defense stage and ignores the classification accuracy for the original examples. In this connection, many
works not only introduce the spatial or semantic consistency constraints between the original and adversarial examples but
also require the model to produce an accurate output with respect to the latter, thus ensuring that the model considers both
robustness and accuracy. To enhance the transferability of the model, curriculum learning, reinforcement learning, metric
learning, and domain adaptation technologies are integrated into adversarial training. This paper then comprehensively
reviews adversarial training technologies. First, the basic framework of adversarial training is elaborated. Second, typical
methods and critical technologies for the generation of adversarial samples are reviewed. We summarize the adversarial
examples generation methods based on image space, feature space, and physical space attacks. To improve the diversity of
adversarial examples, we also introduce interpolation- and reinforcement-learning-related adversarial example generation
strategies. Given that standard adversarial training is extremely time consuming, we briefly describe optimization strategies
based on temporal, spatial, and spatiotemporal mixed momentum, which are conducive to improving training efficiency.
Defense is the fundamental problem of adversarial training that is devoted to absorbing the generated adversarial examples
for training via loss minimization. Therefore, we briefly review the technologies typically used in the defensive training
stage, including the loss regularization term, model enhancement mechanism, parameter adaptation, early stop, and semi-
supervised or unsupervised expansion strategies. To evaluate the robustness of the model , we summarize the popular data-
sets and typical attack methods. After sorting out relevant adversarial training technologies, we still face challenges in deal-
ing with multi-disturbance integrated attacks and the low efficiency of the model. We put forward these problems as direc-
tions for future research on adversarial training.

Key words: deep learning; adversarial attack ; adversarial defense; adversarial training; robustness
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V(x)= %2 V. J(%.y:0) = V. J(%y;0)(14)
i=1
g =px g Bt (15)
gt+l + 1)[ ||1

X, o NBERIBH, T (2,75 0) NI RS g, N
B e WEARE B9 B2 AR w0 S T, 0, T
2o ATLAE Y R O7 22 9 X0k ol PUAE MI-FGSM
5 NI-FGSM (26l B i — D4R TR SRR A B i) i
Pk

Bk 7 AE B B & B AT A, Wang A
(2022a) 30 #2 1 2% JE 25 [6] 3l & 1) SMI-FGSM (spa-
tial momentum iterative FGSM attack ) , SMI-FGSM ¥
By it R AL LI [R] 5 | B2 () B, il IR /AN
(7] X 388 9 175 JE 00 2 Jli e ) i i 7 B [ 3
(i) ] A A B2 1) S g ), ARy

g1 = j /\L.Vx](Hi(xf(h),y; 0) (16)
i=1

X = + asign(g), ) (17)
P H (- ) R A AT REMLAS 5 ) pR A, n
NS (B R AT B AL AR 4 (0 K, A B0 BE A R,
SA=1,A,=1/n.
B8R, AR F NI-FGSM Al MI-FGSM %5 5 1L 7E )
]l AR, SMI-FGSM 18 35 8. n R B AIL 25 46 4]
1RBF R 15 3 25 )8y sl i R
AL, Zheng %5 N (2020) HR 31 254045 10 31 2k Y
JEAR BT AH AR I 5 epoch AR 2 8] A w5 B ] i
MR REME 32 X BT 25T L) B 38 epoch SRR
XTI Bl ke 1 v I S i e e | LR /D R AR
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P AR {0 (B 2 0 ) MO XEHURE A 54 P9 4
B A0 P 245 1B G 0 PR A (W %, 2021)
LR OB A B T R B
2.2 EFHESHREORAER

e et 502 4 7 3 o WX BB A

NG

B, 3B AT LA TRAE A5 18] B9 Bk AR BOMHTRE A, RIFE
W25 2 TS g R AR 3 B A AR A —
DNN 2%, 1] LUFE H [ BER0Z A9 LR sl 4 0= iR
TSRS R AN T IR P A RRAE PR O i A i R
SRR AR E R BRSO

iwx-»\

| EEHE 2R

K3 RhE=S [l ds e s ik

Fig. 3 Method of adding perturbation to feature space

SRR EA (He 25 ,2019) B 7E7E M i— 21
PTG BB AT YR = e s I AT Pl
Yk 7 ML LA I, Jeddi 5 N (2020) $2 T 3 F
Learn2Perturb 27 >JHEAL (P Bl ABTHL, anfE 4 s,

PEAEABURGTING)  _———— o2 - SUREDREREE
/

== e [

~ N —

PR E R E)
BIZEIZ (TR

PEBIREN AL IIZE
|

RN ———

FHEBRINZRor R PR Sr : DIEBIE AR5 IS5 X
FHIETE A BB I T GRS R I 26 280, LU i e
TYRRIHTE AR 2)PUBIE AR S B siE A
BRI SR, DISSRET X A0t 28 )P Sl e

PEENTEN RIS TEFRREL

SRRl et

K4 Peohi ABET AR I 2R 580 (Jeddi 45, 2020)

Fig. 4 Model training strategy under the perturbation injection module (Jeddi et al. ,2020)

Yu 55 N (2021) 12 BRI 53 19 45 e 1] )23 9 0 A 4
fiIE, FFHIFGY T e PR v ] 2 f 3l A Tt ol Do 465
Ut 55 AR 2 T A R ] e O 4% e 28 ) i
T, Ifeft R A QA0 2 pR IOk BB AR AR

B JZE XTI Z (Chen 55, 2020) 75 11 4538 : 1) %
PLohiE A BN 2 1 B — 2 (AR AR ) S8 855
RS e 5 2) B2 XN 2R 2 G £ B 1)
PERBAAR 5 3) X B PE I 252 B0 50 I 28 11 2, B
PERBBAE

BEAN , T X e I 25 g A5 78 B Al 1] T 42 )R R
fiE, Song % A (2020 ) 2 A 58 X 01 U 25 9 32 A AN

B PR Y JR) AR AR Z T A8 O AR o 3l 3 R X BT AR A B
HLIX Bk i (random block shuffle , RBS ) A8 4 3545 J5)
FRARAE , SR 7 R T 8 2 1E 3 XS BUAEAS il i
FEAE 2% n] 32 B Tl (Zhang %5, 2022) B 2242 N E £
AL A% X HUREAS , 30 2ok % i 28 0 F 2k R AT A
R R TR (N5 G NINTTE S E (R N BUE /A
A
2.3 ETYETEBERNITERLER

2. 1A 2. 2795 73 A 41 1 Ap] A R B fiE 23
(] £E A0 RGBS B NS . (BAESE
Brfs it i, DNN 38 2 B X H 3 SR8 v i 0L A SR 1
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R4, TR, BAEX, MRR, &%, X, BN
H [0 & 5 S Wil i R i

I CUNy (RN 58 B A ) B 55 Bk, 3k 28 IR AT 431
(W) BRI B B A7 TR R AT H 8 AR 35 3 i 1 iR
BT, AL AN, Brown 55 A (2018) 78 5L 4R % |
WINES WL YA T (Patch) 1 3L 3h , [RIHE GE
AEARTF A S 2R o AR SE BRI v, B0 5 4 I 260
BV AL A SR 4S5l b, a] BB 2 3 ™ 5 1)
I o T LA S A T TR BRI — R A AL
B AEV AT, LAy B A A e ol S () A e R R
IR G 45,2022)

TE X — 453k, Salman 45 A (2021) 5% FHAH Bz J8 %
AR X BU L , an & 5 B A PR =R ik
XS : DBOHEEX U4 T 5 2) B HHEXHirE
SR, I e e AR SRR TE R AT, T 2 G
Ty AR R AR LR T, 75 B HE XU
KI5, RGN RN AR R AL B bR BRI , A
D5 20 H AR o3 268 Y02 Fe /)y s R0, Wang 55
AN (2022b) 46 4 T B RN T A BUAESE | B 7R id 2o )
FHJR AR5 4 SRR AR I s A 1) 32 A 1 5 A ) A

(b) JERIBHFEA

K5 ARS8l (Salman 5, 2021)
Fig. 5 Unadversarial perturbation(Salman et al. , 2021)

((a) an example unadversarial patch;

(b) an example unadversarial texture )
AU 2 8] 9 0] i #2155 Salman 58 A (2021) AN [H] 19
A2, Ham i e 5y 77 B AN TR 7E B AR 1R
JRI B, A2t H 4, I ELIZHESR AT LS Xl
GREh A B PR R B

3 B2

XTI 4 B AR B B, HEEEAS TR0 R 2 A=
B R HUREAS AT U 25, I8 1 5 2 sl 463 2% e

AMESR T ET A, BN (4) AN SR/ Mk 2= 2] i
Fio Nk —DAR TR A & R, B I ZR B Bk
SEFE VN ER DI ABUR IEN I, B E T FEA
5 X HUREAS 9 2 51— Btk 1 L — B — 2
PR TE U305 | AR R AR, 2 TH X BT IR B A
2) MG SRS o B L AR B A A 3 0 2% A B 45 4y
Hh, BB B R0 4 A B BE R, B BN R B R, R
BRI ZR, 3)SE AN . A=
TV R BRI 280, T2 AR I 247 DL A H
ZHCH TSN S, A A R B R AR A 2K S
2y, SN R/ MU T B PSS 805 . 4) R Ik .
— R UL BB SR SR Y B R A i T
P (Rice 45,2020) , 7 LA ZER IR 45 1 E S A5 2]
BN, 5) P E S EY R XTI gR
TIAR Y & B 0 AU JEAE R A O a2 D 2 2880 2
XFPUREAS , S I FF X B I 2 , A BN IS il — 52
P 3l 1) i A K AT BE 7 A 5 ROk — By i
I, Sy MR e V2205 AR H Al R O
FRiCREAZEAT 2 B BT B D 5, SR 05 T e
il Zx (Carmon %5 , 2019; Najafi & 0 2019; Zhai &,
2019) ., Carmon % A (2019) A& B AE A bR £
S RREAY | RERS AR TOhR 2 B ai 1 Db 28, 2 A1
XL P BR B S T X BT I 2, AR AR RE A8 i A5 7Y
MEFEME . 6) X HL Ik o XTI L fa BT ik
MZ— IR o BRI, AP T4
T — R XSO GRAY Ik . R TR A B
REARSETF A,

3.1 SIARKIENL

XTI 5 B A0 B ) A% O S il i 2 A LR R T
FEAR RN L, T4 2R de /MR ST LA AL . iy
TARMERT BT R A5 2% eREAL h AR R X BT AEAS
AR AR TR | A 75 1 3 I e A A AR I 1 X e
FEARZ BRI ZR . BT LA Kannan 28 A (2018) i 1 18
T AR R 8 DI S5 Jl P GRS 1 i S 222 % (log-
its ) AHRL, E— B4R T A AH DG .

Tsipras 55 A\ (2019) & BB RLE He: FZ A 7R
AT bR OF S Y AFTERUET . AR B 5 Z (BT
5 3 A NG ERZ A 2E R, BIAE SR TR R S P A 7]
B, N 2 KR BE 45 35 B AU 4 32 Ak P, Zhang 55 A
(2019b) AR MEXT HUIN ZR ) B 1R 2253 A AR 1R 22
M FaR 2 IRt 7T —ASE itk Baw, BV E AR5
Pt IR FEAS T H AR R 205 A T KL (Kullback-
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Leibler) W3 I 4 X SRR A 5 IR R A 22 0] B B 1)
HE 5 IR AP ZR IR |, Sriramanan
SN (2020) FEFRHEXS BTN ZRrb g AN T #4500, 5 78
BN E MBS 5 1]

Wan %5 A (2020) % [ 1 XHUAEA SRR REA Z
()RR 20 A1 1Y 22 S 1k, B A i 2k I ke 2 > Bdla 1
FERESI AT o XS HUREAS R ZGBAE A [] T B0 19 73
i o AT 4 /NS [R) 20 22 18] () - A R 1 5 22 5, Xu
S N(2021) 2 1 T AP PR 0 A 7R 22 S 0/ 14 [
W, —EFERE EREAC T X P2 e m R B . 33
G T AR B AE 7 VA RO e B, vl LA B L AR
HEXTHTUI ZR (PCD-K) AL J& T X HUAEAS 1y 53 24
O TG 2L T4 BE LA A T I M0 1 ISR R AR 1Y

O3 LA B HRE AR 5 JE AR R AR 9 B 45K 55 1
I, sl T AR R S T RRIE s [ AL e i
D7 1R 2 T R AR 23 (] TR 2800 2Z ] A IE 3R, BV &%
80 24 [ 2R I A B 28 P A 2 T DT, 3 A R
B4 253845 B T RRAIE 23 0] BROELZ A 45 2% TE D033

WAL, T B3R T AR I 0 2SS 1Y I iR A A
AR ST UREAS R AT 3k G A E SR A FE AR AR Y 2
o2 B A R 41 28, Ding 58 AN (2020) 5 Wang %58 A
(2019) % & 17X Fpg 0L, o, Ding 88 A (2020) A3k
B Cin A B 23 2385 10 SR 10 I HE B ) S5 KAk 1 #f
TR0 41 22 I 2% (R R T B 1 5 T Wang % A (2019) 4%
T RS TR A BN X BN A TR A R e A
HEA YN 2 o

R3 TEIBETT EBIIR K EE

Table 3 Loss functions for different defense methods

B AE 75 ¥k

TR PR AL

PGD-K(Madry %%,2017)
ALP(Kannan %,2018)
TRADES(Zhang %% ,2019h)
GAT(Sriramanan % ,2020)
MMA (Ding % ,2020)

MART(Wang %5 ,2019)

PCL(Mustafa %$,2019)

CAS-AT(Bai%¥,2022)

B2+ 3 (-] -y Sl I

CE(fo(%),y)

2
2

CE(fo(2),y) + A x| fo(%) = fo(2) |
CE(f,(x),y) + A X KL( £, (£)IIf, (x))

2
2

CE(fy(=).y) + X x| fo(2) = fu(x) |

CE(f,(%),y) % 1( fo(x) = y) + CE(fy(x).7) % 1(fi(%) # ¥)

BCE( f,(2).y) + A % KL(f,(&)llf, (%)) x (1 = P(.0))

o o
2 * || Wy =W

CE(fy(3).9) + & x S/ 0).3)

3.2 iESEAREY

SR AR AL BT U SR R 00 B AR 73 T A4 3
A5

D)5 RIE R FOCAARB AN 22 W 288 S5t iy
Z548 , BA R g H AR T4 i A
PEA o> 2R o 10 Pang 45 A (2020b) 152t
TR A (hypersphere embedding, HE) ¥l k™
FoATHESE , BRI, 1% HE M H A 55 3 Ff i 760 fry 452
YE « FR1E IH—A4k (feature normalization , FN) AU H H—
ft (weight normalization, WN) Fl ffi J& 4 (angular
margins, AM) , Fo o £y B 4y i 3l 1o 5 — £k N 4% % §5
(logits )i t )2 A FFAIE R softmax )25 AL EE .

Mustafa 55 A (2019) i 1 75 [5 25 A [7] TR J5E 45 i

BB AT 2EAS  IRIB IR0 T 52 1 D, 45 1 — A 1R B
FI R KA B 0o, ARl 6 Tz, I 1 AR ) 2] 4y
B, AT DM AT 55 AR S RIME

52 MBI, Bai % A (2022) [R)REE 145 ]
J2 B3 $E I B A3 2885 L A A XTI 2
H A pRE A TE DU I5T, ] LA o 28 17 3 1 2 > AN [) 3
TEOGF S I TN %) FE L, PN B ) SE I, AT
AL A B R . Xu BE N (2020) $2 T A A& N M)
2 5IAT LA R 2R VA — AR 2 e i
[ R D O N UL o N T S E = S AN 1€ /|
(14 XoF I 24 H () JZ2 98 Tl Bl 0 2 8 (rh 42 )Ry - 2t Ak
JZ5 4 )2 ) (Bai 5 ,2022) t & T B4 ED H
HEH
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R4, TR, BAEX, MRR, &%, X, BN
H [0 & 5 S Wil i R i

LIPNESIES it/ ) | 22 Z

2B AR R YRR . Xie 45 N (2020) Bieist T
M2 BN J22 , 42 1 Dual-BN, {5 4 FEA 5% HTAEA 7
FERHASE A BN, Q& 7 fif7s o i Singla 558 A (2021)
B LEEFE AN 6] B 0 R S R S R P G R 5 UL
Ah B8R T e A _EES IS, Wu 5E A (2020a) i8R
RURCE Fasmdesh. bR T Lk )5k, Singh 5 A (2019)
P2 B R T 45 7 s, RV S o 45w UL Z A=
BRSPS, R Jo % I 28 4 J 2 RS- A T X B 25

ReLU ‘_‘ B T?%(dean)
T Xﬂﬁ(adv)~
EREASTEN
EN WEIBN
T J % (ﬂclean’ a'adv)
X x
clean adv (ﬂad\’ ., | )
t
x:\dv’ xclean E

K7 Dual-BN(Xie%#,2020)
Fig. 7 Dual-BN(Xie et al. , 2020)

3) TN I T ZRAsE A e (XU ALY S, BF 58 K
B, B SRAAE P TR A A T 101 2, o mT DA 5
R 1, 5 L FH e 01 2 g 7 5k S
% (Hendrycks 5% , 20193 Xiao il Zheng, 2020; Chen
45 ,2020) , Wi 8 i/, Xiao Al Zheng (2020) ffi F 1
o G I 28 TN i A B TR A 2205 R e )
28 O PUREAS , e 2 A B B A Mg i T 011 40
MH . BRIGZ AN, Cui 58 A (2021) $2 H BRI 25,
[ Y125 F SRR 5 H AR X hisi Al
3.3 SHBEN

FE I T80 B A BN PUREAS B, S 8500 1 X A5
R 0 B2 T A S, Wl H PGD Xk

!
~
B

o 000000
@ --00O@0e@

!
o
t

® QQIQOQO
@ ..:...

24
E6 AR A% B 532545 (Mustafa 25 ,2019)

Fig. 6 Introduce an auxiliary classifier to the model (Mustafa et al. , 2019)

NI
wn
il
[ex}

A

7,

8 B MBI LAY (Xiao F1 Zheng, 2020)
Fig. 8 Using lightweight adversarial pretrained models

(Xiao and Zheng, 2020)

i, AR K Bt P K o 53D 20 e HR T 2
NREE . FHIEE X & S50, R
— R A N7, BENS TEAF B T AR R A R

Cheng %5 A (2020) 2t [ 35 W L8 29 3 e, AR 45
BN GAEA S PSR 30 B IR B R A T AR N Y €,
B R RE LRSS DR R R B Y e, BAR
Kt , MR LI h 29 Rk 0, B UEEAR G 14 i — A4~
PR 5, BB AR R B 1L o EAh iR 4R
T H N BREE-H T LAR RENFEA B AR TR
Y Bh 25 R 5 Xiong Fl Hsieh (2020) % F PGD T i )7 X
A BOGTHUREAS , Xof D 2 0 [ b 2D R A T it , R
FH T 191312848 2 (backtracking line search, BLS) J7 12
H 1& W 41K ; Croce 1 Hein (2020a) [R]AE 4R HY H 18 B
AR, BT, REVR LK " = 26, RER A
o w,, BRI DL P A 25 4 ) B 2 5
ST IP R RTE RN

}{—\:’: w, = 0’ Wy,

w; — 1

; z L st < p(“’j Wi 1)

i=w; -1

(18)
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=g )= gl (19)
Ao £ TR A UCE A PR B A s HARE .
R — N5 B WAk = w, B92E KK T
HXFFRAE = w, -, w,, . #H 90" 12,

2o S RIMAY RS &, Lin 28 A (2020) 21 T A
GBI e, [RIRE SR B Oy vk BAARCR U,
EXLT — DR VERS e, M—DEERER e,
H €, Ml e, 8L, BAK K

€.(d)= ;(1 - congr)(qm — €n) T €

(20)
€i(d) = (€ = €0a) y + €

e, (d) Rl e, (d)BITF O Fl e, (B B2 1Y
ERRE) A1 e, < 0 Fl e, > enne M 0 MR
HNE e, RIGIRFEARAE

Ye S5 A (2021) Sy b 5 X HCUIL5AH XO TF 4
T T IR AL, o T 28 4 16 I SR e e
VR ST HRAT 3 AT AR 7 B O KT HRE AL
BE, VR TF AR I BT K o 15 TR AR R K AT
DAY £ K AL L 8 I 28 W7 801 KRR/ o L 38 26 A 3
B A 1 T, 45 1 U 2R AR 77 A 38 A 8Ot K, R
T 5 K o, FLA N

Kl = Kmin + (Kmux - Kmin) X (21)

s
T
T

Ol,:f (22)

K K, 0 500 R X B0 8l 938 JficR: BRR S
TR, 7 o HE— A

BEAh R T — e 22 S XTI 5, 40 TRADES
(Zhang %5 , 2019b) . MART (misclassification aware
adversarial training) (Wang 2 2020) 4, H Hibr Rk
I SEN A T TR R L, SR A B, R
HHTINGAARL, O TS R A A, Wang 55
N (2020) 48 i T 7R R B oy A, AR B 2
PR Ry S A O i S S 2
3.4 REHjfEit

SR MEIN AR, X Hr il 25 25 77 A & ik U
GG, B B X BT SR I ko O 2
A EPEBE o Rice 55 A (2020 ) X X470 Y11 25 v i
AR AT T RN, KIS RS EE
PG 3 AFTE Y o QR 9 BT R, U SR AE ) B B
BOEH AT ABAE 2 ) g 2 ), kiR 25 2

B, BEE I ZRE AT, I ZRiR 25 R 2L IR, B
JE TR 2 S I, Lt U, Y R SR DR 22
AT B AR G, RV 2 25 SR (9 15 7 45 A 2
HE .

0.8F — MR — MR
— g —— b

0.6
gﬂ‘g 04}
0.2
oF . . #.
0 50 100 150 200
Epoch

K19 EHRIZAA Y- ) 2k (Rice %7, 2020)
Fig. 9 Learning curves for robustly trained models

(Rice et al. , 2020)

BEXFE A A, SR B R SR A
WAL TR IB A 1R AT DGy Sk 2 2] AR 1 E A
i 5k B 452 1F (Pang %5, 2021) , 41 Zhang %5 A
(2019b) 7EAXH Hh g 2 3 Z2 8 N TR 75 epoch Ak %
W, I HINZRFE 76 epoch Ab45= 1 ; Zhang %5 A (2020)
BE T E R B R 7 (2 < KD KO fRcoR 2%
RUEL, BAERALEA T « AR UG HURE AT, Bids
1RV 5 Sitawarin 55 A (2021) %8 T FEA B 55K 4
SRR R A, — HU AR 8 D SR 5 B R
BRI M, A5 1A O BUREAS . Al 10 iR,
R A 2 Fe A I AR U AR A (50 P RO
A AHIH R AR R B 5 L1 6 T RN BRI
SR LR BUREAS o X T R B 1R O s, — Ho
PSRRI izl Bl 2% 1k LT K6
TF o AHEARUEXT BT UI SRS dh 22 T, B B3k B4R
FE MR KPR (i k) .

B0 LIS Ik Tk (Sitawarin 55, 2021)
Fig. 10  Early-stop mothod(Sitawarin et al. , 2021)
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R4, TR, BAEX, MRR, &%, X, BN
H [0 & 5 S Wil i R i

3.5 FHERLEET RilZ

PG UEW] , XTI ZAEHT LU AR HE I 2R A5
Z RS X T ERA A . I, AT WE5E A
SR S N O T S R i THSE L ) X e 6
PR, B 2 W s W 9 R I 2k, 40 Carmon 55
N (2019) 48 FH 2 M F IR0 O X4 T30 5 A
P Zhai % A\ (2019) [R] £ 2R A RS JO b i B8 , 2
th PASS B £ R AL A XU E R AR 5
S 29 MART 5577 32 [R]RE T LASE ™ 21 B )11 2%
M7 Uesato 55 A\ (2019) Wit Fi JJC i B DI -5 M B )11
IALES & T 5

BARRUE, 8 i Bt A R i B AR R VR 4
3RS . 1) Online Targets A8 G Wa B 541 1)1 5 Cunsu-
pervised adversarial training with online targets, UAT-
OT) 52) Jo W B 0 [ 72 H 5 %5 H1 Ul 25 (unsupervised
adversarial training with fixed targets, UAT-FT) ;3) —.
HAES IR (UAT++) . Zhang 1 Wang(2019) i ] T
e BN 07 2 R TR AR REAR TR 454 L, R
I Mt A% #i (optimal transport, OT ) 7 25 4 15 J5 4 #£ AR
S R =X N UF S
3.6 mExtHUlZk

Sy T 4R TR AE XS BT SR Y R FE, Zhang 58 N
(2019a) $ t 1 —Ff BB % 93 20 31 55 1 K 1) 14 5 K
BB J5 3 5 Shafahi 45 A (2019) 422 7] 25 B 41

FMEVE SRR

7 SULEL S

Bl FNAE B 2 80, 3 B2 m R AE [ — /I HiE K (mini-
batch) bl %k, IFAERT— B Be 9 I 2545 21 4k 2
Y 5 Zheng %5 N (2020) il i % epochs 2 X} Ht $b
Bl , LU D 22 AQUCE A O AL (L 28 B 50) | )
E710 = o NS s AT S R = ¢ S DA S 2 AP O 7
SRR, BIX) FGSM #E A7 U8 AL ok A iR BTREAS ¢
BB E XI5 25 7 A GEMETE 4 #15 (catastroptic
overfitting, CO ) BL % (Kim 55, 2021) , J5 K 7 F 4022
FGSM Y Bk 2 A O, B8 2 77 AR Lt 0 e 550
FE 1), FBCOMGE M A, I, Wong 55 A
(2020) 4 i T FEHL I 47 AL 19 FGSM A 8 5 K AL I
i A AR ES# T COBLR 5 Andriush-
chenko % A (2020) AN, M Bt 25 KA KT, Bl AL
IR AR IH X CO IR TEk, et H iy |, Al fi] 42
H T B6 B X 55 (GradAlign) 77 45, BIVEE A5 x R FEI 28 &
(9 L-ball WY BEALIE 3 85« + n A0 B B B2 2 18] £
RAGHS B XF 55 . Vivek I Babu (2020) 5 7 i 2 78
W £ J2 1 AN dropout J2 R I8 % CO LA, AL G AL
TF 4 % % )2 5 ReLU (rectified linear unit) J&5 34 Jil
dropout J2 (typical setting) NG (%Y Fill KR
ML EEZEGTIA dropout)zg: (proposed setting) H
Kim 55 A (2021) A 2, 820 X ol 19 3 22 ) U 7Y
T die KA B AP S ARl B < UL, 4R T 11 ez, AL
JIVAG e ST N P s R i

GRS

e,
///,%/I/ N
il A\
; /,,/‘ i

IR
TR\
! ,%%II \\\\\\\\\‘

PN TE DR AR D i e SR 300 5 A9 1 7 (Kim 25, 2021)

Fig. 11 Process of normal decision boundary turns into distorted decision boundary (Kim et al. ,2021)

4 0 X BUUI S o 5 ik 1 4G AT RUE
TR T 3550 2 22 28 N e 68 3 A B R P B8
o 22 GR L Ik B R A A 2 i R I il
T DA 3 AR B A N A R AR —
A4 D00 45 XN 2, (575 2 A e MR i 40

I8

3.7 EHBa#E7iE

A HEXT BTN 25 5 HAD SR 25 5, W0 Cai 55
A (2018) 2 BRFE X HTIIN 2, B 7R IR R 2 > 1 JR
RS X BT i f ot ol B2 B A B T 5 WA
Sitawarin 2 A (2021) #&H T 8F softmax HE R 22 1AE A
DRAR 2% o] B MERE FE 4, B 30 22 B SO BRIE A 26
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Table 4 Comparison of accelerated adversarial training methods
Jn3E Iy 2 VEVE X7 Y RIS
YOPO(Zhang 55 ,2019a) ZHNG TR S AR TRRCR S A RN 2R
“ . H I HIR A HT— epoch P50, RAX AL FH A8 1) e it AR T AR AT A
ng %5 LN 2 N
ATTA (Zheng 45 ,2020) Z )% b I X A
R H HX 7 N
Free( Shafahi ., 2019) T UL
CEE A A2 Ve e R 7 2% B e gfi)
Fast(Wong 5,2020) I AT PCSM 2t (I R
. . . . T 4[] A A 2 T B I A P L (H
ra 1gn ndriusnchenko Z é/\ 4 I.J—:_';E tX" ‘ ) EW
GradAlign(Andriushchenko,2020)  HUBIIIZR AR S K ARE BEXT 5% o A £ ok

Stable-single AT(Kim %¢,2021) FOPINGR (RN S A R AR HUREAS s [ A Sk e T MM S
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Fig. 12 Triple loss for metric learning(Mao et al. , 2019)
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ZijLHE'ﬁE*ﬁ ?ﬁﬁﬂ’gﬁl%%lﬂ% s SR A E fj}éﬁﬁ% Fig. 13 Introduce the domain discriminator to the model
v A A R 25 A O HURE AR o Dong %8 A (2020) 1t (Bashivan et al. , 2022)
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Fig. 14 Target network combining policy network framework (Jia et al.
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Fig. 15 Summary of the datasets ((a) CIFAR-10 dataset; (b) CIFAR-100 dataset; (¢c) MNIST dataset; (d) Tiny-ImageNet)
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Fig. 16 SVHN dataset
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Table 5 Commonly used datasets
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Table 6 Comparison of adversarial attack methods for evaluating adversarial training
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