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Iris-periocular features-fused non-collaborative authentication

Chen Ying', Wu Wengiang, Xu Liang, Guo Shubin
School of Software , Nanchang Hangkong University, Nanchang 330063, China

Abstract: Objective Identity authentication method is in relevance with the biological characteristics of the human body,
which is benefited from breakthrough of computer technology and consistent improvement of hardware computing ability in
the past 20 years. The biometrics-relevant artificial intelligence (AI) technology has been developed intensively. Iris-
related features analysis is crucial for biometric authentication method. Current iris recognition technique is used to opti-
mize short-distance and specific scenarios, but it is still challenged for the applications in the context of long-distance and
non-collaborative scenarios. There are two main constraints as mentioned below: first, the iris recognition process is
required for a short distance-relevant sensor-based instruction in terms of matching-completed prompts. This acquisition
process is challenged for large-scale application farther. Second, current sensor-based hardware acquisition is increased as
the distance between target and acquisition device. The accuracy and reliability of recognition will be lower severely

because the quality of iris image-gathered is not effective. The iris recognition performance is required to be improved for
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long-distance and low-quality images and non-prompted scenes. To get credible identity authentication, a variety of biomet-
rics are focused on iris recognition-assisted. Multiple modal-fused biometric information is more effective compared to
single modality based identification. First, due to the heterogeneity of biological characteristics, a variety of modes of bio-
metlric recognition needs to be mutual-benefited. Second, safe authentication methods will not be guaranteed effectively
when the biometric information storage encounters information leakage. To meet the needs of iris recognition in real sce-
nario, it is necessary to generate richer biometric information in the eye area of the human face, such as the iris and eye
area. Eye area-related semantic information has good recognizability for identity identification, but the eye area recognition
is disturbed easily by complex background information. The iris texture features are relatively stable and iris recognition is
affected less. Therefore, to get accurate and stable authentication in non-prompted and long-distance scenarios, effective
fusion of the eye circumference and iris can be optimized to achieve modalities-mutual benefits and enhance the reliability
and security of biometric identity authentication. Method Some of the existing methods pay more attention on the high-
dimensional semantic feature layer. To fuse the feature vectors of different modes, addition, multiplication and other
related ways are then used. Due to great limitations, lack of certain flexibility and adaptability, the differences and the
semantic characteristics of each mode are ignored at different stages. It is ineffective to combine multimode information of
different stages mutually. To extract more robusted and distinctive features, the spatial attention mechanism and feature-
reused method are coordinated and the model-opted can be focused on the feasible iris texture area, and the problem of gra-
dient disappearance is alleviated via propagation-forward. For fusion strategy, the introduction of intermediate fusion
expression layer can be adaptively used to learn the corresponding weights according to the contribution value of low,
medium and high-level feature information of different modes, and it can be fused to generate more robust and distinctive
features in terms of the integrated weights, which can improve the recognition performance of iris recognition in long-
distance and non-cooperative status. Result To verify the effectiveness of the proposed method, experiments are carried out
and compared to three popular public datasets, called notre dame (ND)-IRIS-0405, Institute of Automation, Chinese Acad-
emy of Sciences (CASIA)-Iris-M1-S3, and CASIA-Iris-Distance. Comparative analysis is in comparison with other related
state-of-the-arts methods, including false reject rate (FRR), true accept rate (TAR), and equal error rate (EER). Lower
FRR and EER values can indicate better performance, while TAR is vice versa. The test results of the three publicly avail-
able datasets can demonstrate that each EER value can be optimized and reached to 0. 19%, 0.48% and 1. 33%. Conclu-
sion We develop a convolutional neural network (CNN) based model. The model is focused on the iris texture area in
terms of the integration of efficient channel attention mechanism and feature-reused and the problem of model gradient dis-
appearance can be alleviated to a certain extent, which is beneficial for the depth of the model and robust distinctive fea-
tures. At the same time, the intermediate fusion joint expression layer is introduced and focused on characteristics of
semantic features of different modes at different stages, and it can learn the corresponding weights adaptively according to
the degree of contribution generated by the low, medium and high semantic features of different modes, and the iris and eye
area features are fused into distinctive features more through weighted fusion, which can improve the iris recognition perfor-
mance in long-distance and non-cooperative status. This method is easy to be trainable as well.

Key words: iris recognition; periocular recognition; central fusion expression layer; adaptive weighting; biometric

fusion; long-distance and non-cooperative
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AL X 1 x CRYFRIEm &, W, H, C o 53
T v | AR I R R, SR, 4 i 4 2 Kl
ARG R NN B AR 2005, &m
A Rl G 4 12 2 B BEBRRAE , 3708 softmax
PR EICHE FLBR HEAL AR Ry fe 2 S 1 (R B SR AIE , B

I P C
ae’ Be’  ye”
— -
S, = N Tty T (8)
Ee" Eep‘ el
k=1 k=1 k=1

Ao, By TN RIR T IR . e, e, e I3 3R
71N LS MR JEL R Rl 5 2 1 x 1 x N ] A AR A
{EL, 7E00 00 Iy B, ACH AR B B0 15 16 ) 1] A% BE Bir
B, IO JH B ML B I D7 ok R AR, T ZE A
SRR A R . A T AR S (7). 1R
BRI R BE , 18 1 58 SUAR 51 2% ps 50 e 00 45 24
FIECIEGIREAS Z [ ER 22K/ o BRZEBOR , 37m P
N2 S i B LS R . S SURAR G pR B 1580

1
loss = N log ( PMTN) 9)

K, P EORTINER T AR HSShR % . e IR
B, AR SCBA 3 3k R B9 TrisCode ASEAAE by i
EASTH , T2 B FH N 45 B s — 2 e T 4 2
softmax #§ HARHELL , I SR AE B . I3
)AL, 2% S ARLRR AL AR AR A S P 45 288 531 ) 00 8
A Jo) o PR R RAE YT A B S T A R 250
P LR IR 1 B

2 ZWHER

2.1 HIE&E

ND (notre dame )-IRIS-0405 (Phillips %5 ,2010) 4%
P £ 3L 288 > Z i H BT R R, A Z 1A R —
2, R 2R B GAHE 25 1R 20 MR T B 10 A R T
PR, I PR 5 B 3L 10 080 M , 5 A e 54K
P ARAT 0k S TR AVAE Y 2R i UL Tl R, Bk

®1 HEPEMKENY
Table 1 Specific structure of the model

Lh) = (7302 S THIPN
Conv Conv5x%5 2x2;64  160x120x64
Layer-1 1x1;48  160x120x112
Layer-2 1x1;48  160x120%160
Block-1 Layer-3 80x60x160
BN-ReLU Convixl  1x1;160
RSN 2%2
Layer-1 1x1;48  80x60x208
Layer-2 1x1;48  80x60%256
Block-2  Layer-3 40x30%256
BN-ReLU-Conv 1x1  1x1;256
-2tk 2x2
Layer-1 1x1:48  40x30x304
Layer-2 1x1;48  40x30%352
Block-3  Layer-3 20X15%352
BN-ReLU-Conv 1x1  1x1;352
AL 2x2
Layer-1 Ix1:48  20x15%x400
Layer-2 IX1;48  20x15%x448
Block-4  Layer-3 10x8x448
BN-ReLU-Conv 1x1  1x1:448
RSN A 2%2
Layer-1 1x1:48 10x8x496
Layer-2 1x1;48 10x8x544
Block-5  Layer-3 5x4x544
BN-ReLU-Conv 1x1  1x1;544
T2t Ak 2x2
Layer-1 1x1:48 5%4x592
Layer-2 1x1:48 5x4x640
Block-6  Layer-3 2X2x640
BN-ReLU-Conv 1x1  1x1;640
-2tk 2x2
GAP 1X1x640
FC IX1IXN

T 5% P4 P AT 18 1 2 BR R 7 58 A AR P45 T
9, 5 7 R A MR AN 3 WA R EHR T, DI 2R 5
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FR3E, R, #E,

AW / B S ALIE— AR EFHER R ME S DAL

R EL B R 520 B, I3k 4 LA 45 12 960
NS4 132 800 PZ[aIF5 53 .

CASIA (Institute of Automation, Chinese Acad-
emy of Sciences ) -Iris-M1-S3 (Zhang 5 2018) B4
R S5 RE T 360 2R # I G KL, &
MZIRE N2 R 100EER .. 2885,
BRI RN 10 MR ZEHR AN 10 08 A7 B G, Bz Bds g 3t
£155 3 600 i £2 AR F1 3 600 i A7 AR PSR . 22 AR %K
RN EREE AT IR G o il . PRt , a4
HATHE 16 200 12 NTF53F1 6 462 000 2K 1557 .

CASIA-Iris-Distance (Tan, 2018 ) £ #J £ J& 1 [
b B ok S L BB BT R R LR T 1424032
A T B RS, R 321 R AR I RS A
AN ABER 2 1010, EGECR AL 2 5678 . L5
rp e T 28 ) B R 10 T8 G AE SR — A 3 B s
45,31 42010/, 25515 2 1015 A2 MR AT 10 R A7 HR ]
B ZEAIRAIN LA 53 A R 25 . RS S iR A2
HR RIS 5 A7 IR EHRAE I IR 5 B BB 404
I WA AE 2L 6 390 4~ 2R Y543 T2 008 590 42
WSS, HFASENER 2R

*x2 FEHAMNBIBEEFEHARER
Table 2 The details of used dataset

e ND-IRIS-  CASIA-Iris-  CASIA-Iris-
0405 M1-S3 Distance
Bk 288 360 142
RSl 10 080 7200 2 840
TR R 35 20 20
WARSHHG 2 160120 160x120 160x120
Stk NIR NIR NIR

13 kit 1 #icdis 4 1 S s 9 . ND-IRIS-
0405 KI5 5 R A 10 20 R Ry 335 WA , PR o o e
Bl AR B R K, BB S A A0k S 2R b i et LA
M4 . CASIA-Iris-M1-S3 % 5 5 J2: {1 Fl 88 o o
PG HE B (CRAE I 25 20~30 em) A KB A
6 A%, A RS 1) SRR R AR, R T K 2%
CASIA-Iris-Distance 95 52 75 < BF 2§ CRAEIE &5 0
3~4 m) AE BRR A T 300 b B SO X, 25 5
2 S I B R ARG A S0 R 2 0 T, (Rl el T4l A
BB A K, UM B BB, S TE) R AE 25
L2l N

(b) CASIA-Iris-M1-S3  (c) CASIA-Iris-
Distance

(a) ND-IRIS-0405

3 R BB R £ P o 1
Fig. 3 Examples of iris dataset images used( (a) ND-
IRIS-0405; (b) CASIA-Iris-M1-S3; (¢) CASIA-Iris-Distance )

2.2 EIRINE
SLEGIREE R BARSEAN R 3R . 2F2) RG]
LA E M 0. 001, 24311 25 100 4> epoch Z J , & 50 4>
epoch $f 5 /b 27 ] 2y I ok 19 1710, 2311 25k 300 4~
epoch. TR 9 SR BRPE , batch size e KAE H
AEIE M 8
3 NHABEHEGKSH

Table 3 Specific parameters of experimental environment

SRR ARS8
BIERS Windows 10
CPU Intel(R) Xeon(R) Cold CPU@
2.30 GHz 2.29 GHz
GPU NVIDIA GeForce RTX 2080 Ti 11 GB
[y 64.0 GB
IDEAL PYCHARM
TR B2 > HEAY Tensorflow

2.3 S5EAXEIFLLER

A5 H At 52 50 % L e BRCAY BF B 8 B £ 4 FRR
(false reject rate) . TAR (true accept rate) A1 EER
(equal error rate) . FRR Fll EER %W {E B A 5t BH 4 BE
FEPLER , TAR 22 o 1] 4 43 1) 2 31 a4 v s
U] MR TR LA R ey JE— R & 5 U 4 52 3K
T A #¢ 1E i Z& (veceiver operating characteristic
curve,ROC) .

R 4FEARTTT 8 5 1A T 54 ND-TRTS-0405 %%
Pa e FRYSEIEE RN . AT LA AR SO A
EER #1 FRR(FAR = 0. 1%) 43314 0. 19% F10. 21%,
50F 5 TR AR B Y A 19 0. 37% A0 70% A L

1469



1470

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 28,No. 5,May 2023

— BTHE-160%120 — HREF-160x120 — @li{-160x120

1.0
R
2]
1
=
H
o 10~ 10~ 107 10! 10°
FEIRPEZ AR
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H
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(c) CASIA-Iris-Distance

B4 4RI ETELE 3 DA TR R ROC HT 2L
Fig. 4 The ROC curves of the three public datasets((a) ND-
TRIS-0405;(b) CASIA-Iris-M1-S3; (¢) CASIA-Iris-Distance )

AR R R T ORI, — 5 A SOl
2 RE A R 4 UL P 0 P B iR R AR AR R T
FHR J& 50 (9 EER 1B 53971 4 0. 45% F10. 60% , B4
R 1%, ZEAR TR k1 1. 21% F10. 63%. 75—
J5 D, VR BERFIE Rl 5 1k R A8 A 8 il e R IR
JARIRRIEAR B, L Az O 3 B 5 10 T SCAFALE

F 5 FNEK 6 43 A ST vE S HA Oy i T
CASIA-Iris-M1-S3 H1 CASIA-Iris-Distance P> B i 4
8 PSS R 5 ik 1 SE I 45 SRS L, F A i 1 g

®4 AXFFESHMTTETEND-IRIS-0405
RS ESSI G RITEE
Table 4 Comparison of experimental results between
other methods and ours on ND-IRIS-0405 dataset
1%

Jrik wpppes 0N e
PRI (2019) T fi 2.13 1.09
Ahmad Fl Fuller(2019) 4T fi& 1.71 0.99
Gangwar % A (2019) T JEE - 2.11
Choudhary % A (2020) T g - 1.33
Luo 55 A (2021) e 0.70 0.37
Luo %% A (2021) AR A 2.06 0.63
Luo % A (2021) awid 2.53 1.21
AL [ 0.21 0.19
AL 95| 0.66 0.60
A LW 0.59 0.45
TE ML R R B A e 4 e, -7 F7m M 6 AR A $ it

FEPR EEE TAR MIEER. 1 F3X A~ T B4 4
(14 LG 5 AN HLR AR HE i i, YHR N R L
—ER PRI . LA H 78 CASIA-Tris-M1-S3 % 4l
AR T TAR(FAR = 0. 01%) Fll EER B4
BIZEI R 97. T7% H10. 48% , Tl %} bb J7 12 h R I
) TAR 1 EER {873 51 & 97. 3% F10. 73%. 455 &
B — [ T SRR B, AR SC 5 % B TAR M EER {H 4
96. 69% H10. 67% , YL F X b Iy ik B a5 tEpe A

RS AXFEESSEMTTIEE CASIA-Iris-M1-S3
HiRE ESSIRERIT L
Table S Comparison of experimental results between
other methods and ours on CASIA-Iris-M1-S3 dataset
1%

Jrik togs e T pER
Tan 1 Kumar(2013) e 85.40 2.43
Zhang % A (2018) A& 75.40 7.15
Wang % A (2020) G 94.30 0.73
A3 [iSay 97.77 0.48
AL R & 95.66 0.77
A T fE 96.69 0.67

T L PR 5 8 R A2 2R
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, RICE, #%, PR/ BEIR—REABFENIENIESHINE

F6 ARxTFEEHMFELE CASIA-Iris-Distance
RS ER AT
Table 6 Comparison of experimental results between
other methods and ours on CASAI-Iris-Distance dataset
1%

TAR(FAR =

Fik YRS 0.01%) EER
Tan Hl Kumar(2013) fibE 59.20 9.93
BUTTRIE S (2022) M 87.62 2.20
&1 (2019) I - 4.49
Zhang 5§ A (2018) [GiSay 86.30 2.29
AL fil 92.04 1.33
AL {395 87.25 1.76
AL LA 65.18 5.24
TE IR TR R & 9 e A 3, -7 Fom M OC TAE A SR 41t
Bl .

FIHLEAIE T A SO A S 8500 UG BT i AN
WIRREAE 70 7 M BT S AR IR . A BA
P %A T IR 55 CASIA-Iris- Distance , }U G J7i:
FIEAS K EER {E AT TAR {EL43 591 A 2. 20% (HT iR
) 87. 25% (ML RN ) , SR A2 07 VA AE B AR T
FERUA 9 25 T B 35 DL T A SOt 4 A B 2T g
U AR AR S 3 3l AR ) DX ) R AT R B
PRAMIT FETR I AN A2, B8 o R A B 3 S0 Tk P 7 B
2.4 HELKIS

2.4.1 HABMGER ST B2

S 7 = R o S L 53 i LS N 3 R A
RAT AR5 i —30(224x224 18 R ), W T
RIE S B B AN S | et TR R SF 3 i T4
WE T — 4SS . Az R A
RGT 160 x 12018 = 28R 128 x 6413 %, Hfh =
AR,

5 o n TS AR ARG R BUIPR i ZERTROC
Mgk ATLIE ) ZERO Rt 2 S YT 2R 08
B0, U R i AW, RS AR AR I TS 5 M )
LRSI T, WSS B DR A T — 2

R T HEAEUR AT LI R L R T 0]
DLF Bl i AR R4 /N SRR 25 32 3L
s S FOH RS BE AR N T % BG5S 1Y EER {H H
0.19% [+ 20.45%, B MR E TR, XUlIL
R AL AR ANF X O i (B i T AR SO ik

— HTAE-160%120 — HTHE-128%64
— BRJA-160%120 — HJE-128x64
— EbE-160%120 — FbA-128%64

it

i//l:{ =]

0 50 100 150 200 250 300
WARUEL
(a) Rank
1.0
2]
1
=
H
09 0= 10° 10 10" 100
R
(b) ROC

K5 ARG
Fig.5 Influence of input image size

((a)curves of Rank; (b)curves of ROC)

AR REAE ST A BRI P e R L R
i,
2.4.2  BAEIESR SR

h Y B I ARSI R Y iy A A 1) 1 R R

x7 BANBEGRTZWERITLE
Table 7 Comparison of experimental results of
input image size
1%

i AR TAR(FAR= TAR(FAR=

S YR 0.1%) 0.01%) EER
Ll 99.20 97.11 0.45

160x120 iR 98.29 93.54 0.60
[iSay 99.79 98.89 0.19

Lanid 98.33 95.97 0.77

128%64 R A 98.50 93.92 0.58
[iSEs 99.34 97.43 0.45

T« TR 7 M A8 SRS [l AR B BRI 28

1471



1472

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS Vol. 28,No. 5,May 2023

BT A G, BT 1 P S80I 73 Sl X £

LRI
SV S0 R P AR R 7 o IR R VR o
MR — i PR 2 B P R e S B e i Ho
[, X R IE SR U BB B — 5 B %5 56, DT S 2% 0.8
SRR ERETE . 1R 6 FNIELT 43 502 A TG i 0 e 75 ®
o b > 7, P 4 g :
BEUER W 75 X6 L B 3 5] 256 i 2k AN 32 33 AR R AE il b
28, DT T ] LA Y 75 R IR 22 U TR % g X o4
HXE R BB R, T2 (e B B 5 AR 7 5 £ 0
AN —3, 38 RAPE R IR 25 WX . MRS
A LLE I B E B EER (B Y8 0. 23%, B85 T8 0 50 100 150 B 200 250 300
[ . . . ERKE
WP N R T 0. 19%, S It 558 0% F3F He oy (a) Rank
AR 0. 37%, FRR UL T A SO oA s 1.0
P, BEIEAE UG T ANMERT R B DL R PERE /
TR — TR B
— WU — AR )
— W ARk %
e 2
0 Y e W XA }.1__‘
= 0.9 :
i 10 10° 102 10~ 10°
= B
> (b) ROC
7 MR 7 ) R
Fig. 7 Influence of salt and pepper noise
0 50 100 150 200 250 300 ((a)curves of Rank; (b)curves of ROC)
WARUEL
(a) Rank
1.0 RS HIFEEALIGERTLL
Table 8 Comparison of experimental results of
data enhancement
5 1%
‘%‘é 0.9 TAR(FAR = TAR(FAR
' S By e N = =
T‘fﬁ WELW RS 0.1%) 001%) R
T 99.20 97.11 0.45
08 T K Ji) 98.29 93.54 0.60
O e 1o Re 99.79 98.89  0.19
(b) ROC
N LW 99.31 97.04 0.39
PG R — )
Fig. 6 TInfluence of Gaussian noise H TR HRJ#4 o1.7 92.39 0.68
((a)curves of Rank; (b)curves of ROC) A& 99.72 98.54 0.23
2.4.3 RSB R AR oo 048
T GBI U SR T A S R R 98.22 9368 067
SRR [ P R SR, BSR4 Block b o i 28 A M 99.74 9921 01

e, SRR BRI AT RS LRty TR IR IO SR R RS T REZAR
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PRz, RX58, %=, BIW / SEIE—REFENIENMESDIAE

AL 529 i 2 008 4 RS — B, 12 3 N B 4R
PEAT IRl 85 R NR 9—R 11 Fron . Al AR,
3R 3 T T AR el T T 0 BB i) g A A T
B PR IE B B, 53 R O 51 A GEE 3 & n]
DA o) BHEAE P 8 08 22 6] (9 58 BLAR R A — S R
ISR TRRAE A 1 SUfE R IR . R
T i 7S T AR D SCREAR Lr s O B A R
ik, 38 S 1 IO 4544 % A SCRAAIE 252K Y TR) A

%9 7END-IRIS-0405 #{#F& HiBEEES
ML RN B 45 SR 3T B
Table 9 Comparison of experimental results of
channel attention on ND-IRIS-0405 dataset
1%

BEBIEREY =Y TAR(FAR = TAR(FAR =

FIPLH EURS 0.1%) 0.01%) EER
T 99.20 97.11 0.45

A MR )& 98.29 93.54 0.60
e 99.79 98.89 0.19

T g 97.22 93.36 0.92

Jc HR i 96.84 89.23 0.98
s 99.44 98.33 0.40

TE IPRL A 25 5 7 AT J038 18 D P ) e L4 2R

%10 7 CASIA-Iris-M1-S3#[iE& B TEH
HLH RZ N B 45 SR 3T B
Table 10 Comparison of experimental results of
channel attention on CASIA-Iris-M1-S3 dataset
1%

WHGEEAIE R EER
o i 96.69 0.67
& R F 95.66 0.77
wa 97.77 0.48
o i 95.58 0.73
P R JE 94.42 0.86
ae 96.81 0.61

TE PRI A 25 5 AT J03d 18 DAL A e L4 2R

3 &

AR SCHR T — b 2 T2 B 48 I 245 1) IR0 465 A6

& 11 7£ CASIA-Iris-Distance #{#E & HiEE TR 5
GIEEA LIRS oA
Table 11 Comparison of experimental results of

channel attention on CASIA -Iris-Distance dataset

/%
NV » TAR(FAR =
TR B A ( EER
0.01%)
L 65.18 5.24
f HIS &) 87.25 1.76
A 92.04 1.33
e B 63.67 5.89
o HIR J&] 86.76 2.20
[y 90.78 1.64

TE AL S 25 S A T30 18 1 = AL A fe fL 2

T 2% P 24 e BB (0 P e 28008 T T T T HL A ARy
R T FH A D7 15 AE —E R L BERS I A A R i Ok
ARTRLRE , A B T A e f) TR B2, R HCE 2 14 9
fiko TRV, 3E ik 5 LA [ Bl BB 1 2 1K J2 AR AN ]
BRSO e 2 T8 SCRRAE ™ A ) ST R FE 1 38 B
b2 > R RE I YA, I i 28 38 3 A Rl 5 9 55X
A SR T ERITHIR & R A il S B R ) R
ik, $2 T TR ARPMEIRS P IR GIMERE. 5
FAT7 P HE A, AR SCT7 125 BN AN [ B Be A Ak
(25 508, AN R DUCR AR T 4EE SRR 25 5%, 78
— R L 1 RS 5 fl SRRk ) nl A O Hx
IIEA G SEAIN SR . (H W% SR TAER
A BT B AS [R] B B Fe 2 Rl 5 A SR 2 VR TR
ZEFelE o A 22 AR R 25 A A AN [ B
By £ S 1) 2 S 1 S0 v 2t il 5 T SCHRRALE
7] AR T B 2R A T A% Bl e A B AR P
Yy T AT R, 0% T 0 B R A B TR R
PUBLERE RIS HT, BoA o0 B A IS 5 5
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