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Abstract: Objective Existing backdoor attacks against dataset condensation condense poisoned data containing trigger and
clean real data into a small dataset. However, the strong signal of real data in the poisoned data masks the weak signal of
triggers (e. g. , square, noises, or warping) in the poisoned data, leading to the failure of the triggers embedded within the
condensed data, which subsequently prevents the embedding of hidden backdoors into the model. Meanwhile, these meth-
ods only consider decreasing the distance between the gradients of target class condensed data and poisoned data and fail to

consider increasing the distance between the gradients of nontarget class condensed data and poisoned data. Consequently,
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the nontarget condensed data contaminate trigger information, thereby reducing the attack success rate. To address the
above issues, this study proposes a backdoor attack against dataset condensation based on separated triggers and multiple
comparisons. The proposed method optimizes the separated triggers to minimize the interference from real data during the
embedding process. The poisoned condensed data generated by the method exhibit a high attack success rate while making
it difficult to detect the embedded triggers. Method To help the model focus on the trigger, this study separates the trigger
from real data. The separated trigger is embedded as a sample into the condensed data in parallel with real data to mitigate
the interference of real data on the trigger. This study optimizes the separated trigger through a gradient matching method to
bring the trigger close to the feature of target class real data. When partitioned amplification preprocessing is applied to the
trigger, the number of trigger pixels is increased, enabling the acquisition of abundant gradients during the optimization
process to guide learning. In the data condensation phase, while the distance between the gradients of target class con-
densed data and the trigger is minimized, the distance between the gradients of nontarget class condensed data and the trig-
ger is considered to be maximized, eliminating the trigger information contaminated in the condensed data of nontarget
classes. To fully exploit trigger information and embed it into the target class condensed data, this study aims to reduce the
distance between the error gradients of the trigger and the target class condensed data, further enhancing the success rate of
the backdoor attack. Result For validating the effectiveness of the method proposed in this paper, it was compared with four
other methods on four datasets: Fashion Modified National Institute of Standards and Technology database (FashionMNIST) ,
Canadian Institute for Advances Research’s ten categories dataset (CIFAR10), Stanford letter-10(STL10), and street view
house numbers (SVHN). The proposed method achieves significant improvement in poisoned accuracy compared with the
existing methods, with respective increases of 20%, 47. 7%, 30%, and 6. 5% over NaiveAttack, DoorPing, DoorPing-1,
and DoorPing-2, respectively, while maintaining the accuracy of the model on clean samples without degradation. The poi-
soned condensation data synthesized by our proposed method maintain remarkably consistent poisoned accuracy when
applied to train models with different architectures. To validate the stealthiness of our approach, this study synthesizes
clean and poisoned condensation data across ConvNet and AlexNet architectures. Owing to the traces left by the backpropa-
gation process, the poisoned and clean condensed data become indistinguishable blurred images. These traces cover the
trigger, making it difficult for people to determine which set of condensed data contains the embedded trigger. To verify the
effectiveness of the proposed method on complex datasets and models, this study synthesizes a set of poisoned condensation
data using the CIFAR100 dataset and VGG11 architecture and evaluates poisoned accuracy. Experimental results demon-
strate that the poisoned accuracy remains 100% even under complex datasets and model frameworks. Notably, when the
poisoned condensed data trained on VGG11 are used to train models with other architectures, the poisoned accuracy rate
degrades. Complex models typically possess powerful feature extraction capabilities, which embed substantial noise cap-
tured during training into the condensed data, leading to a decline in poisoned accuracy. Conclusion The data condensa-
tion backdoor attack method proposed in this paper significantly improves the attack success rate, while the embedded trig-
gers are difficult to detect. This method possesses good cross-model generalization ability and can be effectively extended to
complex datasets. Compared with traditional backdoor attack methods, the backdoor attack based on condensed data has
unique advantages. By treating a trigger as an independent sample alongside real data to match the gradient of condensed
data, the proposed method mitigates the interference caused by strong signals from real data. Through aligning the trigger’s
feature representation with that of target class real data, we reduce the difficulty of coembedding triggers and real data into
condensed data. Furthermore, this study conducts gradient separation between the trigger and condensed data of nontarget
classes via multiple comparisons, removing residual trigger features embedded in the nontarget condensed data and thereby
significantly improving the success rate of backdoor attacks. The code is linked at https:/github.com/tfuy/STMC.
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7 (NaiveAttack (2023) . DoorPing(2023) . DoorPing-1 .
DoorPing-2) #E47X] L 3L 5 . HiH , NaiveAttack 6
fith % i O AR 2R SN B FR > FL SRR R R B LI
TR, SRS B EE R R T RO e R Tk 4

W B ORAE R e i 1 R G E B il & 2% DoorPing-1
AU B e 40 B I 100 58 X6 ik 4 %% 600 5 DoorP-
ing-2 SR FHASSCHT$2 1 04 fish 22 28 VI 25 ek & 2
P2 BAR LSRR RHIE . R LBR T2k S

4 5 DoorPing 7 T & K 4 e 4 1y X firh & #% 47 1L

WA ITEAETERE FRIXS L.

x1 S5UBHBREFITHEHHERTLE
Table 1 Comparison with existing backdoor attack methods based on dataset condensation
- - Fashion MNIST CIFARI0 STL10 SVHN

THERE hEERE TR R TR R TR iR

TR 0.728+0.005 - 0.312+0.022 - 0.314+0.011 - 0.148+0.021 -
DoorPing  0.699+0.010  0.415+0.043 0.281+0.016 0.561+0.188  0.280+0.020 0.428+0.148 0.155+0.023  0.504+0.087
] NaiveAttack  0.729+0.013  0.671x0.015 0.287+0.018  0.606+0.080 0.284+0.015  0.639+0.054 0.162+0.019  0.769+0.059
Comet DoorPing-1  0.720£0.006  0.690£0.069  0.300£0.014  0.832+0.047 0.289£0.018 0.617x0.058 0.155£0.019  0.837x0.067
DoorPing-2  0.710£0.016  1.000£0.000 0.291+0.018  1.000£0.000 0.289+0.012  1.000+0.000 0.158+0.04 1.000+0.000
AL 0.712+0.005  1.000£0.000  0.322+0.011  1.000+0.000 0.321+0.007 1.000+0.000 0.161+0.009  1.000+0.000

T 0.742+0.026 - 0.365+0.005 - 0.363+0.006 - 0.555:0.032 -
DoorPing  0.750£0.010  0.755+0.055 0.346x0.014  0.838+0.077 0.34720.019  0.519£0.091 0.48420.041  0.391x0.121
NaiveAttack 0.74720.014  0.772#0.031 0.355:0.017 0.819£0.068 0.350+0.019  0.810+0.019 0.485+0.032  0.740+0.036
Alexet DoorPing-1  0.763+0.008 0.826+0.033  0.341+0.025 0.884x0.041 0.352+0.015 0.70120.047 0.503+0.048  0.661+0.082
DoorPing2  0.727+0.015  1.000£0.000 0.344+0.03  0.902+0.046 0.348+0.014 0.965+0.029 0.51320.031  0.935+0.027
A3 0.729+0.012  1.000£0.000  0.368+0.019  1.000+0.000 0.365+0.009 1.000+£0.000 0.515+0.036  0.999+0.005

TR 0.712+0.006 - 0.283+0.016 - 0.284+0.013 - 0.262+0.078 -
DoorPing  0.72420.009  0.325+0.063  0.263x0.018 0.120£0.014  0.262+0.017 0.212+0.103  0.258+0.039  0.16920.049
NaiveAttack 0.712£0.010  0.687£0.058  0.26620.020 0.6670.071 0.268+0.022  0.642+0.044 0.273+0.038  0.6060.047
behet DoorPing-1  0.709+0.013  0.532+0.076  0.258+0.019  0.517+0.048  0.268+0.020  0.728+0.091  0.278+0.040  0.455+0.065
DoorPing-2  0.700£0.015  0.955+0.013  0.274+0.018  0.921£0.018  0.276+0.020  0.932+0.029  0.260+0.049  0.981+0.011
AL 0.691x0.01  1.0000.000 0.308+0.016 1.0000.000 0.306+0.025 1.000=0.000 0.251+0.078  1.000+0.000

TR 0.735£0.009 - 0.354+0.034 - 0.366=0.017 - 0.500+0.037 -
. DoorPing  0.747+0.009  0.579+0.034  0.340+0.044 0.381+0.088 0.342+0.018 0.657+0.037 0.490+0.037  0.344+0.097
PNt NaiveAttack 0.751+0.005  0.856+0.019  0.35:0.017 0.884+0.043 0.343x0.019  0.84+0.033 0.513+0.033  0.828+0.031
DoorPing-1  0.751£0.005 0.830+0.018 0.345+0.022  0.926+0.026 0.353+0.011  0.867+0.040 0.517+0.044  0.768+0.032
DoorPing2  0.761x0.008  1.000£0.000 0.365+0.013  0.96620.021  0.348+0.021 0.919£0.021 0.519£0.035  0.948+0.030
A3 0.735:0.013  1.000£0.000  0.378+0.019  1.000=0.000 0.366+0.013  1.0000.000  0.522+0.021  1.000+0.000

TR 0.745+0.008 - 0.357+0.012 - 0.357+0.009 - 0.461+0.032 -
DoorPing  0.757+0.005 0.266+0.022  0.346+0.015  0.803+0.055 0.354+0.009 0.61320.036 0.466+0.024  0.562+0.058
. NaiveAttack 0.740+0.007  0.814+0.040  0.342+0.015 0.874+0.022 0.348+0.01  0.854+0.038 0.453+0.032  0.758+0.045
Caffeet DoorPing-1  0.755+0.044  0.65720.033  0.346+0.012  0.90820.011 0.351x0.011  0.79220.045 0.465£0.025  0.637+0.048
DoorPing-2  0.750£0.004  0.932+0.014  0.349£0.013 0.96120.022 0.356x0.014 0.954+0.015 0.450+0.033  0.987x0.011
AL 0.728+0.008  1.0000.000 0.352+0.014  1.000+0.000 0.350+0.012  1.000+0.000  0.481+0.038  1.000+0.000

TR 0.7010.014 - 0.269+0.005 - 0.262+0.007 - 0.314+0.014 -
DoorPing  0.708+0.005 0.113+0.011 0.243+0.008 0.113£0.056 0.255+0.009 0.112+0.032 0.242+0.015  0.154+0.041
] NaiveAttack  0.69720.013  0.678+0.035  0.25620.007 0.839£0.067 0.272+0.007 0.777+0.047  0.338+0.0125 0.7600.039
veett DoorPing-1  0.686+0.006 0.13720.004  0.246+0.008  0.129+0.028  0.246+0.008 0.088+0.022  0.240+0.010  0.173£0.034
DoorPing=2  0.684+0.024  0.931x0.050  0.232+0.007 0.095+0.011  0.253+0.008  0.159+0.031 0.276+0.061  0.363+0.025
AR 0.692+0.012  1.000£0.000  0.278+0.006 1.000+0.000 0.265+0.008 1.000£0.000 0.315+0.010  1.000+0.000
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i, DAk G 52 2 1 e B il & 2 1 T4
3.3 CIFARI10 EHEE#ERYZ 1L RE

e F LU AW 5T (Zhao 55, 2021) , R SCHFFE T
T HE 5 I ) B AR AL RE ) o AR SCERXT CIFAR10
AELE | 7F ConvNet . AlexNet . LeNet . ZFNet . CaffeNet
FIVGGIT 2] — vk dn%idl . Hor, Rk 4i 41
PALHE 10200, B4~ A4 10 IRV AR BE . A
SCEFXoF 2 TR A B 8 AR S I R o3 AR X
6 PR AL 1 HEAT IR, SR J5 R CIFAR10 I aX 4R 7E
TSGR |- (18 o A S v B M SRR Al i
DS RNZ ALRE ST . ANR 2 AR 3 TR I A
VGG11 VAR HESR T RIMB 25 . 5 BUA B vk 46 )y
BTHE AL, BT 52 28R B B I RRAE
PEHRE ) e v AR i AR D VR AR BRI A T i A A
SEBUHE TP AR BN S S BOPE o A S v 4 Kk B Ak
PR WA 55 I SR 3 22

&2 FECIFARIOHIESE PR BEEZURE N (FTHERE)

Table 2 The cross-model generalization ability of the proposed method on CIFAR10 dataset(clean accuracy)

[ 2% ConvNet AlexNet LeNet ZFNet CaffeNet VGG11
ConvNet 0.322+0.011 0.351+0.013 0.300+0.010 0.358+0.012 0.302+0.022 0.330+0.009
AlexNet 0.353+0.015 0.368+0.019 0.291+0.022 0.346+0.011 0.281+0.030 0.310+0.016
LeNet 0.286+0.010 0.336+0.014 0.308+0.016 0.339+0.003 0.319+0.018 0.312+0.018
ZFNet 0.317+0.009 0.385+0.012 0.296+0.027 0.378+0.019 0.310+0.012 0.311+0.011
CaffeNet 0.310+0.012 0.341+0.011 0.258+0.038 0.336+0.012 0.352+0.014 0.309+0.005
VGGI11 0.193+0.009 0.228+0.007 0.193+0.010 0.228+0.009 0.252+0.007 0.278+0.006

&®3 FECIFARIOHEE EHEEELZHEEN (MBS ERE)
Table 3 The cross-model generalization ability of the proposed method on CIFAR10 dataset(poisoned accuracy)

EE ConvNet AlexNet LeNet ZFNet CaffeNet VGG11
ConvNet 1.000+0.000 1.000+0.000 1.000+0.000 1.000+0.000 0.999+0.003 1.000+0.000
AlexNet 0.913+0.053 1.000+0.000 0.946+0.063 1.000+0.000 0.999+0.003 1.000+0.000
LeNet 1.000+0.000 1.000+0.000 1.000+0.000 1.000+0.000 1.000+0.000 1.000+0.000
ZFNet 0.981+0.034 1.000+0.000 1.000+0.000 1.000+0.000 1.000+0.000 1.000+0.000
CaffeNet 1.000+0.000 1.000+0.000 0.998+0.003 1.000+0.000 1.000+0.000 1.000+0.000
VGG11 0.372+0.107 0.663+0.117 0.602+0.087 0.571+0.158 0.971+0.029 1.000+0.000

3.4 CIFAR100 & Z:#iEE FHBE M

Br TR 4 AR AN i i AER
Z A 4 CIFAR100 | B 5% T 48 5 6 9 A 241k
CIFAR100 2 1% 60 000 M5 R ~) 2k 32 x 3212 R %
o %, B g AL S 100 A ] /Y 28 9010, B4 2

4525 500 MR DI 25 L5 R0 100 BRI IR B 5. dn 4
TS TR %7 I AE 6 Fh A [R] A 9 2 HE 48 rp 243K
F T 100% B HH R R 2 R I R A R R
Bl W R, X FIE RS Y R E R
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&4 7TECIFARIO0H RS EM T iER =R
Table 4 The clean accuracy of the proposed method on CIFAR100 dataset

DRI ConvNet AlexNet LeNet ZFNet CaffeNet VGGl1
ERE s 0.131+0.005 0.162+0.007 0.096+0.009 0.162+0.008 0.161+0.003 0.096+0.003
DoorPing 0.122+0.008 0.165+0.007 0.090+0.008 0.116+0.008 0.124+0.003 0.096+0.003
NaiveAttack 0.131=0.007 0.166=0.006 0.100+0.008 0.152+0.010 0.166+0.004 0.084:0.002
AL 0.126+0.004 0.162+0.008 0.106+0.009 0.148+0.101 0.159+0.004 0.095+0.003
R5 FECIFARIOOEHIEE B ERHR
Table 5 The poisoned accuracy of the proposed method on CIFAR100 dataset
WIRFS ConvNet AlexNet LeNet ZFNet CaffeNet VGG11
Ty - - - - - -
DoorPing 0.117+0.011 0.122+0.022 0.0920.002 0.095+0.005 0.101+0.005 0.236+0.117
NaiveAttack  0.810+0.019 0.882:+0.006 0.736+0.100 0.780+0.005 0.872+0.015 0.622+0.015
A3 1.000+0.000 1.000+0.000 1.000+0.000 1.000+0.000 0.991+0.028 1.000+0.000
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Fig. 5 Comparison between poisoned condensed images and clean condensed images on CIFAR10 dataset
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Fig. 6 Quantitative evaluation of visual discriminablity for
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Fig. 8 The clean accuracy and poisoned accuracy under different number of condensed data

VGGI1

Fashion CIFAR10 STL10
MNIST

VGGI1



$£31%5/F£18 /2026 £1 A

PR, #E, X

iE, WER

5 B bR 2R A0 2 X b MY BUR IR B SR 1 I

1.0

o
=N

R RS

LA AREES

<
)

o
=)

1 |
1 1 :,,,,
]
= |
. ‘Hﬁ . :-_—-
+ :
I 1 1 I 1 1 1 1 1
I 1 1 1 1 1 I I 1
0.0 - - - 0.0 L - - 0.0 - L : .
50 100 150 200 300 50 100 150 200 300 50 100 150 200 300 50 100 150 200
ConvNet ConvNet AlexNet
10F---T---Io--do 1.0
1 I ]
1 I 1
go.fﬂfw—r—ffﬂfj”**gO.S
1 1 ]
#osl 1o l__l &g
"&' 1 I I Hﬂ
(R 1 1 1 b
03 *Iﬂ 03
1 I ]
1 I I 1
0.0 : - 0.0 L L : 0.0 ! . ; 0.0 1 L L
50 100 150 200 300 50 100 150 200 300 50 100 150 200 300 50 100 150 200 300
LeNet LeNet ZFNet ZFNet
10F---%-=--+-------1 1.0 = = = 1LOF---F---9--------
0s 0s ! l l |
el e e I | . N S I [y
{)ﬂ— : {\@}' : 1 1 |
= = | | |
U e R #0.5 Fmmmp =g - =
Ll 1) qepuyep g p—— F03 . ——
I 1 1 I
1 1 1 1 |
0.0 0.0 - : 0.0 p - - 0.0 L L
50 100 150 200 300 50 100 150 200 300 50 100 150 200 300 50 100 150 200
CaffeNet CaffeNet VGG11 VGG11

O BsR/ 3 gi/h2I5Ea R/ 0.5 4% 03 i/ Faa RN 0.1 15

1.0

0.0

{_ }_ 1|

Fashion CIFAR10 STLI0
MNIST
ConvNet

SVHN
MNIST

Fashion CIFAR10 STL10

AlexNet

SVHN

1.0

0.8

0.6

GRS

0.4

0.2

T T

Fashion CIFARI0 STL10
MNIST

ZFNet

SVHN
MNIST

0
Fashion CIFAR10 STL10

CaffeNet
K9 fEAFEfil & SRR T iR R

SVHN

1.0

MNIST

Fashion CIFARI0

STL10

LeNet

SVHN

GRS

S
o

—f

*1

—_—

—o— ["}iA] —e— DoorPing —e=NaiveAttack —8— Z<3L

0
Fashion CIFAR10 STL10

MNIST

Fig. 9 The poisoned accuracy under different trigger pixel value

VGG11

SVHN

B0 FEAN Rl AAE BT A i 5 M h i it 5
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Table 6 The poisoned accuracy and clean accuracy under different hyperparameter «

FashionMNIST
B 1oy

CIFAR10

STL10 SVHN

THHER R PEME R TRER R

PRERR TEERR PREMERR TERERR R R

0.005  0.721+0.007 1.000+0.000 0.317+0.013
ConvNet  0.006  0.711+0.004 1.000+0.000 0.317+0.008

0.007  0.712+0.005 1.000+0.000 0.322+0.011

1.000+0.000 0.323+0.003 1.000+0.000 0.161+0.020 1.000+0.000
1.000+0.000 0.322+0.006 1.000+0.000 0.173+0.013 1.000+0.000
1.000£0.000 0.321+0.007 1.000+0.000 0.161+0.009 1.000+0.000

0.005  0.701+0.006 1.000+0.000 0.374+0.018
AlexNet 0.006  0.723+0.016 1.000+0.000 0.375+0.016

0.007  0.729+0.012 1.000+0.000 0.368+0.019

1.000+0.000 0.373+0.012 1.000+0.000 0.511+0.027 1.000+0.000
1.000+0.000 0.369+0.011 1.000+0.000 0.527+0.035 0.956+0.142
1.000£0.000 0.365+0.009 1.000+0.000 0.515+0.036 0.999+0.005

0.005  0.690+0.017 1.000+0.000 0.300+0.017
LeNet 0.006  0.694+0.015 1.000+0.000 0.306+0.023

0.007  0.691+0.01 1.000+0.000 0.308+0.016

1.000+0.000 0.302+0.016 1.000+0.000 0.259+0.099 1.000+0.000
1.000+0.000 0.295+0.025 1.000+0.000 0.256+0.100 1.000+0.000
1.000+0.000 0.306+0.025 1.000+0.000 0.251+0.098 1.000+0.000

0.005  0.740+0.012 1.000+0.000 0.364+0.016
ZFNet 0.006  0.741+0.011 1.000+0.000 0.369+0.015

0.007  0.735+0.013 1.000+0.000 0.378+0.019

1.000+0.000 0.368+0.018 0.999+0.001 0.533+0.028 0.962+0.169
1.000+0.000 0.366+0.015 1.000+0.000 0.528+0.039 1.000+0.000
1.000+0.000 0.366+0.013 1.000+0.000 0.512+0.021 1.000+0.000

0.005  0.728+0.008 1.000+0.000 0.352+0.014
CaffeNet ~ 0.006  0.728+0.008 1.000+0.000 0.362+0.013

0.007  0.723+0.010 1.000+0.000 0.345+0.014

1.000+£0.000 0.354+0.10

1.000+0.000 0.350+0.012 1.000+0.000 0.481+0.038 1.000+0.000
1.000£0.000 0.355+0.011 1.000+0.000 0.460+0.033 1.000+0.000

1.000+£0.000 0.445+0.034 1.000+0.000

0.5 0.692+0.012 1.000+0.000 0.278+0.006
VGGI1 0.8 0.678+0.015 1.000+0.000 0.257+0.007

1 0.689+0.015 1.000+0.000 0.258+0.006

1.000+0.000 0.265+0.008 1.000+0.000 0.315+0.010 1.000+0.000
0.993+0.008 0.268+0.007 1.000+0.000 0.305+0.009 1.000+0.000
1.000+0.000 0.278+0.007 1.000+0.000 0.284+0.012 1.000+0.000

SEESAE BB R T B RIS o AR SO EL SRR
P AR BN A L1 (0. 2~ 1) A 7 85 T B vk
4 IR 1P ROR T TR A h a1
TIEARZ R B SRR 1 B2, PR 4F 100% (1
BEERR . AR AR5 1 2o 7 i e A FLSE
BB I 30 2% 2247 B ERR R A2 T, X
FAA SO A IR R SR R R AT T, AT LA A
DB RUR B AR AR AR P R AR
3.8 BrfHl

A B 57 A 7 vk FE S R 3 A (Xa 5
2021) , B4R 2 ) (Li %5, 2021b; Wang %% ,2019; Liu
4,2018) , TR AT AL R 5 08 52 5 11 el s Bie g
1] (Tang % ,2021 ; Huang 55,2023 ; Chen %5, 2019) , ]
TGN R b R A A DR R A DU (Xie
45,2024 ; Cho %5 ,2020; Kwon, 2025 ; Zeng %7 ,2021) ,
TERIRIER R T, R ey A\ B 2 b 3 s . A
£ CIFAR10 £ 4 EPPAh 1T IZ07 vk 18 X 3X 3 Fh i)

e T A T3 2 A e SR ROCR . b BT R
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3.8.1 BRG]

1)NAD (neural attention distillation) (Li %% ,2021b) .
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2)Neural Cleanse(Wang55,2019) ., Neural Cleanse
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Fig. 11  The clean accuracy and poisoned accuracy under different proportions of real datasets
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Table 7 The poisoned accuracy and clean accuracy of the proposed method after NAD processing
2% FashionMNIST CIFAR10 STL10 SVHN
e
TR PR TR hERERR  TERERR R TR PR R
ConvNet 0.1 1.0 0.1 1.0 0.1 1.0 0.1 1.0
AlexNet 0.1 1.0 0.1 1.0 0.1 1.0 0.07 1.0

K/No Neural Cleanse 4= U S B (H /T 2,038 @I ZREE 19 e R S AL, SR 05 FIHARUA L As:
W] Neural Cleanse [ 1 J5 v& oA 2 e th i 5 S FE I AEE M T B Z B A 22 57 . 4k
1 WG RR T 7. 389, UL ZREdE TR A a8 .

3) FP (fine-pruning) (Liu %% ,2018) . FPZ5& 8 W& 13 R, SCAn B iR S ge i s 35/ 7. 389,
RIS RSB OSBRI R )5 1T, R8HNIN T I pyE 1 18 ki SCAn B H 7 1

R 28 3o K A B S 08 4 R R 2 A R 2) CD (cognitive distillation) (Huang 25 , 2023) .
SIS R FP B GRS T CD AR AR R 43 2 i A v & B HP 2 B B4 A A A
dik. HER/N, FETF X — &I, CD XHEEA I SRt 2 > —
3.8.2  Hdmgi AN AT S 1 55 HUCHE T DGR, SR IS AR e 1

1) SCAn (statistical analysis of DNNs) (Tang 4 , KN BRAR LR A5 R I S dls , AT 2 B )11 2
2021). SCAnYEF|H EM(expectation-maximization ) - B A i P EE RO 14 JB7R T A2 e 40 B0 A

191



PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 31,No. 1,Jan. 2026

O ConvNet O AlexNet |
2.0
1.5
o
Fis
05 1.0 —
0.5 —
0.0
FashionMNIST  CIFARI0 STL10 SVHN

K12  Neural Cleanse 4= B 558 {H
Fig. 12 Anomaly indices produced by Neural Cleanse

T AR B A HE R L2 0Bk, Tk A B Y A
T3 i T rh g vk i BCE i 4R L 3 SR W CD B 7
TEHE Xy P AR AR Bl S T AR i B

3) AC (activation clustering) (Liu%,2018), AC
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Table 8 The poisoned accuracy and clean accuracy of the proposed method after FP processing

, FashionMNIST CIFAR10 STL10 SVHN

i TR R iR PSR e PR TR e
ConvNet 0.716 1.000 0.313 1.000 0.331 1.000 0.233 1.000
AlexNet 0.755 1.000 0.364 1.000 0.370 1.000 0.495 1.000

8 O ConvNet O AlexNet
=23 =) L =2 =11 L — =i = L3

LSy
A~
l
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Fig. 13 The test statistic generated by SCAn
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3) Frequency detection (Zeng % , 2021) o Fre-
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Table 9 The true positive rate and false positive rate of Badexpert detecting test data
FashionMNIST CIFARI10 STL10 SVHN
W%
R TR LR LS R LGRS LR LGRS
ConvNet 0.99 1.00 0.98 0.99 0.99 1.00 0.99 1.00
AlexNet 0.99 1.00 0.99 1.00 0.99 0.99 0.99 1.00
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Table 10 The clean accuracy and poisoned accuracy after processing by de-noising autoencoder

and de-triggering autoencoder

FashionMNIST CIFAR10 STL10 SVHN
P 9 y y N
Kl % T bl T g TR b P b
WERRE ERE TR MERE IR IR R R
B ConvNet 0.690 1.000 0.317 1.000 0.300 1.000 0.154 1.000
EME A ifthas
AlexNet 0.714 1.000 0.348 1.000 0.342 1.000 0.351 0.999
2= i % B 1 4 ConvNet 0.690 1.000 0.28 1.000 0.220 1.000 0.162 1.000
i AlexNet 0.723 1.000 0.302 1.000 0.261 1.000 0.404 1.000
% 11 Frequency detection X £ #7_E KB FAZEFN{RPAZR
Table 11 The true positive rate and false positive rate of Frequency detecting test data
FashionMNIST CIFAR10 STL10 SVHN
%%
HIHAR [GLEES HIHR LGRS HIHR LGRS H AR R
ConvNet 0.998 0.000 1.000 1.000 0.830 1.000 0.956 0.996
AlexNet 0.998 0.000 1.000 1.000 0.830 1.000 0.956 1.000

S SR B RFAE , DT $i e ik 6% BOHR ARICR o T8
fih 2 45 1) 27 S L B AR SO i A R AT T 43 DL
R AL R 38 0 ik K AR 2R O CRR: | i H RO
(R B T 2 ) o FERUIR R AR B i 2
XiF e E RS vie 4 5 ik & 25 R 5 5 A6 AH [ 2 1]
WAl BRI A B 5 fih A SRR AE AT 3 8, AR
BRAIE B AR e a5l IR 24 1 il R 2R ARIE . BT
(877 1 5 FECHE SN 6 Fh I 25 HEZE N 2493551 100%
ey A . TR EE, A HRE LA X 43 r 23 v 4 H a0 A
TR B . WFIE N DR T B30 Tk 4 (1 BT
5 2] I B IS B — LB R (Hu 55,2022
Song % ,2023 ; Xiong % ,2023) .t T b 2 1 45 B
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