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Abstract: The rapid advancement of deep learning has profoundly accelerated the development of autonomous driving
(AD) systems, enabling them to operale in increasingly complex, dynamic, and unstructured real-world environments. By
leveraging large-scale, high-dimensional data and increasingly powerful neural network architectures, these systems have
achieved substantial progress in a wide range of core tasks, including high-precision perception through sensor fusion,
accurate prediction of surrounding agent behaviors, and real-time decision-making under complex traffic constraints. This
progress has enabled autonomous vehicles (AVs) to navigate structured environments such as urban streets and highways.
However, ensuring the safety and reliability of AD remains a fundamental and unresolved challenge, particularly when sys-
tems encounter rare, unexpected, or hazardous situations that lie outside the typical distribution of training and test data.

Scenarios involving long-tail events, adversarial perturbations, or distribution shifts can severely compromise system perfor-
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mance, leading to outcomes that may threaten safety despite high overall accuracy under standard conditions. These edge
cases are difficult to capture through conventional data collection because of their infrequency and unpredictability, and are
often underrepresented in existing benchmarks. Consequently, the research community has increasingly recognized the
need to construct evaluation datasets that are not only large in scale but also rich in diversity and semantic relevance to
meaningfully assess system robustness under real-world variability. To support such efforts, recent work has begun to
explore how to systematically generate challenging and informative scenarios through synthetic data, simulation platforms,
and generative modeling techniques. These trends underscore a shift toward more proactive, data-centric approaches to
validation, emphasizing the importance of evaluating AD systems not only in nominal cases but also under the full spectrum
of environmental complexity and operational risk. To address the pressing need for reliable evaluation under rare and safety-
critical scenarios, this survey presents a comprehensive review of data generation techniques aimed at enhancing safety
assessment in AD systems. Although such scenarios occur infrequently in real-world operations, they often correspond to
critical failure points where system vulnerabilities are most pronounced. Traditional validation pipelines, which rely heav-
ily on precollected datasets or limited real-world testing, are insufficient for uncovering these edge cases given their con-
strained scenario coverage and the high cost, risk, and unpredictability associated with capturing rare events in physical
environments. In light of these limitations, we emphasize artificial data generation as a proactive and scalable approach for
constructing diverse, targeted, and informative evaluation scenarios. Rather than concentrating solely on algorithmic
refinements within individual modules, we adopt a holistic perspective that investigates how safety vulnerabilities emerge
across the entire autonomy stack, encompassing perception, prediction, and planning. While these components are often
evaluated in isolation, they operate in a highly interconnected manner in deployed systems. Errors in perception may cas-
cade into inaccurate predictions or unsafe planning decisions, while flaws in predictive reasoning can trigger suboptimal or
hazardous behaviors in downstream planning, even when upstream inputs are correct. These safety risks frequently stem
not only from the limitations inherent to individual modules but also from complex interdependencies, hidden feedback
loops, and susceptibility to environmental uncertainties. Such cross-cutting failure pathways highlight the need for scenario
generation frameworks that capture not only isolated errors but also integrated, system-level interactions that more accu-
rately reflect the operational complexities of real-world AD. To support rigorous and targeted evaluation under these condi-
tions, this survey organizes existing data generation approaches into three methodological paradigms: data-driven genera-
tive modeling, which employs machine learning models to synthesize diverse and realistic driving data distributions ;
optimization-based methods, which explicitly seek failure-inducing conditions through adversarial testing, scenario search,
or reward-driven exploration; and semantics-guided generation, which leverages high-level constraints, formal specifica-
tions, or scene priors to ensure interpretability, control, and relevance in generated scenarios. For each paradigm, we ana-
lyze the underlying principles, technical implementations, and typical application domains, and we critically assess their
strengths and limitations in capturing failure modes that are essential for robust safety evaluation. Through this analysis, we
aim to clarify the landscape of scenario generation techniques, identify gaps in current methodologies, and provide a foun-
dation for future research toward more comprehensive and risk-aware validation of AD systems. Despite the progress made,
current data generation techniques still face several critical challenges that constrain their effectiveness in supporting
system-level safety validation. A key difficulty lies in balancing the trade-off between data realism and diversity. While
high-fidelity samples are necessary to ensure physical plausibility and semantic coherence, excessive emphasis on realism
may hinder the generation of rare, safety-critical scenarios that are essential for robustness evaluation. Conversely,
approaches that prioritize diversity may produce semantically inconsistent or physically implausible samples, reducing their
applicability to real-world systems. These challenges are further complicated by the differing requirements across system
modules, where perception tasks emphasize sensory accuracy and geometric consistency, while prediction and planning
demand coherent behavioral evolution and decision feasibility. In addition, most existing methods lack mechanisms to
incorporate system feedback into the generation process, limiting their ability to adaptively target failure-prone conditions.
The absence of an integrated testing pipeline that connects data generation, simulation, and deployment also restricts the
overall effectiveness of these methods in realistic safety assessment. Moving forward, future research should focus on devel-

oping adaptive and interpretable generation frameworks that can dynamically adjust generation objectives on the basis of
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task context and system feedback while building high-precision simulation platforms that support consistent multimodal data

modeling and semantically controllable scenario construction. Advancing these capabilities will be essential for transform-

ing data generation into a reliable foundation for the evaluation and improvement of safety-critical AD systems.
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Fig. 1  The chapter structure of this article
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Fig. 2 Typical placement of data generation technology within the end-to-end pipeline
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Fig. 4 The history of multi-modal perception data methods for safety evaluation
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F1 BAHBEERNETAESHHES/HR (RRIETHDZE TN HS BAEEERPARETE)
Table 1 Main methods for generating perception data and output modalities/effects ( this table lists representative methods

for generating perception data for safety evaluation)
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Fig. 5 The history of scene layout and behavior generation methods
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Fig. 6 Illustration of autoregressive model generation

(Tan et al. ,2021)
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Table 2 Main methods and output modalities/effects for scene layout and behavior generation

(this table lists representative methods for generating scene layouts for safety evaluation )
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