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Abstract: Objective The goal of digital image adversarial examples is to add subtle, nearly imperceptible noise to an
image to deceive computer vision systems into making incorrect decisions. Most existing adversarial example generation

methods aim to maximize the loss function, pushing the image away from the true label. These methods typically involve
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multiple searches across the input space to find possible adversarial perturbations. However, this approach often leads to
overfitting to the source model, reducing the transferability of adversarial examples, making them minimally effective in
attacking other models. Furthermore, performing iterative searches across the entire input space increases the computa-
tional cost of generating adversarial samples. To address the above issues, we propose a novel adversarial example genera-
tion method based on a generative architecture, which selectively interferes with the frequency components that are crucial
for the decision-making process of the model. This method significantly improves the transferability of adversarial attacks.
Once the generator is trained, it can rapidly generate adversarial examples by simply feeding in the input, thus enhancing
the efficiency of adversarial example generation. Our method not only addresses the challenges of transferability and overfit-
ting but also reduces the computational cost by eliminating the need for exhaustive searches in the input space, enabling
fast and effective adversarial attacks. Method Specifically, our method begins by feeding the input into a generator archi-
tecture, which produces two outputs: Branch 1 generates the initial adversarial noise, and Output 2 provides the initial
mask information. The purpose of the initial mask is to retain the feature information that is beneficial for classification in
the original image. After obtaining the initial adversarial noise, we add it to the original sample to create the preliminary
adversarial example. The next step involves applying a discrete cosine transform (DCT) to the adversarial example, fol-
lowed by multiplying the DCT-transformed adversarial sample with the mask information to isolate the crucial frequency
components that affect the decision-making process. Afterward, an inverse DCT (IDCT) is applied to recover the image in
the spatial domain. This processed adversarial image is then fed into an image classifier, and the generator is optimized by
maximizing the loss function, which drives the adversarial example to produce the desired misclassification results. The
incorporation of the mask ensures that only the most influential frequency components, which directly influence the model’s
classification, are preserved. This approach not only guides the generator to focus on the critical parts of the image but also
enhances the transferability of the adversarial example to different models, given that the manipulated frequency compo-
nents are less likely to be overfitted to a specific model. By sirategically targeting and preserving important frequency infor-
mation, our method improves the effectiveness and efficiency of generating adversarial examples. Result Our method out-
performs baseline attack methods in terms of attack effectiveness when applied to convolutional neural networks, vision
Transformer models, and adversarially trained models. We also employed our approach to attack Google’ s commercial
API, and the results demonstrated that our method effectively compromised their classifier, causing it to produce incorrect
detection outcomes. To further understand the underlying reasons for the success of our method, we conducted a heatmap
visualization analysis. This analysis revealed that our method successfully shifted the model’s attention away from the fore-
ground and toward the background, thereby manipulating the model’ s decision-making process. Furthermore, leveraging
the generative architecture, we used the trained generator to generate adversarial examples on the Animal dataset and the
Microsoft common objects in context dataset. These adversarial samples were then applied to attack the cross-dataset image
classification tasks and the downstream object detection tasks. The experimental results indicate that our method maintains
its attack effectiveness in cross-dataset image classification tasks and downstream tasks, highlighting its transferability and
versatility. Hence, our attack method is not only effective for image classification models but also exhibits strong attack
capabilities for more complex tasks such as object detection. These results validate the broad applicability and robustness
of our adversarial attack strategy across different types of computer vision models and tasks. Conclusion The generator
architecture proposed in this paper targets frequency components that are beneficial for classification decisions, signifi-
cantly improving the transferability of adversarial attacks.
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Fig. 1 Comparison of images with different frequency features

((a) original images; (b) images preserving useful high and
low frequency information for classification;

(¢) images preserving low frequency information only)
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AP TFREIREARAMEG TR, ACHEET
Zhang %5 A (2023) Fil Li 45 A (2018) B VA 48 5 , £
T 45 ¥ A7 L P 48 % (structural similarity index,
SSIM ) | W {E 175 M Lt (peak signal-to-noise ratio, PSNR)
PR AR R BRI . XA R PR N I 45
b B = R XU AS I G T it 5 R R
ARFRALIT | X PUREAS 1 e BB e | o ol o7 5 3
3.1.3 Bk

ARG TR T 6 B AR XU A A
BT AR R S T S AT R TR
5 : SI-NI-FGSM (Lin 25, 2019) T4 R 1) SSA 554
(S ABLAN [7] 90 28 558 AN [] g A 000 232 149 33 22 7 ) (Long
45 2022) . GE-Adv (Zhu %, 2024) . IEM (Peng %% ,
2023) .DIM (Xie %5, 2019) Fl13E T 5 & 49 MIM (Dong
45 2018) ., R BEER GE-Adv LIAL, AR YR T %
BN 10, BRI SE o B 1. 6/255, XL
RS & BB N 16/255, GE-Ady 25 S 500 5 55 5
TRFE—2.
3.1.4 ASCFAEZH

SE g, ASCFAE 19 2 8005 K P A TR A A
Inception-v3 il ResNet-50, P44 Y (%) Jic 15 # AH
[ £ A s T Ay, BEE R 0.000 1, Ft KX HR R & 15
BN 16/255, A4 LA U ZRe Bok & o 30, (7)Y
riE N 0.5, ALK Adam AL 2%, 90 4 27 ) K
Ir=0.000 1,betas = (0.5, 0.999) .
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3.2 EBWHEW

AW 5E Fr A5 5236 78 NVIDIA RTX 3080 GPU |
SERL, SRR 1R o Bl o ARG 4R A Oy
PAETUT- T A A AR 1 359 e B 00 6 e R )
e HERE : LA Inev3 S YRR X o HL A AR AL A, 735
Yoy TR 3k 97. 76% , 48 M 1l fie L 11 GE-Adv 5
FARTE 2. 1% FLAEr A A8 () 350 i DR 48
FHABTT . L Res50 Ay IFAR 1R i | AR 5 7 3 B
157 e e (R Xt P 23 AR Il Inev3 BERY AT
W8k T DIM Bk BRI 2, (SRR, A
WY )7 5 7F Dense 161 F1 EFF AT | Fe 30 B R4 52 19
Wk e, B e e S R i — S U T
TR NS EE. ZRA X, T ERAE,
ABIE S 7 AR B MO R AR AR H AR
T

F1 ARFEWERINE
Table 1 Attack success rate on multiple models
1%

st Jrik
SI-NI-FGSM 72.36 7850 99.06 74.44 81.09

Densel6l Res50 Incv3d  Eff  SE

SSA 59.22 64.58 99.04 67.68 72.63
GE-Adv 94.78  96.64 98.92 92.24 95.65

Incv3 IEM 6226  69.34 98.56 64.70 73.72
DIM 64.52  69.50 98.50 66.14 74.67
MIM 4946  57.58 98.34 52.98 54.59
AR 97.18  96.82 99.66 97.36 97.76

SI-NI-FGSM 86.22  99.68 61.80 84.12 82.96
SSA 91.36 99.78 68.00 81.76 85.23
GE-Adv 84.72  99.00 47.56 85.44 79.18

Res50 IEM 9248 9898 64.22 81.52 84.30
DIM 91.08  99.68 80.14 83.96 88.72
MIM 83.22  98.82 54.56 70.32 76.71
VNS 94.26  99.66 68.58 93.16 88.92

TE DL R RN ZR SRR A e L IR E AR

FEXEXF BN G By B MR SL B 25 R an gk 2
FR o LA Inev3 RS RIS AR5 7 3 i 34 2cits
B ZE B R AR B DIM 5325 5t 24. 35% 5 LA Res50
Y I WL F N RS € e G DL s =P [ K - SE o =N L)
JE LRI G AP G R i SC g 45 R — 3
e300 M KB, LA Inev3 A J5RRIR (1) T80 S W 7 Bl

TR Y (3 LT Inception 2244 ) BAICR B AL, F 24
KT H AR AL 5 PR (14 SR — B R T T A8 14
AT AMERE

F2 Ml ZAEE FRIE I E
Table 2 Attack success rate on adversarial training models
1%

W Jrik Inc-v3  Inc-v3  IncRes- Ty

ens3 ens4 v2ens

SI-NI-FGSM ~ 33.78  29.86 1736 27.00
SSA 32.00  30.12 18.80  26.97
GE-Adv 10.22 9.80 6.88 8.97

Incv3 IEM 26.12  29.34 13.14  21.07
DIM 45.10  43.00 26.48  38.19
MIM 2296  21.08 11.78  18.61
AL 71.44  69.46 46.72  62.54

SI-NI-FGSM ~ 22.38 19.28 10.62 1743
SSA 25.58  23.30 15.80  21.56
GE-Adv 10.82 15.46 850 11.59

Res50 IEM 1772 16.58 9.60  14.63
DIM 36.12 3072 1770  28.18
MIM 17.16  15.46 9.04  13.89
AL 33.78  29.62 2630  29.90

T R R R T IR S A B AL R BGESCR

3.3 I VITH#EBISLIG

AR T T VIT AR L% ik 1 5
B Y RE T B A AL ] PyTorch Y timm J2
S, ASHFSE A R Inev3 F ResSO /R A YR AR AY | 556
SRR IR . TE LR BN ARG A7
AR SRR PR T HAD TS G 7 vk e I B B A
Bl Inev3 VR IRBIRIET , P RE HLES 2 4 (A 7Y
$2 155 30. 39%; i FH ResS0 1E R IR BI RIS, PR BE FLAS 2
GF IR 5 1. 88% ., SEURZS RANLEIE T e i)
D5 ETE VIT B F AR08 T, 84878 1 241 ViT
ABE YT TR X X 04 A T R A i 542k o
3.4 XA REITMS

S PR A A i 5 Bt S R TR AR ) — I A% 0 1Y)
AR bR, P AR R, B RE NS T S S
ME Ty . ABFFEAE ] Inev3 M M IR, LL 8 T ASIF
FE BT 155 58 G 7 TR WX UREAS 2B B, A Y
o R T 2B batch 3045 T2, INE 4 s, A&
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T B 77 7 PR X AR AR AR BUSCR B R TR T
TS fR T3 TR B B RO AS A T i, R
T 10k

R3 VITHEE ERKEHRIIE

Table 3 Attack success rate on ViT-based models
/%

i ik Vit-b  Visformer-S LeVit-256 -1
SI-NI-FGSM  19.20  41.08 4480  35.03

SSA 11.56  30.92 33.96  25.48

GE-Adv 928  39.66 54.04  34.33

Incv3 IEM 1446  33.78 3546  27.90
DIM 2382  39.88 4298  35.56

MIM 13.64 2646 2690 2233

AL 3034 82.06 8544  65.95
SI-NI-FGSM 1570 35.56 33.84 2837

SSA 1224 2852 30.44 2373

GE-Adv  15.66  18.62 2494  19.74

Res50 IEM 1230 29.72 2672 2291
DIM 18.46  41.32 4038  33.39

MIM 1226  25.16 2254 19.99

AL 17.02  39.94 48.84 3527

TE IO R IR ZFR SRR A e L IR AR

x4 ARFEERTRERRELR
Table 4 Comparison of efficiency of different methods in

generating adversarial examples

i Mot/ (/s ) B ] /s
SI-NI-FGSM 1.46 0.68
SSA 0.59 1.68
IEM 1.39 0.72
DIM 3.20 0.31
MIM 6.10 0.16
ASCFAE(A3) 222.22 0.004 5

TE L R RIZ TR B s 5 B AL RS AR

3.5 BEEEWEIH

AT R T RR L 7 s B T A AR 1 T 38 75
YR58 WG, AT 4 I 18 A A 2B stse B AT A= B
XIPUFEAS, o HLSAR 2 2 5, 3 O 5 B 4 ity
PLKCR AT 55 At Al 1 A 25 A

3.5.1 B EIRSr EBGE S g

FEA/INT T A Gl AR 1 A ASCFAE 5335
TE sh W) 80 P8 % b i 7 MobileNetv2 (Sandler 55 ,
2018) . VGG16 (Simonyan Al Zisserman, 2015) .
ResNet152 (Res152) (He %5, 2016) #l Inception-v4
(Incv4) (Szegedy %5 ,2017) 4 Fh G 43 A AL, 4 Fp
BRI R O 17 D 78 Sh W B 3 5 2 132 43 5l
9 99. 16%.99. 36% . 98. 11% 1 97. 00%.,, 4 Fhi 5 74
I HUREARGE A 5 1R, L Inev3 Fil Res50
JEASAIYE ImageNet Y11 25 1 4 1t A= RO BUREATE 5
YIBEAE T B 4B SR e ) 55 )
JE 88. 24% F188. 80%, F5r ik I ASCFAE 51 5
B LA S B S G RE T A AR I 5, 4 F
Gy AAER L K AR RN B ARG DA )

RS BENERBBHBEERNEER
Table 5 Cross-dataset attack results on black-box
classification models
1%

PR MobileNetv2 VGG16  Resl52  Incvd P14

Incv3 95.92 89.63 78.52 88.89  88.24
Res50 93.33 95.19 90.74 7593 88.80

3.5.2 R HARKIAT S5 Bk 505

A BIF T A8 42 Hh 19 ASCFAE $ 3 7E MS-COCO
B AR I ey H A5 A I A A FasterRCNN (faster
region-based convolutional neural network ) (Ren 4§ ,
2017) . YOLOv3 (you only look once, version 3) (Red-
mon, 2018) . FCOS (fully convolutional one-stage
object detector) (Tian 55,2019 ) Fl SSD300 (single shot
multibox detector 300) (Liu %5, 2016) . X5 45 %
6 iR, VEAL 8 F5 7 BI85 B (average precision,
AP) IR £4 43 8] % (average recall, AR), >R i X
i &, 32 I L (intersection-over-union, loU ) 4 ~F 14
H410.5:0.95] MG AT LA ARG 5E 19 7 vk
AR TR AR 55 AR SRS Ok
For AT A e I 235 SR A AE T I AR A
3.6 HERSELE

ARWEFEE— 20 70 B T AW FEHE SR v & B B 7y
XFF AT A TTER o AS SR H Inev3  PRAR
AL YGRS 100 MR S 4 2D B, B Ad ]
JEaR A AR IR T TR o R T EE RN AN [ AR
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Table 6 Attack results on downstream object detection tasks

FasterRCNN YOLOv3 FCOS SSD300
el 7k
AP AR AP AR AP AR AP AR
TS L 0.37 0.52 0.28 0.40 0.37 0.59 0.26 0.37
Incv3 ASCFAE 0.09 0.19 0.08 0.15 0.08 0.21 0.07 0.13
Res50 ASCFAE 0.13 0.23 0.12 0.21 0.19 0.26 0.10 0.19
x7T HBMIWER
Table 7 Ablation experiment results
Jrik Densel61/% Res50/% Incv3/% Eff/% SSIM PSNR/dB
ASCFAE 95.72 96.62 99.72 95.32 0.70 75.43
wlo alignment module 98.00 98.34 99.86 96.90 0.67 74.57
wlo frequency module 25.56 33.80 26.34 25.26 0.87 76.59
baseline 70.72 74.12 73.40 75.22 0.82 76.36

1 s w/o alignment madule : JTEXF FARER ; w/o freguency module : TG H i WA R L BRI ; baseline : FELE 72 .

Ay ASR.
3.6. 1 kX SR

YR , AW 58 J7 2 v, Wb A= B A S 4 3
22 1 # 3 FF R A Adjustable-DCT-IDCTunit £ 5 J5 5
JE 1 i AN A BSOS LR AR, R 04 AR 4 [ A
2233 Adjustable-DCT-IDCTunit 15 2] adw,,,, 785 H 1%
N3 g AR BB A AL AR g . YR A
Adjustable-DCT-IDCTunit 9 E B J2: 8 fR X e A £
BA (A R S X e s — 20 .

R T SRR X SRR (R B ST T I Al
X EE AR B A A% A B AR B 28 B Adjustable-
DCT-IDCTunit 215 5 J5LAAAEAG R GOAH i AR Jont
PUREAS CRIDIBCT 56 2 AR AE X 55 ) , I DIZFEAR
BT R R N . R T 2478
PPN, JoXF SRR T 1k AR Tk 1 2R e (3
RS ) (R AR B X BURE AR 7E SSIM &5 PSNR 45
P b S I T B X SRS g AR, 2% I PG o (B
BEPE) &2 Bt o X — 45 R K W], Adjustable-DCT-
IDCTunit B % 55 AL 75 B8 T+ Sy i 2 2 0% [l i, A
AN T sh 5 I AR B A T B
S EMG TR BE T AR SO ARSI A FE
3.6.2  fiEAl A B A A AR R PR AR

R T RAEARI BT 1 3 I e (A B AR R
FEE AR B (A S5 3 AR S A o sl R

EAPUN N N A %7 e N TB = A (PR S N g
U5 Guo S AN (2018) Y 7 i , AR FEIERE r = 1/8, Y
PREE 1/8 IR L, 30 3 338 B A% 5% A8 A A5 3 %
LA sh 5 5 R AR RE AR S 2100 ie XEUREAS , 1 b
X HUREAS I i [ 0 7 XOT O/ B8 1/8 RIS ., JF
AR B R A A A . R T 3178
RN, M E T B AR 2 5 Wb R R
WR A IS, U B AR 55 18 11 [ 38 7 A3 38 o R A e Xof
FHE RO A & B HEEME .
3.6.3 LR

AW FEALAR B T A R HP X T e R A A
B, A A A BB RS IR X B e 5 R bR g
AHHINAS BXFHTREAS W XTHURE AR 0 28 28 H AR 5% A
P i B AR A, AR B 178 BRI B i 0t
BB 7R 78 B X A A A e [l 2 )R, 3% A 432
ATEBI A LA . R 75 AT IR TR, 3L
i T A I AR T A I Y [ 3 AR Bk,
B UE T A58 7k A 80

4 & it
ARBIFTE 1A I A RE AR A 10715 9 A

R MRClBETE P T S Ll W RS T R R S Y D A
LI I AN A S ] XA T XA A 1T
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MU e ), i B T AR R . O T R R
— IR, AW ST HH — i T2 AR SR M B 7 0, fiE
AR AN RV A 1 RO 8 0 0 R SR i P i
AR5 S, , 38 Ao A PR X 2615 S A O AR AR o
BITEAEZ AR AR 55 EabAT TRk, BB T
Rl IR . 5 HAR T AR L, AR SO ik
73T F Tt P RE A A UK 3 07 T 44 R B I 35 A
oo AU AT EAFAE— 2L . filn, 18
HELORFE AR RIAUAG T A A X PO A T BE LA
PR — B Bl HOR |, 33 5 2R T A ()RR X 45
AL AU AFAE 22 5 o ARRAGWITE T DLt — 20
DA B BN ZRad B2, DA T3R5 R 0 75 SR O
P IR [, T IR A SO R A oAb T
SN AT 55 (i SCop ) BB AR AR ) R BT
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