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Abstract: Due to their excellent performance, deep neural networks are increasingly utilized in various aspects of daily
life, playing a crucial role in decision-making and providing assistance across various fields. However, the discovery of
adversarial example poses a considerable threat to the reliability and security of deep neural networks, markedly limiting

their application in safety-critical areas. Therefore, in recent years, researchers have conducted extensive studies on adver-
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sarial examples. This paper first introduces the research background and definitions related to adversarial examples, and
categorizes existing adversarial attack techniques into white-box and black-box attacks. White-box attacks assume full
transparency of the target model during the generation of adversarial examples, where the attack algorithm has access to the
model’ s architecture, parameters, loss function, and gradients to craft adversarial examples. Black-box attacks refer to
scenarios where the target model is treated as opaque during the generation of adversarial examples. The attack algorithm
has no access to internal information, such as the model’s architecture or parameters, and can only interact with the model
through input-output queries. In contrast, white-box attacks can be categorized into three types based on their approach:
optimization-based, gradient-based, and generation-based attacks. Specifically, optimization-based attacks formulate the
generation of adversarial examples as a constrained optimization problem, which is approximately solved using optimization
algorithms. Their main advantage lies in realizing high attack success rates with relatively small perturbations ; however,
they often incur substantial computational and time costs. Gradient-based attacks generate adversarial examples by comput-
ing perturbations in the direction of the loss function’s gradient, scaled by a predefined step size. These methods notably
improve the efficiency of adversarial example generation but require continuous access to the model’ s gradients. Mean-
while, generation-based attacks aim to produce adversarial examples by designing and training a generative model to attack
the target model. Once trained, the generative model can efficiently generate adversarial examples without requiring access
to the gradients or internal parameters of the target model, making it highly suitable for large-scale adversarial example
generation. Black-box attacks can be categorized into two types: transfer-based and query-based attacks. Specifically,
transfer-based attacks exploit the transferability of adversarial examples across different models by generating adversarial
inputs against a surrogate model, which are then used to attack the target black-box model. The main advantage of this
approach is that it does not require access to the target model or its internal information, resulting in low computational
cost. However, differences between the surrogate and target models can lead to instability in attack performance. Query-
based attacks work by gradually refining adversarial examples through repeated interactions with the target model. By sub-
mitting inputs and analyzing the corresponding outputs, these attacks aim to mislead the model without requiring any
knowledge of its internal architecture. While they often achieve high success rates, their efficiency is hindered by the sub-
stantial number of queries required. With the continuous development of adversarial example generation algorithms, an
increasing number of defense methods have emerged. The most widely adopted defense techniques can generally be catego-
rized into three groups: adversarial training, adversarial detection, and adversarial denoising. Specifically, adversarial
training is considered one of the most effective defense sirategies against adversarial attacks. This training involves incorpo-
rating adversarial examples into the training process of the target model to enhance its robustness against adversarial pertur-
bations. This approach is generally applicable and does not rely on specific attack methods; however, it suffers from high
computational cost. In contrast to adversarial training, adversarial detection does not adjust the parameters of the target
model. Instead, this detection introduces an auxiliary classifier to determine whether an input is an adversarial example.
This approach offers good integrability with existing models ; however, its generalization capability is often limited. Unlike
adversarial training and adversarial detection, adversarial denoising focuses on eliminating adversarial perturbations from
input data to prevent them from misleading the target model. The main advantage of adversarial denoising lies in the poten-
tial to restore adversarial examples to their original form; however, this process can occasionally degrade the quality of
clean, unaltered inputs. Adversarial example techniques not only reveal the vulnerabilities of deep learning models but
also inspire innovative applications in security-sensitive tasks. For instance, adversarial perturbations have been utilized to
enhance system resilience in scenarios such as adversarial steganography, adversarial watermarking, model protection,
and multimedia authentication. These cross-task explorations introduce new directions for adversarial example research and
contribute to improving the practical deployment of artificial intelligence (Al) systems in complex environments. There-
fore, this paper reviews various applications of adversarial examples within the fields of steganography and digital water-
marking. Furthermore, a diverse set of adversarial example generation methods is selected and systematically evaluated in
terms of attack success rate, robustness, and transferability across different target network architectures and benchmark
datasets, including Caltech-256 and ImageNet. Finally, the study identifies current limitations in existing adversarial

example research and highlights promising directions for future exploration, such as cross-domain adversarial attacks,
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robustness evaluation, real-world attack scenarios, and the development of systematic defense frameworks.

Key words: adversarial example (AE) ; adversarial attack; adversarial defense; adversarial steganography; adversarial
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Fig. 1 Diagram of adversarial example generation
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Fig. 2 Adversarial examples of road signs under multiple

angles and multiple lighting conditions (Eykholt et al. ,2018)

LSS R = el 1 W

B3 3DFTENE ARMI A SEARXI AR AR (Athalye 55 ,2018)
Fig. 3 Solid adversarial examples constructed by 3D printing
technology (Athalye et al. ,2018)

BT X — A, B 4R XTI SR R XS P
AT B B M 22 10 285 N 2R ob , LA £ )11
SRR B 1) ELSL PR FE T, DA T B TR A
MR YE . BRI Z A X HURE A o bk L e
SEGREAR B KNS G, DIRTHRE FIE T
B 3 M e s A K EN BT L BRAE ST . I, £



$£31%5/F£18 /2026 £1 A

KRB, RE, "%, IR, B&, FEM, 3%, £&F
MHEARER . B#E5SNRARRER

ARFER @ ATXITUREA —— ELOCIRAN
BAREA O B - - - - IRl
e y
LG el
B D-;‘I—
\ O~

K4 WHURRATFAE T H S RE I R UGk S i
[ 4 25 525 1]
Fig. 4 Adversarial examples exist in the difference space
between the real decision boundary and the

training decision boundary

X R HUREA AR AR ST FEA AT LAl 22 4 ] 5

TR JBE o 228 I 246 F) A S R S B Y [] IR ml RAAE Sy
— 3 B DR 4 T B, 7E N T BESA AT R Y
LB T A ZRE B AL R et . 4
L EERE RS HUREA BRI SN T B N T e 4R
2 AR B 2 2 T Y A R A 36 R A0 R A
JFANIERS

K5 JE7R TR TREA RUBF ST ATl . B W Bk
ABIFFE 2 B3 X HUREAR A B U A 5 A
PUREA T o XHHUREAS A BB it AN [R] 19 5054
FERSPUREA | DLk RRURRE B 22 0 2% 5 X BUAE AR 5 480
5 A AN [5] B4 97760 SRt 11 B X DR AR 2R R e 2
IO 245 115 A B8 610 TR 0 5 XHTOREAS IV T B 7R R URE
AA AR HIE WS BUK BN HoRZE &, LIS Tt
SRR BRI

S|
At (| ST
A S — , ~
: A WIS
RPN \ ) "
I %%m$<<: ] v wm#$mm<ii ;
Xﬁﬁﬁéz{gﬁ‘é ! L %ﬁ:ﬁiﬁjﬂl‘]ﬁﬁmﬂf . ? | XTJ‘*JTLAAQE'] J
S Rpere— | R
e {— A |
X

5 XHTREAR ST 40

Fig. 5 The field of adversarial example research

1 REBEBEX

SXPOREA R I A T E LIF

DFIREA o iz 1S P i T B R SO
s AR R R Z B i sh iy T4, i
N ZRATR L 7 S BRI RE RS /R 12 5 _E U B Y
RRER I o AL LGN AR B kA
A, PR AR SC P 9 AR A AR SO BURE AR S — 2147
ATEAR R R R B

)XY B XTI o 3z S PTG T A B
A A EL A R A A RS o R RS S I
FEAR 2B R HTREAR

3)iE XIS . ZOR AR A R — R E 7 A 1Y
XTSI B R B B AR REAS AR RE IR T TR 2
SRR

4) PS5 BN . A8 YIS L YEEK
JERT RN H B 0880 28R C s
B{ER S ¢8

S)IANRIEETENE E T o BR T Yesham L e
b, A AT T 2 1 o Y b o Al i P
B EIAS AT E PE B i

6) XTPUREAS o Z AR AN T XL 3 4 a4
Ao R X UREA R A E i R R AR I GR A TR E o )
U, BTN B 23 A AR KR BEIR A

Bt R . LUER P FERM SR G Sk

65



66

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 31,No. 1,Jan. 2026

AR B o3 M R XU AR R T fE T

8) HARE RS gAY i R AR HURE A
RIS 7 B

) XYL o AR AR N BUREA Y S Ko
it o RS TC e 75 (S VR B2 o > B A X e A A
AR AR N Lk — 280k A H AR B A H AR
Yoidi o MR Mot A bR 7 RE AR R H AR LA 2
BRI — 0 o B g o MR B

10047 BARrily o ZORA A XHTREA A H
PR R A —FR R AR

1D bR o ZORAE A XHUREA g A H
PRIASERLJ  BEALR  HE AS[R) T4m A SRR A A 45 2R
iE T BRI R T H ARt

12) A&l o 48 H AR R AE XA B A2 i
A R R R BT A, 0 B e A1 T A BORR RL F) 45
) S AR B A5 L A A OO REAS . IR
A R e 5 1 R BT A ity R TR
J3E B D0l A T A R et

13) R E TGl o 48 F AR XA (9 4 i
i FE R AN BTG RO R 1 Tk R ISR AR
i A BB A R DL AT R R L R &
Yol e RE & T R & Xl AR Gl ik E
By BT A B AL T AR A it

14) AR K. Mo 1 3T A i) B 2l Pl 2
AP X0 3 — iy A\ KU f0 i 2 SR s,
TR 2 08 B R

IS ARBEAE AL, 2 48 45 RS RO R T H bR
TR R B~ A R 2SR T H AR R
SR BN T SRR 26 45T Gl B R HTREAS B9 A i, PASE
JoeE T H AR R ) SR G il ol AR A LA
e — MR DB B A TR 2 ST R AR A il

16) IR o Ay i 1 BF R B — A8 Y AR Bl ) %
PUREARS T HABB R 2 AL RE ) o R HUREA BT S
A e U)o A A TR e e Sl A g o AR R A
P AL PE R X HUREAS 2 ik iR @ i Y —Fh 2T
FISRE

1) EBE. ik T X PIREARTEZ I iE W JPEG
(Joint Photographic Experts Group ) J& 45 45 & 1% &b P
PR, BT AF L s 4 5 i Tk e

18) XS HUBTAH o 12 46 Bl 1k XS BUAEAS X ¥R J3 2 2
BB FR 670 TR S B30 o T 20 R 0 e B A

BT BRI S KR R4 350
2 HBESITMIER

2.1 HIE&E

5 BRI, P X HORE A g AR
TE/NRCERY 20 RABHE 4 B 5 B Bl 48
(modified national institute of standards and technol-
ogy, MNIST) il & K i A 5% B 10 43 28 B4 4
(Canadian Advanced Research-10
classes, CIFAR-10) %, JHt, MNIST 2% 70 000 i
RSFh 28 x 28 AR MY K T HHCF KGR ix 2 K&
H1 0~9 L3t 10 Fh 2 51144 1L, 60 000 i > Il 25 4E
10 000 i A7 X 4E . CIFAR-10 12 7% 60 000 i ]~
N 32 x 2B R ARt WL I 5 A
ST T 100144 152, 50 000 i K I ZR5E , 10 000 i Hy
MR

BEA& BFFERITR A WE B X BURE A JE 31 R
SRR R EE I, 75 40 ImageNet 5 [E i B T 2%
B 256 25 i #i 4 (California Institute of Technology
256 object categories, Caltech-256) %% . ImageNet fifi
B AW EETEA, HATE 28t 1000 J7 i R~
25300 x 300 15 = 1 BRI, FE 202 100043
5. Caltech-256 T H 30 607 i )R ~F 24 370 x 320 4
RIEGAE L, Fe3t 257 4260 A BIFSEE TEA
AT 55 BT X HUREARIE S, ] T 24 AR 4
£E (celebfaces attributes dataset, CelebA ) . SC AR 1% Jg&
B4 42 (internet movie database, IMDB) F11& & 38 4
4E Librispeech %5 .
2.2 iEMIERR

171 Z (classification error rate, CER) i ¥ F 3¢
M b AR OB A A DL BB T, i) SO R R O 2R
FEABCRE 5 AAEAS R A LU . BBy, X
POREA A UG E  H AR P48 2 1 AR Iy 2R I REAS
B BREAE el |, b RNZ A Y BT RE
G

I Ak, 0 {E 15 M (peak signal-to-noise ratio,
PSNR) . Z5#4 A BIVE (structural similarity, SSIM) 1A
HI 8% 1 BE & (learned perceptual image patch similar-
ity, LPIPS) (Zhang %5 ,2018a) 25 5 # 1l FH ok J& & %t
PUREA BB B i . PSNR A9 HUE Y R 0 31 15 E

Institute  for



$£31%5/5E 18 /2026 £1 A

KRB, RE, "%, IR, B&, FEM, 3%, £&F
MHEARER . B#E5SNRARRER

5 MR F R XA 5 AR REASBAET , Xk
BN R HURE AL SE B . SSIM Y B E ]
O F 1, fE AT 1 BEIIRHUREA 5 R R A g
AT, RO A LSRR AL

3 XTAEARER

Szegedy 5 N (2014) T K & 30T LA i o] {4
TSI ME LA 5 0 B £ ol 22 19 26 A At 2
Wr, IEREES N T XIS R REA TR X BT A [
XA O HAEAS B 7 R XL Bt o a4, 8
AL BT T A AW AR A W] 9 et H A %)
PLBGE T LA A B bR Mot MJE B Asdcti o A B
Bt AR U R POREAS 5 215 B AR b 258 0 25 45
TR Fe 6 2 iR . o H bR B T L AR
YR HOREAS H s A AT F i 28 o 28 AR A
BRAHIWTRIAT o BRI 2 A, M40 Tk i 2 5 30 A 1
[7) H Ay 22 00 25 A5 Y O AR, X B0t 7T 43 1
UG Ty o I N E L G A G i R R SR
5] H R AR , AT LASK U AL A 2548 S50
AR R TERG T b BRI g — > R
T, Wk Sk A U5 TR R A AR .
PRI, PR At 174 Bt e R o 0 T 1 & et
F &Il W BB XS PUREAS A A [RI AR 22 1] (1) 3
FeMEREAL R & IR
3.1 BEWE

P & G AR AN ] 18 s g 12 T k2540 73
BT AR Tt | T R B0 Tl R R T A Y
Ui
3011 FETRAR

BT T B R HUREAS A i ) RIS A Ryl
LY )&, TE R HIO0 A 53 12 00 AT AR oR
it LAAR ORHOREAS o PR3 T RERS LB/ B RHT
gt 7 JAA e ) s BBl 3R (LT H SR A ] £
MELK . Szegedy 55 N (2014) 1 YA HH B TR AL 1Y
Wealy | I gk — 2 A AL AL 5% L-BFGS (limited-
memory Broyden-Fletcher-Goldfarb-Shanno ) %f H i 17
UTASK A . SATHT L-BFGS B SR AR NN, 2 804
JER PUREAS T B FE R BERY IS ] . BE T L-BFGS,
Carlini il Wagner(2017 ) $i& 1 —Fi#7 9 38 T UL AL Ao Xt
PUREAAE 1 77 C&W (Carlini and Wagner) , C&W |
JH tanh Fl arctanh pR LSS BLRREAS 23 (8] 19 S, UAE

AR MELZ S RS P8l o [EII %A 3l B B Y
Wi BE ), BEAS DR T 223k B 1 2 10 ) PO £ AL, {H
TR S Irfs Z A AR . 3T C&W T
12525 OO BUREAS AL 5 BT R M B |, Zhao 55N
(2020 )4 BN A2 1R 25 5 | B XTHUREA (1) £E Jid 72
H T4 L T RN U AR A 1 v < SRR A B s A
11 (perceptual color distance penalty, PerC-C&W ) #ll
JE( BE A2 B 4 2K (perceptual color distance alternat-
ing loss, PerC-AL) ., A4 T RGB (AR 2 (Al i XA
A, PerC-C&W il PerC-AL REWS L VAR A BN KA
P Bl & H AR A BP0 5, SR T % P Ay vk
A, [ T ek DG A 1 T 52 2% 32 3t g 3 — [l L. Zhong
5 N (2022) 1) BHOE RS BT 7 A 1) 2 AR R TR
A RRECT MR TR LA SR T 2 T
(M Z5F 55,2024) ,IZIGE 7 38 B4 AP B rE
3.1.2 FETHERLE

LT B 1) Tty DA SR R KR b B2 S O 1) L 4
B s D KA UL S A o Hire A . A
TE T RS R b i s X HURE A A iU AR BT 2
FREL Ui LR L . Goodfellow %5 A (2015) B ¥ 42
H PR BB AT 5 5 (fast gradient sign method,
FGSM) , FGSM AR 3454 2k R K500 4 i g A P15 11
JE 75 ) T UG LA A s A AS . BUARIZOT R R
FETE T XPOREA Y A B B, (H A S35 05 =0
Hit BT AR, Rl 25 | A R B4 sh
PRIFARREAR KA ORI SE iRk . it — 20K
ALY ST, Kurakin 55 A (2018) % FGSM AT T
Bt Ak, $2 Y EE il 3% R 2 (basic iterative method,
BIM) . BIMCRHE SN TR R 73 o 21k A0E R, BRIk
B7 AV R E S AN LS8 T3 7 NI L = 24 oA S e R s ) I
A 5 W ¢ v ) [ g 2L 45 B v i Bl B . AR
BIM [y 5EAl b, Bk i 22 41 0 s e 2l 38 iR R RN
BRPER G D R AW IR . 914, Papernot 5 A
(2016b) 4& i & T A w] L A B ) B B
(Jacobian-based saliency map attack, JSMA) , 1% 5 7%
BE T R EE X UL S S I B AL A RO R T
T L A AH I E) A A BE B . Moosavi-
Dezfooli 55 A (2016) $2 tH DeepFool , 1% J7 3% Fl FH 2% #))
JTT AN 2 2R A O LR A 1Y fe /MR 3D
Bifi J5i , Moosavi-Dezfooli 25 A (2017 ) it — 25 #2 H1 38 H
XTHT Y 30 (universal adversarial perturbation, UAP) ,
UAP A AR ] —Fh 41t 2l 52 BT i A7 16148 8 % 470 28

67



68

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 31,No. 1,Jan. 2026

7o Madry %5 A (2018) 42 H #5052 86 T % 3% (pro-
jected gradient descent, PGD) , il i 5 A FEHLW] U5 1L
FE BN AR LU DR FUREAS Az il e P A B AR T
A B TR, [ i PGD Az i XTHHURE A TE AT Ht
YGRS REDS B A b 42 T H AR BB Bt . TR
“EOR BB A BA S350 Bl (Dong 45, 2018) i
A ZFEME (Xie 55 ,2019) DA K 7 7 A A8 P4 (Dong 55
2019) GIAXTHUREA B A o R, 4R HH 2 T3l
(A 2% A DL 6 BE 47 5 15 (momentum-based iterative
fast gradient sign method, MI-FGSM) | £ o4 A %1%
PR A 455 75 (diverse inputs iterative fast gradient
sign method, DI>-FGSM) DL K - % A A8 B A 140 vk
(translation-invariant basic iterative method, TI-
BIM) , LAk — 25§ TR PR ARTE B e Ty B B
LR PE LRI, IR 13RI BEJT , Rony
4 N (2019) 42 H i 5 J7 i 5 0 20k (decoupling
direction and norm, DDN) , % J7 576 118 P 8 K
7716 5 SO , DT AE B /N R 4 3l 5 B 3K i B
B R . R A (2022) 3 H— R (R
PEXTBUREA Az AR, F 3 A 0 BURE AT DRI
Yods iU a0 G0 T B 5 A A B
Zhang %5 N\ (2024) BT NS0 RF AL 3 1 — 1
FE AT UL PR, LA 2l 25 R B [ R X B % B 4 2l
SRR, AT AR S0 A AT R SO e R A R P )
XA o
3.1.3 T

BT A R Kk 4 3 I N R — A A e
Rk H AR DLAE IO HREAS . HARSTE 7246
AR ALY 2558 05 A T 2 H B AR B 4505 Sl
A LAAR o BRI T Bl , T 5 RO A o B
A%, Poursaeed %5 A (2018) 2 T Unet 25 ¥4 F 3 22 45
&t b 2R R BT 3l 75 15 : GAP-U (generative
adversarial perturbations-Unet) fll GAP-R (generative
adversarial perturbations-resnet) , LA #4) & 18 FH X} $1AF
AFNAEE XA . Xiao 48 A (2018) #2 1 3 T4
RS (generative adversarial network, GAN)
(Goodfellow %5 , 2020) (14 X Hit X 7 (adversarial GAN,
AdvGAN) . 4245 AdvGAN 38 it #4 £ 2F it 31 24
I H bR o2 > IR REAS MU REAS 23 A1 Z [8]
WS, LU A BOARACR B8 R B R X R A
Jandial 55 A (2019) 44 H BB RL 4 Fe AiE S Bk 2R )
FUZ AR A GAN I A, 2 — 4R ) AdvGAN 1)

O TE AdvGAN++. AdvGAN-++H 14 56 56 45 1 It
T T HAE B E Z WA S50 T B 0 X b e
7o Liu#l Hisieh (2019 ) 4 H B T 1% 04 — 1k A iox
S (spectral normalization GAN, SNGAN) #E %2
(Miyato & , 2018) 19 & #& A= B XF Ht ™ 45 (vobust
GAN, RobGAN) . RobGAN i i:f B Bl 25t 3
SRR LU SR T AR s 0 S, D i —
AR T U A I B . Lu 55 A (2021) 42 1
e F X AR N B 3 g g8 7 15 (symmetric
saliency-based auto-encoder, SSAE) , 2Bk T LA Jr
25 b B S R A e X AR s AT e
> Ok B T AR N BURE A B9 L8 BT B . Hu 58 A
(2022) 4 i — I T PRIEE Y A T 9 e Az il A
AR AT BT SO, LA S8 RSO S AL A AT AR I 5 1
Z MBS . Duan % A (2022) 42t —Fh i i 24
T AR W AEA R T o Zhang 55 A (2023)
& H T AR O B G A Y TS X B R A AR
HEZR 32005 125 BE 38 2 X PUREAS 18 26 15 MR S R AR 4
AR 28 TP BB FAE A o T IG5 N (2024) 41—
T 22 SR AE TR 5 19 53 0 U AR A I B 1% 75 ¥ MDFM
(multiple domain feature mixup) , DA 5 X PrAEASTE
BaYR T IEE IR, RN (2024) 2 HY
LT R S B AR A By — B D R A B e AR
T REARE O WA S R AS , DAREARAE A Bl i 1
AT HREA (Y AT REME . Chen 55 A (2025) £ 1 HI
P BIORSERY ) AR R 3 A 51 RE 1 R A O BEREAR
3.2 BEWE

PR G VG AR S AN W] (4 Mot SR Tk — 254 o
BET IR A Mt A T A I R B
3.2.1 RETIERMIE

BT IR 00 Yok R ISR A TEAS [R) R A 1] 1Y)
ALIERSPE G e BT R AR AL A N HURE AR B
i HAR B G iAy . HAOLHAE T I0H 3R I B ARS8
FEHRAE B TR AR (B R A 22 S 1 2 R B0
RIHAFEAE . Papernot 5 A (2016a) 17 5c 5k F it
FEPESCBE TR B AR A ) R & Sty AT e i
— > EARBAY A AR AL , IR XA PR AL HE AT 1
&I DU OSHTUREAS P FHX SRR AS LA [7) 1
ZRAAY I B SR SE I T H AR A it o Bl
J& , Lin 58 A (2017) B R R A TE IR AR AR
BOBAE A E Ry BT 1 5 . A fiTiE
XA AR R HEA T 1 & Bk 1 5 e — 2B 3R TR
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AR IERS I, LIS 3 B ) R s Mk R % BRIl
Z A, Papernot 26 A (2017) 1A A 24 4% BRAR AU ) e 3
S H R ERLEOH T I, X BUREAS (1 3 B PRl 2
MG AR AT AR R B ke A i e QR
B AT AT W BN 2, NTTAG 5 AR S B AR B Y
FRBRREHY , LA $2 T P8 & i i %8 . Naseer % A
(2019 )8 1 f U AN SR TR SR T X PUREAS /Y R] AT
A . Nakka Fil Salzmann (2021) i iz 2§ i #6280 f)
] J2 R R R S T XS HUREA Y FTIE RS 1% o Zhang 55 A
(2022b) $2 tH # # ImageNet I o (beyond ImageNet
attack, BIA) , B 7E R W AT XS BL el 7E s 452 80 | 5
BE L FNREAE 55 B Al TR . Wu 58 A (2023) #2
25 IR i (1) Nesterov 8l 3 771k , %7 L3 BL 4 8 i
—/RERS T L UG ORI AR, OF LAk 1
SR B, AR T T XA R A . Wang
AN (2024d) £ ) — Tl ok DA i3 7 20 A v R RSN
R GE PN GG R i A R IS O KT PN E 1
AR BE 1 s Sl i DU TH TR M . 4Ok, il i
Pt 52 AT 200100 2 i X — JEUBR AR A 5 A
PRZRE QR AF 5 22 % (Wang 45, 2021) | J7 22 0 3
(Wang il He, 2021) | 4= J&y 8 & 4] 4 6 (Wang 55 ,
2024a) FIFHZICA K (Zhang %5, 2022a) % )7 ¥ , E—
AETE T RPUREA TR
3.2.2 ETAWMEL

BEF AR 9 U i 2 1) AR R AR
IF g AR AR S B RE A AR S A .
DEIATE T M G5, ok i Ay (H R i
(1) 25 ) BOOR AR . Chen 55 A (2017) F5E5 A
THEET AW AL TR G TG A TR I E G
It Ak F5 7% (zeroth order optimization, ZOO) 3 F| 47
PR 2243 (finite difference, FD) it H AR 86
A AR IR A TR0 RE B EAT A & DL SE Ok H AR AR
RIR ik o SR 2O AR R N R E R R 2
PR A ) E AR AR A AR, AT 23 T AR R Y
IEFISE Sy o O 1 B4R THES BEAG T YA, Du
45 A\ (2018 ) F Bhagoji 45 A (2018) 73531 it 1:f Pl 22 14
i X IR AR 3 20 B 14 5 SRR IR AV A i) H AR AR 1Y
WHL BRILZ AN, lyas ¥ N (2018) 48 i — Bl T A
SR AL 7R B (natural evolutionary strategies, NES) fY
BEBEAGTT 575 , 38 MR AR 1 A0 ih) F AR B A TR
Tu % N (2019) W Bt 1 — 35T H gt 85 19 F B
it 4& 77 ¥ (autoencoder-based zeroth order optimiza-

tion method , AutoZOOM ) , #E— 2545 /)N ZOO 3% 148
R [0), AT A RO BUREA R . AR
K, Rahmati 55 A (2020) FI| 1130 F L 22 i 47 R
Gy, AT LB /N B0 Bl iR SR Y A A Rk
BT R B R B R . Li AN (2020a) 52 5]
P4 B BS54 R B0 SRR S i PR &K
i (projection & probability-driven black-box attack,
PPBA) , AT FH R A3 240 AR A2 S I R o [l ) fie
23], HE— 5T T AR ROR 0T IR T R A
oty i R 8 A i) H AR 300~1 200 ¢ Shi 45
A (2023) 42 H i HEEACHURFE 1 2B G Gk i — 20
PRI T AEWBRCR . AR T HAL T %, Park 55 A
(2024) 2R HT T BEAR A AUE BUA A R (8 FH A K
PRA I FH T 25 i AR BB TR R 48 S04k 5 A i)
(e Vo i5 N (2024) 48 H 5 T 70 K 2R & W i
XL Ik AR DL S SR R T T AR
BRI, DT AE 68 S DR DAL E R T ) £
.

4 XA

B X HUREAS 2R A B AN T4 1 Ok Bk &2
BT AN]SR (4 X B B A O ik (R KRy 45,2024)
AW EL . BT B TR R 7512 ] 3 kel
Gk XU I FN R 2
4.1 XFHillZk

XTI RN Ay 2 di iR B R4 BT AH) S i 2 —
R R X HOREA I A B B AR A Rt 2 b, DA
PRI BRGNS SRS Y RE ST . HAR AL T A KA

8 B s PR R BB T A OR
Szegedy 55 A\ (2014) Fl Goodfellow 55 A (2015 ) 7E 4
L-BFGS Fl FGSM i if i 15 U 4 1 X e Il ZR A 2
J& 2K, Madry 458 A (2018 ) 7£ 48 H PGD Mk 11 [R] B, A
TRIE B ) S RO Y F X X el g i A7 1 ik
— LR ES PR AER] . TR XTI
SR RBZ . Filn, Wang % A (2020)
$ R 4 ZS N T I 25 (misclassification aware
adversarial training, MART) LA X 43 IE i 73 R B FE A
SR B REA IR X IR B AR BT IE
NI LS o X BB R . Gowal 55 A (2020) 72 T
JE AR FEASTE StyleGAN (Karras 4 ,2021) F 19 43 fif ¢
ik, AT = & N GRFE A LASRAS B4 B X BTN ZRRAOCR
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BRI 22 4h, Vivek Fl Babu (2020) fif B T 1 FH #4524
i A B AR AR AT RTINS 7 A o S 1)
B A FE4E S — I T dropout & BEHIL I (1) 55 XS 4T
Wk, AR T X 2 T B A R U5
[F] LB R 1 AT P& 1 . Xiao Fil Zheng (2020) £
H —Fh B SR I G R A B XTI 207 2k %0 R
BN AR A G BURE AR, IR B AR A
H AR B 3T 5T Zrb LIRS . Naseer %8 A
(2020) #& H —Fh (1 W B A XTI 505 5, Al AiTAE B
THRHIER B X B PR R T
T T RREZS [ 453 2, AT 0T H A A A8 ) v ] J2 ik 1 7
ik LA B PN 25 B i ERBEAR . Jia %A
(2022) $1& H —Fh AT 2 =) oo SR ms i e e il 2507 X
i1 [ B0 AR e S LA AR A R . Yue
2 \(2024) F1 Wang % A (2024e) HE— SRR THEK
A A3 A RS S T e SRR e HE
RPN
4.2 I

AT TGN L, 3 PR AN AR H AR 7 )
S, HE ISR o3 2 g 0 Oy R TR A R
AT RXHPUREA . AT HA B 1 ] A
PEHZ AR A7 7E— 2 BR . Qin %5 A (2020) T 4
B AFEAS B2 B0 25 1F UG I XU REAS | Hig e f T 2
Hh— o i S ek AR ARG I =X [ e
A7 22 B e 4% 99 2% (Sabour 25, 2017 ) {5 (14 ¢ 4 B
A NI FE XL i R R T
P55 (45 A 22 M 4% . Deng %5 A (2021) JEF D1 i
Hi i 28 R 255 ( Bayesian neural network, BNN) #2 H 22
1w 2% DL F 307 RS Ak (lightweight Bayesian refinement,
LiBRe) DAKGIXTHUREAS , 205 e B AR5 AL 1 B )
TUJZ R4 UL it SRR | A X A 00 3204 ol o LA £
UE H PR BB 78 CRRE 5 4R M R 19 [ i) S B0 oA
ARG . 52 B AZEHE AR 2 R S A R S
H RS K&, Li %N (2020b) 3 T G oL sh s
A XA — BT T —41 A g 2% LUK XS Bt
FEAS o BRIKZ AL, Tao 55 A (2018) 48t —F iR 1] 5
SRR X R B A 2T T . I R e 2
TCRIBOE A TR EE T — AL S 1) A5 MR 4
BB R FIRAE S [ A5 22 18] A AR — B LAAGI X H
A, Liu %8 A (2019a) BRE 40 BT 10 £ B 1 %, $2 4
2% 6] B A58 (spatial rich model, SRM ) FlIH 58 25 i) &
% (enhanced spatial rich model, ESRM) , i i 41}

PG AE B 3 S B BUAE AR YR I . Qiu 55 A
(2019 )R H Fr 55 BL g 4 by AN ] ) D REASE B, O i —
Ao TR R A AR AR TR HURE A I AN ] Y
T AR L DT 1 1) T8 T B A R L A 00 X6 e
BEAE) T o Yin %5 A (2020) 3% 51 22432 [n] U )i
RAT T 24 00288, IR fay AL rY T b
VAR 1) S AR IR X HUREAS . RN
N (2023) I FI X G A %0 T JPEG T 47 A U 55
PRXS A [ RS BT Mt 75 125 i AR BE 32
4.3 MHEE
ENGIERUEIR 2l POk PO S =S
BRXTHUREAS i B X O B DA S 1R T H AR
HARHAE T REW S X BUAEA B 41 0] (HA T RE 2>
SR JEIR FEA B BT A . BT X — B, Das B A
(2017) . Guo 55 A (2018) LA K Liu 55 A (2019¢) 58 )5
P Z 5L T IPEG 40 X T 2 Mg i, AT A& 3
JEAR 5 WX HUREA IR AT RE 2k BBt e Ty . R
Raff % A\ (2019) % BT JPEG 45 55 48 45 b B X0
PUREAS IR, 0 23 BEARASE R TR SRR REAS 1 7SR
R, S8 1 ORIE AR Y () PR REAS 32 5200, 185 2 0F 9%
SR FE i 2] ity A A TR HE AT X BT 2 . Mustafa
AN (2020) 48 H — i /1N 2 A P {0RR 20 R
AR BRI ER O 2, ik — 2D 3 s B S R
SE i . BRILZ A, Liao 5 A (2018) 42 Hi & [ 3%
fiE 5l 5 & B #% (high-level representation guided
denoiser, HGD) , 1% J7 ik DL KW 5 19 S 5 R 4R K]
1B 1R 22 IR A AL HGD , A R S8 T X3 4t 3h
2Bk, BB, Jin % A (2019)H T GAN P Z8 45415
T —Fl 3 T GAN B9 X Bt 40 3l 1 B J7 ¥ (adver-
sarial perturbation elimination GAN, APE-GAN) [ 5
I i 21 Sy () XA BIIRIR , 7R 2 A M 28 254 F 22 A
Bl 45 T #REUES T H HGD B 4 1 Xt 2 W R R .
Zhou 55 N (2021) 7 M HE Rl b 7E— 20 5| A Mot A7
FRAE , IF- 85 5271 Y ARN (adversarial noise removing
network ) [ £ , SCEL T X T 2 A0 2k O ST AR Ly
STHUREAS A 01558 . Nie 28 A (2022) Fll Wang 25 A\
(2022) 4 i 2 T 2 Y™ B A (denoised diffu-
sion probabilistic model, DDPM) %5 #4 (Ho 4§ , 2020)
X T M 5 2% IR T 2 DL — B NI R S R AT
T 10 47 A, Pl T30 1) A s X HUAEAS Ak R i i
FEAS . Dai % A (2022) 48 H — Rl BE T B2 PR S 56
9K Bl 1) By A 7 v i 3R BRURMR F GE T HRRAE LA
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ST MRS R BR . Wang 55 A (2025) 769 B
BURY RS bttt 1 — Mk AU O {E g P as ok 52 B
XA RSP o 75 32 ) a A E L1

5 XA A

B T RS HUREAS B 2R 1T VR R B A G, B 5T
W S TE AR B2 AR 55 T B IR 0 ) A
FETHE S BBV RGUT T T B (A (4
85,2024) o XPUREARBARAAL S 75 1R R A G 55
PE, R & T AR BUEAE 55 b B RN, 19140
TEXHUBRE XS PR BV A LR L) e 22 EARIAUE 45
Gygerh RSP sh 1 5 R G0 Bl BOHRBTRE T
XL RS AT 55 AR Z X HUREA TS IT R 17 1 K
Jriay, WA T N TR RE R G AR 235 T RS
PESE T o AT A AR HUREATE B 5 AR AT K
ENFAR WA SR AT 55 E iR R e
5.1 MRS
Volkhonskiy % A (2020) & 4t #2 ) 3& F GAN
(Goodfellow %5 , 2020) ¥ 2t 5 J7 7% (steganographic
generative adversarial network, SGAN) , % J7 15 7E Ji
f GAN [ 28 20 B VRN 1 K5 20 A g A DA 0 531
2 AT T RS MERRE . T #8271 SGAN
PR S FER R OLBE TR Shi 45 A (2018) 2 F
Wasserstein 4= i X $T W 4% (Wasserstein generative
adversarial network, WGAN) %544 (Arjovsky 55 ,2017)
& 3 B T GAN 192 2 Bt 5 J5 1 (secure steganogra-
phy based on generative adversarial network, SSGAN) ,
M o A o D 5 S A A A B B R TE R S
JE HEINIE L . Zhang 55 A (2018b ) K XS 470 FE A A HE
AN | SRS Bu b e Y AU - A N SR SN
P MRS 204 B B 5 J7 58 %05 R g
BT RS PRI . Tang 45 A (2019) 48 H —Fh
BT B 2 W 2% B XTI A USRS Ok, BT
S B SR AR5 1038 T T RS i & Bl A
BB HE 177 16] , DA e B S B A A A B S 45
SR IBORT B . Liu 58 A (2021) 2 Hi —Fo87 i X5 Bt
RN AT 255 HAR R 5 RS R R 266
JEE LIRS A58 R BB AT T, AR B0 Ao A M {0
AR A B BB LA O PR S BUR . TR
Jai , Liu 55 N (2022a) ik — 254 X R LR A S 5]
ABIHEBFEER RS b 38T T RS R RN E 4

PERIXT JPEG R4 1P . Liu 55 A (2023) if i i
B 5 PR A Atk A 0 R 28 56 S 1 T ik A SR
W, S0 3 A (] ) 0 i 3 D IR S A DA AR B S
SBT3 AR, B R R 22, AT XT B S 43 A
i o ORI R (Y B 2 ME ), Kishore 55 A
(2022) WA T T B 55 1 % B2 Ao 28 I 45 11 2 B3I
FEA B 5 RS LI B M A i O U 3 R L Al
o [86]  118 R A0 228 J 2 T LA DA g 1 LR e i 1
BB (5 o Luo 55 A (2023) 7 [ 7 i 2 16 25 [ 55 1Y
Bl BRI AT S AN HA A R B
HAREEE KGR b 4 RUBUE B o Fan 58 A
(2024) 4 th —Fh 5L Tl 2850 IH X 09 W] 3 7% EUEOSE
BB HEAL il i SR TF TR 20 B 4% 0T i G o
FRAE AR BCE RS 7P ie ) o
5.2 XtHisKED

Jia 55 N (2020) & U4 H — Rl ook B 7K ER A= i
B2 X Bl — Fh TR SRR A | B
ITE R 235 R AATIREE R I, 4 ) ] 2 ik
BR 78 1L 46 B (basin hopping evolution, BHE) 7E
B Eas ] WK ERJE R HTAEAS o Khachaturov
SEN(2021) KB BAE BRI T LRGP Y
ALK B, DRI A ) PR A 5 TR il 22 1) 2% R A5 %)
Pr U, 0k [ A5 A BE AL HE AL 9 7 =S 4t
2y, TR RO ORA ] WK B, 7 1 E H A R 18 52 5
AREER. Lin 55 A (2022b) F X T4 sh B R 4 ik
ENPE R, LA 5T WK ENRBR . MR A6 AS [R] Y 25
AR 2K BRI AT DLtk — 2543 SR i IR K B g
T (disrupting watermark vaccine, DWV) FlA A] $# F
7K E %% P (inerasable watermark vaccine, IWV) . 4
il FHZK BN BRI 48 SR BRI A T DWV B IR H K
NI, IR N 28 23 B e R, AN Ha T e A m]
FAAE o T 25 08 R K B 22 B R 2 PRER IR A T TWV (1Y
PG b K BRI, PG b 47K B RE A A BRI AR
Chen 2% A (2023 ) $1 H —Fifrid FH /K EPRE B, AT 1o
T 4 TS 1 e 7 0 L i) T D 7K AR 5 e 5 7 e
7530 WS T — Rk sh kb 2 i oK B IR K
EIRBE RBRIACR . Lyu %A (2023) 48 —Fh 3L+
XL B &K ENER 30TV IR T IR 5 e
S HORFNE 7K BN ZBR AR A AT WK ER 2 BR 5 %, At
T T — 7K ENE S M 2%, R EHR AR R HOR
AR N T SCOCIBR SR/ N XSk, IR 22 0 14k
B LA G fe A0 i K EDHE 4 4 B . Wang 55 A
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(2024 ) $ H 5 T 2485 X 35 14 X647 mT L 7K B AR B8
A B T R] UK B2 5 K B 2 B T 45 1
BRI, Wang %5 A (2024¢) b 2 ) EA B Al i
TR R XS HUAS AT DL K B AR R | i i i )
14 Unet B 75 11 AT 234 Mt 75 AL 40U 7> R AT DL 7K ER It
bR U A2 o E A — R AR BURE R fE
HE— AR THK ENFEER 2 ) B AR R AR A AR 4 F
B2 e ] Sk

6 SCIaXTEE

6.1 IEREAIxtEL

TE LI, AR SCHE Caltech-256 B8 45 %) 1L
GAP (Poursaeed 5 ,2018) . AdvGAN (adversarial gen-
erative adversarial network) (Xiao % , 2018) . Adv-
GAN++ (Jandial Z5,2019) .SSAE (symmetric saliency-
based auto-encoder) (Lu 2%, 2021) . RGAN (recover-
able generative adversarial network ) (Zhang &5 2023)
L M BIA (beyond imagenet attack) (Zhang 42 2022bh)
() Bt BE 1 L A0 Bl ok B R uE o B L A TR B A
4> Transformers Fll 4 45 FUP 25 [ 2% (convolutional
neural network, CNN) [ #J CER. PSNR. SSIM #
LPIPS f5R U1 1 7R

MR LA LUA Y, BT AR B X e et S e
B o) A AR 28 I 288 AT At I AT BB A ATl 1Y
YO BOR Bk 5 AR 7 B 2 99% A A, [ BE
G PRUEXTHTREAS Y PSNR 7 30 dB AL o SR, 725
X Transformer #5470 B, BUA 7 15 A9 0 1 E
BUBRR IR B L . KU A0 AdvGAN Hl AdvGAN++
SERE MR BEE USR03 (B RS 2R
BN BEAAG TE XS HUREAS , 3K {75 X HTAFEAS Y PSNR
K B AR Ak 2 20~25 dB. {3 7E B A&, i W
GAP-U.GAP-R FiI SSAE 7 N 19 X U FE A 2B 8 53 14
1 Tl ] T e g5 YA BR A Bl s B, PR IxX Sy ik
LA Transformers Jfy H AR LN Yoy 23 it . AR H
il 14— 28 55 4 5 15 1] LLER X Transformers 76 CER 45
Pr B IR E 97% ~98% [ PERE , (HAETE T Z AR A4
R B, BTN 23 i PSNR 46 45 F B % 18~24 dB.
BRI, 7 S 22 1 AE 5 e A ] B 60 AN [6] 45 44 1) B A
RREAY S BT R0 L i B R (AR 0 — PR R
7] &t

6.2 EHMEXTEL

SEE R AR SCHE PR TE Caltech-256 £ 5 4 111 2k (1)
DenseNet-121 1E >~ H #r B X H GAP (Poursaeed
&5 2018) . AdvGAN(Xiao%%,2018) .AdvGAN++(Jan-
dial 5%,2019) \SSAE(Lu%,2021) .RGAN(Zhang %% ,
2023) il BIA (Zhang %5 , 2022b ) %t F JPEG & 4 1) &
. K2R TR R TE R AT T
JPEG 1% (Zhu 45, 2018) Fl/MIL & B HIEALL JPEG
JE 4f (mini-batch of real and simulated jpeg compres-
sion, MBRS) (Jia %5, 2021) it JPEG JE 4 #5400 4%
L

WL 2 fir7s , JPEG JE 45 ] LUAT RO R A Y ik
TR RGBT B O 1 B AR A X BRSO
CER M 96%~99% K& Ik £ 20%~30%. & 45 il 1]
JPEG B UL 25 JPEG-Mask F1 MBRS X % ££ J5 1 it A7
WA, BES — E R L& THHR T JPEG 47 & H
M ARFE T i 572 10 R 30 B, CER 17543 3 T o
(EAHE AR, T IR JPEG IRAR RIS 21 T
IR FEANS AL, Bt LA SCHEAE T PSNR
£ 26~27 dB Z [f] I} (1 CER , % 4% {/F T 45 4145 #1 g
KB IFCEL
6.3 ERBEEAXTLL

A X GAP-R (Poursaeed 25 ,2018) .CDA (cross
domain attack) (Naseer 2% A, 2019) . LTAP (learning
transferable adversarial perturbations) (Nakka #1 Salz-
mann, 2021) Fl BIA (Zhang 5 ,2022b ) IS4 A | 255045
SEMIE RS AT 00 G5 R AR 3 MR 4 R

FE LR () S5 v, R 3 TR AR SCEE AR
Caltech-256 %04 45 I I 25 19 Inception-v3 P’ 25 1F ky
AOSARL, I I A (5] 07 925 28 B A R AR X
IncRes-v2 . ResNet-50 Il VGG-16 1iE R HE 7T o

TEFS BRI S g b, QR 4 iR KRk FHTE
Caltech-256 B I 4 L I 25 (1) Inception-v3 {45 1/E
ARBRAERL, I WA [R) 7 ¥ A B XS TR A X T 78
ImageNet 2 #i £E I Il Zk i) Inception-v3 | IncRes-v2
ResNet-50 Fl VGG-16 iERS E )

MFE 3 MIZE4 AT LUE H, JCie i B A 2 5 4
PEAE , LTAP A BIA i3 38 2 AR v ] J2 A SR A 1
XTHUREAS 7 AR RE S LU A0 0% 7 v R IR B4 1Y
TR, U H AR HR S I A RS T | 3 20k
T ] JZE AR IR 4 07 v A T A0 G B M d s T A
27. 3%
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®1 FEEFEMMBEEIETE Caltech-256 £#E 5 _FH R I
Table 1 Attack performance of different generation based attack algorithms on the Caltech-256 dataset

Transformers CNN
GRS CERT PSNR 1 CERT PSNR1
A2 SSIM LPIPS TN SSIM LPIPS
H i % B 1 ! H AR % B i !
GAP-U 828 2450 05769 03254 85.10 2460 05624 04703
GAP-R 894 2447 05599 03692 86.15 2447 05695 0.4680
AdvGAN 9778 20.00 04878 05670 9837 2777 0.7858 0.4802
ViT-B VGG-16
AdvGAN++ 9829 2425 06963 03716 99.07 2948 08262 03831
v CER:6.50% CER:27.35%
SSAE 6.50 6095 09994 0.0000 9926 2759 07007 0.504 4
RGAN 97.54 2229  0.6452 0.4449 9848 2849  0.8063 04731
BIA 1078 2439 07284 03455 9934 2861 07195 0.5030
GAP-U 1872 2452 05768 04187 9692 3633 09216 0.0515
GAP-R 3805 2448 06280 03342 96.84 3633 09208 0.0479
AdvGAN 9774 2383 06728 0.466 1 9930 39.92 09780 0.009 0
AdvGAN++  DeT-B 0825 3149 00119 01817 PemeNetIZl gy o0 330 09616 00308
v CER:13.31% : : : : CER:18.01% : : : :
SSAE 1292 5670 09992  0.0000 9829 3643 09200 0.0783
RGAN 9646 2484 07025 0.4406 99.14  38.00 09695 0.009 6
BIA 83.66 2461 05884 04415 9720 3633 09191 00774
GAP-U 627 2441 05572 04173 9933 3636 09161 0.0552
GAP-R 599 2446 06317 02818 9941 3637 09165 0.068 8
AdvGAN 97.00 2551 07248  0.4540 99.53 4270  0.9888 0.0023
BEIT-B ResNel-50
AdvGAN++ 9930 2435 06837 04167 99.57  40.06  0.9935 0.0067
v CER:4.55% CER:15.33%
SSAE 455 6561  0.9998 0.0000 99.53 3465 0.8964 0.0833
RGAN 9759 2552 0.7408 0.4405 9933 3779 09630 0.0160
BIA 86.15  24.86 0.6044 0.4499 9930 3629 09202 0.0556
GAP-U 875 2454 05803 03665 1930 2442 05947 03405
GAP-R 922 2445 06519 03180 2817 2442 06068 0.3202
AdvGAN 97.16 1839 04223 05521 9759 2829  0.7856 0.3490
AdvGAN++ OB e 2330 05977 oasgo  CONEXEB e se 2401 06154 04432
v CER:6.85% : : : : CER:11.75% : : : :
SSAE 6.03 6023 09995 0.0000 96.19 2675  0.6703 0.3950
RGAN 9649  21.62 05873 0.4847 9759 3128  0.8495 02696
BIA 1872 2429 08066 0.2652 90.82 2484 06032 04330
GAP-U 1050 2449 05728 03820 7516 3043 07487 02294
GAP-R 1555 2447 06179 03258 7764 3040 07534 02262
AdvGAN 9742 2193 05769 05098 9870  34.67 0.8846 02101

AdvGAN++  FHtEfE 98.55 2587  0.7224 03570 SERERE 99.19 3296  0.8492 02160

SSAE 7.50 60.87 0.9995 0.0000 98.32 31.36 0.7969  0.2653
RGAN 97.02 23.57 0.6690 0.4527 98.64 33.89 0.8971 0.1921
BIA 49.83 24.54 0.6820 03755 96.66 31.52 0.7905 0.267 3

T I RL AR R AR B R (CER>T0% ) I 25 P P RE A e 28 SR o 1 7 RO (B e, | 7 Fon (E AR A
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Table 2 Comparison of classification error rate for JPEG compression using different generation based attack algorithms

1%

pisridS
Yok ik JPEG FEZa5HU2% T4 F¥bERe
10 30 50 70 90
GAP-U 34.75 21.79 19.84 19.42 20.86 96.92 35.60
GAP-R 34.09 21.98 19.88 19.49 20.82 96.84 35.52
AdvGAN 34.16 21.67 19.88 22.88 86.30 99.30 47.37
AdvGAN++ Tt 35.02 22.02 24.28 38.95 75.76 99.57 49.27
SSAE 34.28 21.21 19.96 19.11 22.88 98.29 35.95
RGAN 34.44 21.25 20.12 28.44 91.56 99.14 49.16
BIA 34.36 21.40 20.12 19.65 25.02 97.20 36.29
GAP-U 35.64 42.22 75.88 68.21 89.42 91.60 67.16
GAP-R 36.89 31.63 35.60 43.04 90.74 90.66 54.76
AdvGAN 54.51 94.59 97.82 98.56 98.88 99.03 90.57
AdvGAN++ JPEG HEMY 40.86 95.91 97.86 98.79 99.07 99.22 88.62
SSAE 54.01 79.42 94.71 98.48 98.91 98.60 87.35
RGAN 4331 92.30 98.17 98.37 98.95 98.95 88.34
BIA 52.26 74.98 90.47 95.25 96.85 97.20 84.50
GAP-U 36.38 43.50 56.54 48.48 99.53 99.96 64.07
GAP-R 36.03 24.13 98.29 99.57 99.96 99.96 76.32
AdvGAN 75.95 88.60 94.05 98.21 99.30 99.34 92.57
AdvGAN++ MBRS 67.24 91.21 97.78 99.18 99.53 99.57 92.42
SSAE 43.77 75.14 94.05 96.85 98.76 99.57 84.69
RGAN 52.84 93.58 97.12 97.78 99.22 99.53 90.01
BIA 59.81 71.56 75.64 77.74 97.39 99.49 80.27

E R TR SR A A PERE A R A4

®3 FRABEFEEAREE EWIRDE

Table 3 The classification error rate of different attack

methods on different models

/%

Caltech-256 $#i 4
Jitk
Inception-v3  IncRes-v2  ResNet-50 VGG-16
GAP-R 98.6 85.1 94.0 96.2
CDA 96.2 81.2 90.1 95.7
LTAP 99.5 95.0 97.7 99.3
BIA 99.6 93.2 96.4 99.4

F4 AREBEFTEFT Caltech-256 HiiEsE_Eilll 41
Inception-v3 4 B X T AR 7E ImageNet HHEE _FHIIR S E

Table 4 The classification error rate of adversarial examples

generated by Inception-v3 trained on the Caltech-256 dataset

using different attack methods on the ImageNet dataset

/%

ImageNet 5 4E
Jrik
Inception-v3  IncRes-v2  ResNet-50 VGG-16
GAP-R 95.5 71.2 92.9 97.5
CDA 86.7 59.5 87.4 94.8
LTAP 99.9 86.8 98.1 99.8
BIA 100.0 86.0 96.7 99.5

T L P SRR S B R AL 4

T L PSR S B R A4 2R
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