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Abstract: Objective Artificial intelligence ( Al) technique based deep neural networks ( DNNs) have facilitated image
classification and human-facial recognition intensively. However, recent studies have shown that DNNs is vulunerable to

small changes for input images. However, DNN-misclassified is caused derived of injecting small adversarial noise into the
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input sample, such an artificially designed anomalous example, called an adversarial example. Recent detection of adver-
sarial examples can be used to get higher accuracy. But, to determine the level of deep neural network security and imple-
ment targeted defense strategies, the classification of attack methods is required to be developed further. The adversarial
examples mainly consist two categories: 1) white-box and 2) black-box attacks. A white-box attack is oriented for all infor-
mation about the target neural network-prior. The attacker can obtain information about the gradient of the loss function of
the example and query the output of the target neural network and other information. A black-box attack concerns that the
attacker can query the input and output information of the target neural network only. The white-box attack method is mainly
implemented by querying the gradient of the network. Black-box attacks are mainly divided into two approaches: 1) bound-
ed query and 2) gradient estimation. Tt is still challenged for the adversarial attack method used by attackers although exist-
ing adversarial example detection schemes can distinguish adversarial examples from natural ones accurately. JPEG com-
pression is a commonly used lossy compression method for images processing. Its compression and decompression process
can be linked to errors in relevant to truncation, rounding, color space conversion, as well as quantization. To deal with the
heterogeneity for compression, the quantization step uses different quantization tables and a large variation is produced in
the magnitude of the error. Method To classify adversarial examples’ generation methods, we develop a multi-factor error
attention model. To classify examples from multiple attack methods, the JPEG errors are injected into a neural network. To
achieve parallel extraction of JPEG errors on graphic processing unit (GPU) , JPEG compression and decompression proces-
ses are simulated in terms of DNN components. Multiple error branches are employed to alleviate multiple attempts of quality
factors. A multi-factor error attention mechanism is proposed, which can balance the multisample-differentiated weights of
each quality factor error branch. The feature statistical layer is used to calculate the high-dimensional feature vectors of the
feature map. An attention mechanism is added to the feature statistical layer, and a attention-based feature statistical layer
is proposed. The attention mechanism is beneficial for the feature values to adaptively modify the ratio between them. The
peak-convolutional layer-derived feature map output is fed to the attention-based feature statistical layer for each channel.

To optimize an efficient model for classifying adversarial examples’ generation methods, the output of the multi-factor error
branches is fused and sent into convolutional layers, then input into the attention-related feature statistical layer. Result We
develop 15 ImageNet image classification dataset-based sub-datasets in terms of 8 popular attack methods. The fast gradient
sign method (FGSM) and basic iterative method ( BIM ) -generated adversarial examples are composed of 4 sub-datasets of
perturbation coefficients of 2, 4, 6, and 8. The Bandits-based adversarial examples are organized by two sub-datasets of
versions L, and L. Each sub-dataset is involved of 10 000 training examples and 2 000 test examples. The overall dataset
consists of 15 sub-datasets, the attack method recognition rate is above 91% . The accuracy of noise intensity detection is
above 96% on the FGSM and BIM datasets. In the adversarial sample detection task, the detection accuracy reaches 96% .

The experiments show that the multi-factor feature attention network can not only classify adversarial attack methods in high
accuracy, but also has its potentials for noise intensity recognition and adversarial examples’ detection tasks. The compara-
tive analysis demonstrate that our model proposed is not significantly degraded from existing schemes for the adversarial
example detection task. Conclusion A multi-factor error attention model is developed for adversarial example classification.

Our initial is dominated to the JPEG errors-aided for adversarial sample detection. The proposed model can simplify the ex-
traction of JPEG compression-decompression errors and puts them on the GPU for parallel extraction. The error branch at-
tention mechanism can be used to balance the weights adaptively between the error branches. The attention-linked feature
statistical layer enriches the feature types and balances them adaptively.

Key words; image processing; convolutional neural network (CNN) ; adversarial example ; image classification; compression error
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JPEG compression and decompression process
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Fig.2  Extraction of various JPEG errors

((a)extraction of quantification error; (b) extraction of conversion error; ( ¢ ) extraction of truncation error and rounding error)
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Fig.4 Simplified JPEG error extraction
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Fig.5 Structure of multi-factor error attention model
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Fig.7  Attention mechanism of compression factors
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Fig. 8 Feature statistical layer
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Table 1 Model parameters
Eo A NG R E R T PR

Ix1 1x1 3 uint8
8 x8 8 x8 64 -

8 x8 8 x8 64 uint8
1x1 1 x1 3 uint8
3x3 1x1 16 ReLU
3x3 1x1 32 ReLU
3x3 1x1 128 ReLU
3x3 1x2 256 ReLU
3x3 Ix1 256 ReLU
3x3 2x1 512 ReLU
3x3 1x1 512 ReLU

T = 7 R AT pR AL

AEH 15 TR R s % ek 8 A4
R EE AR 1 E AT 22 iR 25 R R R A 1 5
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22 e 3 v A Rk R, R R A B T
91.19% , SRIMAERE 10 (b) P i) 8 2 Il Zrad 72
o IR ER RALREIA R 84% 2547, HL 20 AN JE 2~



5$28% /5638 /2023 FE3 B BRER, T2F, RER / EFSRERFERHRENMEARILEHIEIRBIEER
A £2 5HEEEHNBEE
1 8(5) Table 2 Recall rate of 15 categories
90 Ky /9
< o 2850 A%/ %
» 8 BIM(e = 2) 96. 05
&
Z‘; BIM(e = 4) 95. 04
60 — % _
o i BIM(e = 6) 96. 95
50 >
0 5 10 15 20 25 30 35 40 45 50 BIM(s = 8) 92.04
INZRE
(a) 1525t FGSM(e = 2) 93.85
A FGSM(e = 4) 98.35
100
95 FGSM(e = 5) 97.20
90
S 85 FGSM(& = 8) 99. 39
@ 80
‘Eﬁ ;S Deepfool 72.75
65 C&W 72.34
60 — %
55 — R DDN 85. 58
50 =
0 5 10 15 20 25 30 35 40 45 50 Bound 8. 63
I oundaty ‘
(b) 8Kt Brendel 80. 64
F10 2N iR = BRI aOR Bandits (L, ) 98. 55

Fig. 10  Training effect of multi-factor error attention model
((a) training process for 15 categories;

(b) training process for 8 categories )
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Table 3 Accuracy of 4 categories
/%

*ko6 BEEFREETFEREILL
Table 6 Accuracy of different compression quality factors
/%

AR
BIM . DDN , Boundary , Bandits 95. 68 A1 X2 X3 X4
FGSM .DDN .C&W ,Bandits(L,, ) 94.93 90 95 100 - 91.19
Deepfool ,C&W Brendel ,DDN 81.85 85 90 95 100 90. 16
80 85 90 95 90. 15

%4 C&W Deepfool ,Brendel 1 DDN {3 @] %
Table 4 Recall rate of C&W ,Deepfool , Brendel and DDN

B A2/ %
C&W 77. 60
Deepfool 97.35
Brendel 75.95
DDN 76. 50

3.2.2 MR A

A ARNAE Mok D7 iR T 55 Hh g R B R I X
Yool BRI R AR AT 5 R AP R 3, S5 43 i) i
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R SRR T Y2, MER R AN BRI 5 FF
TNo 35 WSS FRW i 22 N iR 25 1 A
FE UM A X B T o B B A AT 55 v R RE LA R
SETERE .

x5 WHBREWRMNERE

Table 5 Accuracy of attack coefficients

/%
. " FEIEES
Btk MEmfR
e =2 e =4 e=6 =28
FGSM  99.67 99.75 99. 60 99. 50 99. 85
BIM 96. 85 97. 65 97.90 94.25 97. 60
3.2.3 o
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Fig. 11 Performance of the proposed model versus

neural networks with the same amount of parameters
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Fig. 12 Performance of the multi-brunch error
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Fig. 13 Performance of the feature statistical layer with attention

3.4 JHHERKT

X HUREA S AT 55 e 2l I BAAS i A XA
BUFEAT U5 K, I i A AL 75 2 000 R RE
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DR
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4% 2019) .SmsNet ( stochastic multifilter statistical net-
work ) (Wang 4 ,2022) fil DCT-Like ( Zhao 1 Wang,
2021)3 FOHUREAKT I 7 58 FEAT VA 00 1, &5
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Table 7 Accuracy of adversarial example detection
/%

FGSM
st Deepfool C&W
e=2 =4 =6 &£ =38
ESRM 98.10 98.53 99.03 99.35 95.13 92.87
SmsNet 98.48 99.46 99.74 99.78 98.26 93.83
DCT-Like 99.64 99.66 99.03 99.98 98.54 95.05
AL 99.18 99.65 99.75 99.86 98.71 96.27

T L P SRR 5 8 R A2 2R

JITHRAR TR (1) 5 A 0 1 e N % 8 P, o
FGSM Mt sh 2%k e 2, 8 nTLIE H I
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Table 8 Detection accuracy of cross dataset
/%

pIEZRS 4R T %
FGSM Deepfool 76.93
FGSM C&W 64. 41
Deepfool FGSM 98.41
Deepfool C&W 79.59
C&W FGSM 98.34
C&W Deepfool 97.87
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