E-mail: jig@aircas.ac.cn EPEI%%H???E 1

Website: www.cjig.cn JOURNAL OF IMAGE AND GRAPHICS
Tel: 010-58887035 O EESRERFRRINTE

FEGES S TPI81; TP309  XEFRIATS: A XEHS: 1006-8961(XXXX)XX-0001-14
X 5| A& : Liu Shijia, Yan Xiaojin, Ren Haojie, Su Zhaopin. Audio deepfake attribution under low-resource data conditions[J/OL]. Journal of
Image and Graphics, XXXX:1-14. DOI: 10. 11834/jig. 260150. (XA 4H:, EIWe4:, (EWA, JRJIRM . DREAREE T 193E -5 B B Oh s I8 BB vk L)/
OL]. HEEZEIEFIR , XXXX : 1-14. DOI: 10. 11834/jig. 260150. )[DOI: 10. 11834/jig. 260150]

DGR TREFEREWSIARET

> N— s BTN 2,
XNEEE R EER, kR
L AT RS HEHLESEEFE, A 230601; 2. FAEHBKAACHELRE (GIETA RS, A 230009; 3. TolkZ%4y
N 2R AR LA TS L (AR Tl oK) LA HE 230009

M E: BR BRI B R o R R A AR A O R R B AR AR RS U I
BN D v S R IR M HOR , A LRE S A A REIG JR B B AT g BEMIE S , W RBHE S AR S AT RLYE R e, 8108 &5
LN ARG RS L5 BN A DB 2RI E 2 — . 2R, ©A B TERE SR B 1A 2 Iz Ak
AEA PR 1 ()0, E LA RS2 BRIV T oK o T3k I A SR S — A DR ARSI & IR B P U3 D 5 v (Low-
resource Audio Deepfake Attribution, LADAR) , F|H £ B HRRIE Al & O RAFE SR ORI 5 £ IR AL 24 5] BL] , SE 3/ B AR 5L
PN A R B O RS HE A DY . Bk U, e i T 2 B ARHIE RS AR AE SR O 7k L85 Rl 2 2] 1 R A R
A IUNZE Wav2Vee2-BERT 2. 08U (1425 R BRCIRAS  JE 01 AR B B F -, 44 2 R R ESh A B A Az iU Bk
R A TR 5 LU, it 2 AL 2 S, S RS O Ty vk A A TR AL 1) 2 DA 2 & N 2 ARk 4R iR v i
e, e B RR AE T P 7 T IRIE LADAR ki abERE . R 504 ML, A B s
thits I B 5 5 LADAR J7 35 B4 v B 343 51 #2 T 35. 25%.26. 26% . 9. 22% H1 5. 65%, 1 43 %43 5l #2 FF 38. 82% .
27.42%.7.23% F1 5. 74% ; &1 X A H I & Ph i J5 3 H 5t , LADAR Jr i (9 e 22 43 4R T+ T 15. 80%.37. 51%.
10. 73% F110. 42%, F1 535053 MR TE T 20. 29% .34, 17% . 11. 40% F112. 33%; £5i6 X HLSCg 25 R W], LADAR J7
T TG RS PR R P O A DR [ R, LA i R v A P R A, T A R I OR35S S B g e it T A
RIHAR S

SR ROV AR s DA o] SRR R G s 22 R 5 s O

Audio deepfake attribution under low-resource data conditions

Liu Shijia', Yan Xiaojin', Ren Haojie', Su Zhaopin'?*"
1. School of Computer and Information Technology , Hefei University of Technology, Hefei230601 Chinas 2. Intelligent Interconnected Sys-
tem Anhui Laboratory (Hefei University of Technology ) , Hefei230009 Chinas; 3. Anhui Province Key Laboratory of Industry Safety and Emer-
gency Technology(Hefei University of Technology) , Hefei230009 China

Abstract: Objective Driven by rapid advances in deep learning, text-to-speech (TTS) and voice conversion (VC) tech-

nologies have achieved unprecedented improvements in audio naturalness, fidelity and diversity, enabling large-scale and

5 H #1:2026-03-25; 1& B H 7 : 2026-06-25

«EAEIEE TN, 1983474, £o, BIlEUZ , ERMFITAUN B 2B e R4 L BT 4 . E-mail:szp@hfut.edu.cn,

EEWMB : HE NG SR MR EE 4100 H (24YJA870011) 5 HFR A SRR IE S H (62302146) ; I AL FEAFEHIRL 55 9 L 3 9%
4B (PA202511SL0104, PA2025GDSK0078)

Supported by : MOE (Ministry of Education in China) Project of Humanities and Social Sciences under Grant 24YJA870011 ; National Natural Sci-
ence Foundation of China under Grant 62302146 ) ; the Fundamental Research Funds for the Central Universities of China (Grant No. PA202511SL0104
and PA2025GDSK0078

© h[E KR KL AR



PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

high-quality audio forgery. However, the widespread abuse of such deepfake technologies has posed severe and persistent
threats to personal privacy, social credibility and even national security, triggering urgent demands for effective audio deep-
fake countermeasures. Existing research in this field mostly focuses on binary deepfake detection, which only judges
whether an audio clip is forged but fails to identify the specific generation model or method behind the forgery. In contrast,
audio deepfake attribution (ADA) targets tracing the exact source of forged audio by extracting unique model-specific arti-
facts, offering interpretable evidence for Al content governance, supporting complete evidence chains for judicial foren-
sics, and promoting standardized supervision of the Al speech industry, thus emerging as a pivotal research hotspot in arti-
ficial intelligence security. Nevertheless, current ADA approaches are plagued by prominent defects that hinder practical
deployment: on one hand, most methods rely on single-layer or shallow handcrafted features, lacking sufficient feature
extraction capability to mine deep semantic information and fine-grained differences between diverse forgery models; on the
other hand, they exhibit extremely limited generalization ability, especially in low-resource few-shot scenarios with scarce
annotated training samples and open-set scenarios involving emerging unknown forgery models, suffering from drastic per-
formance degradation and failing to adapt to the continuous iteration of speech synthesis technologies. Therefore, this study
aims to develop a high-performance audio deepfake attribution method suitable for low-resource conditions, with strong dis-
criminative ability for known forgery methods and reliable generalization for unknown forgery scenarios. Method To bridge
the aforementioned research gaps, this paper proposes a novel Low-resource Audio Deepfake Attribution (LADAR) method
dedicated to few-shot learning scenarios, which integrates innovative multi-layer feature fusion and multi-prototype learning
mechanisms to break through the bottlenecks of existing methods. The core technical design is refined based on in-depth
analysis of current mainstream attribution frameworks and their limitations. First, a multi-layer adaptive feature fusion mod-
ule is built to leverage the powerful pre-training representation capability of Wav2Vec2-BERT 2. 0, a state-of-the-art self-
supervised audio model. Instead of using single-layer hidden states as in traditional methods, this module assigns learnable
attention weights to aggregate multi-layer hidden features, and introduces a shallow bias factor to enhance the sensitivity to
subtle low-level forgery traces that are easily ignored by deep layers; meanwhile, a learnable gating mechanism is adopted
to dynamically fuse attention-weighted pooling and average pooling, generating compact and highly discriminative model
embedding representations with optimized intra-class compactness and inter-class separability. Second, a K-means cluster-
ing driven multi-prototype learning module is designed to address the limitation of traditional single-prototype representa-
tion, which cannot cover the complex intra-class feature distribution of each forgery method. By generating multiple repre-
sentative prototype vectors for each category, this module fully captures the feature variation patterns of the same synthesis
model under different audio lengths, speakers and content conditions, strengthening the model’s robustness to sample vari-
ability. Finally, the attribution performance of LADAR is systematically evaluated under two critical experimental setups :
closed-set scenario with known forgery methods and open-set scenario with unknown forgery methods, to fully verify its
effectiveness and generalization. Results Comprehensive comparative experiments are conducted against several representa-
tive state-of-the-art audio deepfake attribution methods, and the quantitative results fully validate the superiority of the pro-
posed LADAR method. In the closed-set scenario targeting known forgery models, the LADAR method achieves significant
performance gains, with overall accuracy improved by 35. 25%, 26. 26%, 9. 22% and 5. 65% respectively compared with
baseline methods, and the Fl-score, a comprehensive metric balancing precision and recall, increased by 38. 82%,
27.42%, 7.23% and 5. 74% correspondingly, reflecting its outstanding ability to accurately distinguish different known
forgery methods. In the more challenging open-set scenario involving unknown forgery models, which is highly consistent
with real-world application environments, LADAR still maintains stable and efficient performance: its accuracy is
enhanced by 15. 80%, 37.51%, 10. 73% and 10. 42% respectively, and the Fl-score is elevated by 20.29%, 34.17%,
11.40% and 12. 33% respectively compared with contrast methods. The experimental results demonstrate that LADAR
effectively alleviates performance deterioration caused by insufficient training samples and inconsistent feature distribution
of unknown samples, solving the core pain points of weak generalization and poor fine-grained recognition in existing meth-
ods. Conclusion The systematic experimental analysis confirms that the proposed LADAR method effectively addresses the
key technical challenges in audio deepfake attribution, with remarkable advantages in accuracy, robustness and cross-

scenario generalization. By optimizing the feature extraction pipeline and innovating the prototype learning mechanism, it
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overcomes the inherent defects of insufficient feature mining and limited adaptability to unknown samples in traditional attri-

bution methods. This method provides reliable, interpretable and efficient technical support for practical high-demand sce-

narios including judicial forensics, deepfake content source tracing, network audio supervision and national security

defense, and also offers a feasible technical reference for other low-resource audio security tasks. In the context of continu-=

ous evolution of deepfake technologies, the LADAR framework can extend to new speech synthesis models, enabling sus-

tainable Al audio security governance.
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Fig. 5 Attribution results on known audio
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Fig. 6 Confusion matrix of LADAR in known scenarios
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Table 1 Known forgery classification performance

Method ACC Precision Recall f1-score
f5 100.000%  99.899% 100.000%  99.950%
fishspeech ~ 99.798% 100.000%  99.798%  99.899%
sve 100.000%  99.899% 100.000%  99.950%
macro avg 99.933%  99.933%  99.933%  99.933%

B4 990 ZMIAFEA, JEit 2970 J% . Hor,
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BUAN A5 Fl sve, BEAORE , LADAR 1EC I Dhis J5
Pz R IR BRI B X e ), b ik e &
Pk H fishspeech 2 AN FEREA

X &K LADAR il it 2 J2 R A il R R BE
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Fig. 8  Attribution results on unknown audio
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Fig. 9  Confusion matrix of LADAR in unknown scenarios
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Fig. 11  Results of module effectiveness in known scenarios
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Fig. 12 Results of module effectiveness in unknown scenarios
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