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Abstract: Objective Adversarial training (AT) is one of the most effective and widely adopted defense strategies against
adversarial attacks, and it has been extensively used to improve the robustness of deep neural networks (DNNs). As an
efficient variant of AT, fast adversarial training (FAT) significantly reduces computational cost by employing single-step
adversarial attacks to guide model optimization, making it more suitable for practical applications where efficiency is criti-
cal. However, despite its efficiency advantage, FAT is prone to catastrophic overfitting, a phenomenon in which the model
rapidly overfits to adversarial samples generated during training, leading to a sharp degradation in robustness at later
stages. This limitation restricts the effectiveness of FAT in scenarios requiring stable and reliable robustness. To address
these issues, this paper proposes a fast adversarial training method guided by prior structural information. Specifically, the
proposed method leverages inherent structural characteristics in image data to guide the generation of adversarial perturba-

tions, thereby improving the diversity and effectiveness of adversarial samples. In addition, the proposed strategy enhances
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the stability of the training process and promotes better generalization, ultimately achieving improved robustness while
maintaining high computational efficiency. Method The proposed method introduces a structure-guided adversarial training
paradigm that integrates the intrinsic geometric and texture properties of images into both the perturbation generation and
model optimization processes. Specifically, a structure-aware perturbation guidance mechanism is developed, which com-
bines conventional gradient-based optimization with prior structural cues extracted from image edges, gradient magnitudes,
and local texture features. Instead of relying solely on pixel-wise gradients, the perturbation direction is adjusted to align
with the dominant structural features of the image, improving perturbation diversity and stability. This mechanism effec-
tively reduces random high-frequency noise within the adversarial perturbations, thereby stabilizing the optimization trajec-
tory and enhancing the reliability of the training process. In addition, to further mitigate catastrophic overfitting, an inter-
batch perturbation sharing strategy is introduced. In this design, part of the adversarial perturbations generated in one
batch are adaptively propagated to the next batch, establishing continuity between consecutive training iterations. This
mechanism increases the temporal coherence of perturbation distributions and prevents the model from converging too
quickly to a narrow gradient subspace, which often leads to overfitting. As a result, the model is exposed to a broader range
of adversarial patterns, encouraging more generalizable feature representations and a smoother optimization landscape.
Finally, a regularized joint loss function is constructed to improve both convergence stability and robustness. The overall
loss integrates a structural regularization term, derived from spatial smoothness and gradient constraints, into the standard
cross-entropy objective. This joint optimization formulation penalizes deviations from the natural image structure and pro-
motes consistency between the learned representations and underlying visual priors. Together, these components form an
efficient and unified fast adversarial training framework that effectively leverages structural guidance, inter-batch continu-
ity, and regularized optimization to improve model robusiness and stability against adversarial perturbations. Result To
verify the effectiveness of the proposed method, experiments were conducted on the widely used CIFAR-10 and CIFAR-100
benchmark datasets, using ResNet-18 as the target network architecture. The trained models were evaluated under mul-
tiple adversarial attack settings, including FGSM, PGD-10, PGD-20, and AutoAttack. Experimental results demonstrate
that, under the PGD-10 attack scenario, the proposed method achieves a robust accuracy improvement of approximately 2%
—12% on CIFAR-10 and 2%-8% on CIFAR-100 compared with existing FAT approaches, while maintaining excellent
clean accuracy. Moreover, the learning curves show that the proposed method effectively suppresses catastrophic overfit-
ting, maintaining stable robustness throughout training and ensuring smooth convergence. Qualitative analysis of the adver-
sarial examples further shows that the generated perturbations exhibit greater structural coherence and fewer random arti-
facts compared to those produced by conventional FAT. Ablation experiments verify that each component of the method con-
tributes to performance improvement: removing the structure-aware perturbation mechanism leads to a noticeable drop in
robustness, while disabling the inter-batch perturbation sharing mechanism accelerates overfitting and reduces model stabil -
ity. These findings consistently demonstrate that the proposed structural guidance strategy provides a more reliable and
interpretable form of regularization, improving both the robustness and generalization of the trained models under adver-
sarial conditions. Conclusion In summary, this work presents a fast adversarial training approach guided by prior structural
information, effectively combining the efficiency of single-step training with enhanced robustness and stability. By leverag-
ing the inherent geometric and texture features of image data to guide perturbation generation, the method prevents cata-
strophic overfitting and facilitates more stable optimization. The introduction of inter-batch perturbation sharing further
diversifies adversarial examples and strengthens generalization, and ensures structural consistency between model represen-
tations and natural images. Experimental results on benchmark datasets confirm that the proposed method significantly
improves the robustness and defense capability of deep neural networks compared with existing fast adversarial training
techniques, without additional computational burden. The approach thus provides an efficient and practical framework for
robust deep learning, offering a promising direction for developing low-cost yet high-robustness models applicable to a wide
range of visual recognition tasks.
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Fig: 1 = Flowchart of fast adversarial training method with prior structure guidance
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TR 4.27% £F C&W LT T, M Tt ny

FGSM-UAP (Pan % ,2024) , A& U7 4855 T 2. 65%
HITERE H T K S T 5.06%, 1E AutoAttack A9 IX
A T A SO B R T IR 31 48. 97%, L FGSM-
CKPT (Kim %,2021) /7 i 11. 79%. M2t
Gt EE ST LUE AR SO R RS S A PR
OB Gk 07 B Ak T R — B0 9%, A [ PGD-AT
(Madry %5 2018) HA B (B[R] R #4256 R0,
ARSI R RE B E I T 2R A R 51
T eI S5 F 15 B AR AR A XU AR HLAA B
2

R it — 2 VA A ST vk 5 At S 1 T vk
RE , 2201 T 45 e I 5 J 3 D9 %) 65 W G T AR Ak il
L 3R . B3 Hhnl LUE Y Rl I 255 40
B3I, FGSM-RS H 38 T J e i L & B4, A ¢
TG R BRI T, HoE A R s T A
AL UL B A S 1% BB AT AU DR PR X eI 2 v
() JEXEE AT LA IRV, 43 RO TR R A e R T
P B

R T R AR Sy 0 AN [ 9 486 1 3 ok 7 [
HMZSHEE T, K B RN Z 3 PreAc-
tResNet18, X 152 784 %) - 44 G B2 A8 b th AR 141, 45
WE 45w BAR A TG OUT S8R 1

%1 CIFAR-10 _Ei)l% ResNet18 B& 75 &Mk 4
Tab.1 Comparative test results of different methods on ResNet—18 using CIFAR-10

) o _ RS % VIR
SR EES Jrik Y TG % K
PGD-10  PGD-20 PGD-50 C&W AA D
Bl 82.42 53.75 52.96 52.62 51.22 48.86
PGD-AT 4.40
i35 82.74 52.13 52.51 52.26 51.07 48.71
U 74.25 42.98 41.77 41.49 39.95 37.41
FGSM-RS 0.80
i 83.87 00.07 00.03 00.02 0.00 0.00
T 89.63 4433 42.96 40.35 4195 37.18
FGSM-CKPT 1.25
=] 88.91 42.82 42.07 40.35 41.03 37.18
ResNet—18
Bl 80.63 50.52 49.82 49.03 48.84 47.12
N-FGSM 0.80
e 79.82 50.13 49.36 48.78 4725 46.17
Bl 79.43 52.71 52.39 52.11 4936 48.55
FGSM-UAP 1.39
e 78.91 52.24 51.98 51.76 49.36 47.89
BT 84.49 54.79 53.45 53.09 52.01 48.97
ATk 1.12
=] 83.83 54.23 53.06 52.82 51.35 48.21

AL AR SR A
© tp[H G BB AT A



PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

0.8

—e— FGSM-CKPT
—+— FGSM-RS
0.7F N-FGSM
PGD-AT
0.6F FGSM-UAP

— A3

05}
]
Hr
X 04f
g

0 2 20 60 %0 100
UEAEE R

03

02

0.1F

0.0

3 ResNetISAELL T IIZ CIFAR-10 B i AR w6kl
GOTIEERA I
Fig. 3 Comparison of different adversarial training methods in

training ResNet18 on CIFAR-10
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3.2.2 CIFAR-100 FPEREXS He 5 P-4,

% ResNet18 752 44 1 15 1Y) CIFAR-100 %545 4
TN & e SR N 3 R AR SO
WRARARFE T HERB IR B, T 071k 1 & B PEAE PGD-10
#) 7% 7 F H FGSM-CKPT (Kim %, 2021) 42 55 T
7.77%, 75 C&W Y &, H & 4 B L N-FGSM
(Jorge % ,2022) #2151 1. 63%, 1£ AutoAttack W7 T
[t FGSM-UAP(Pan %,2024) 3253 T 1. 1% HARHF T
RUFTHRE R . EIZRERT , i s Dk Bk
K B AR A ka3, 25 S &1 5 B, BB AT T, AR S
FIT 4Dy i B DA R - 1) R B HE R X P e Ax
VIR A B 25 F 5| T X B A AR B, AT DA
XFHUREA A X A0 2o P | A 00k e 9 P it 40
Bro 2)TERRIESS U i LAtk T, Bl A TE T, DA
A4 2 ) I WU AR 81 2 | BB A A L R R I
Btk

AT 5B HERY FGSM-MEP (Jia % ,2022)
TN, SRR S RN 4 R . 7E WideResNet34-
10 B ARG ARESR T, A SO A T 0k B Fn 4
K DS T At S A

L F FGSM-MEP #2551 4. 66%. XJ Lk 25 5 1
&l 6 fir

#2 CIFAR-10 bl 2k DeiT-Ti &7 £ Wi 45 R
Tab.2 Comparative test results of different methods on DeiT-Ti using CIFAR-10

B } BRI % i
EENEES Ik Tk B % UIEREI
PGD-10 “PGD-20  PGD-50 C&W AA
PGD-AT 75.46 48.62 48.10 47.92 45 .40 43.62 3.19
DeiT-Ti FGSM-RS 80.48 4237 41.92 41.83 39.05 37.29 0.64
ARk 81.50 45.39 44.92 44.55 42.03 40.18 0.93

o MWE 6 Al LLE i, FGSM-MEP {3 T %K
MEVES LA 4. I H, FGSM-MEP 75 54§ i 4~
SRR AE R TR A AR SO R E A — Atk
[R5k, RRE TR AT, Bl UL,
RS AE AL 3T G 2 R RCHE R DR 2% 5 4 7 1L AT
B EM

3.2.3 Tiny ImageNet FVERERT 51

TE 43 HE R iy H 250 R ik 5 52 2% 19 Tiny Ima-
geNet Z0H5 45 L XF H AR P4 ResNet-18 17111 45, 52
X L ZE R MK 5 Fros , h R ST H0, S 45 RS
CIFAR Z 9 Bdl e S AR — B, AR SOk AE R R B
TS LAY RIS, & RS BE AR T W, 7R o0 B
YR TR REN S . RIPER AT Sl
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%3 CIFAR-100 _Eijll 2k ResNet18 f & 77 ik ik 45
Tab.3 Comparative test results of different methods on ResNet—18 using CIFAR-100

- . ) EENEE %
SR EES Jrik BIRL A E % YR h
PGD-10 PGD-20 PGD-50 C&W
3/ 58.15 29.47 28.62 28.46 2841 2546
PGD-AT 473
3= 57.98 29.36 28.53 28.40 2832 2546
A 50.66 23.57 23.02 22.83 22.65 1929
FGSM-RS 1.17
e 63.87 00.32 00.13 00.07 0.00 0.00
il 64.02 21.97 21.23 20.82 20.77 18.37
FGSM-CKPT 1.60
e 64.14 21.21 20.76 20.19 20.64  18.22
ResNet—18
et 57.15 27.71 27.32 26.89 2452 2291
N-FGSM 1.17
w5 57.45 27.35 27.09 26.73 2447 2269
Iy 55.83 28.02 27.92 27.15 2534 2331
FGSM-UAP 1.82
=] 55.59 27.41 27.11 27.02 25.19  23.07
/a0 62.52 29.74 29.62 29.06  26.15  24.41
ARILTTIE 1.68
=) 62.53 29.32 29.11 28.93 26.12  24.29
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XU ZRTTEEAE AT L
Fig. 4  Comparison of different adversarial training methods in

training PreActResNet18 on CIFAR-10
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%4 CIFAR-100 _Eijll % WideResNet34-10 9% 75 & MK 45 R
Tab.4 Comparative test results of different methods on WideResNet34-10 using CIFAR-100

. o " . BHERTE %
EEANEE ik R ARG %
PGD-10 PGD-20 PGD-50 C&W AA
Il 48.35 25.11 24.75 23.89 19.52 19.12
FGSM-MEP
JE 72.63 19.15 14.09 10.73 12.47 2.69
WideResNet34-10
Ity 67.15 29.77 27.62 27.36 24.15 2441
ES@RFS
e 67.07 29.16 27.11 27.04 24.61 24.29
TE A AR 180 S O B
i %5 Tiny ImageNet L)l % ResNet—18 B & 75K & R
- migasim Tab.5 Comparative test results of different methods on
035 N-FGSM
T A ResNet—18 using Tiny ImageNet
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Fig. 5 Comparison of different adversarial training methods in FGSM-UAP 45.83 18.75 9 3.86
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Fig. 6 Comparison of FGSM-MEP and the proposed method in
training WideResNet34-10 on CIFAR-100
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Fig. 7 Loss landscape visualization for different fast adversarial training methods
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Tab. 6 Effect of the regularization weight v on model per-

formance
Y TR % RN %
4 85.45 52.98
8 84.93 53.83
12 84.49 54.79
16 84.07 54.12
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