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Design of an integrated steganalysis model for adversarial steganography

Ma Xuanbo, Zhang Shihao®, Tian Huawei
College of Information and Cyber Security, People’s Public Security University of China , Beijing 100038, China

Abstract: Objective At present, deep learning—based steganalysis methods generally outperform traditional handcrafted-
feature approaches in conventional settings; however, under white-box adversarial attacks constructed by exploiting model
gradients, their ability to detect adversarially generated stego images often degrades substantially. Meanwhile, the adver-
sarial perturbations introduced to deceive deep neural networks may induce non-natural local pixel variations or abnormal
neighborhood dependencies in stego images, thereby disrupting high-order statistical regularities. Such artifacts make
adversarial stego images more detectable by traditional steganalysis methods that rely on handcrafted features and statistical
analysis. Therefore, a key problem is how to effectively exploit the complementary strengths of deep learning—based and tra-

ditional approaches within a unified steganalysis framework. In addition, existing adversarial-training strategies typically
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require a large number of adversarial stego images with ground-truth labels, whereas in real-world deployments such images
are difficult to obtain and their labels are often unavailable. Motivated by these practical constraints, this paper proposes
an integrated steganalysis framework designed for adversarial steganography scenarios. Method First, we employ a tradi-
tional steganalysis method based on SRM (Spatial Rich Model) handcrafted features and a deep learning—based steganaly-
sis method, Ye-Net, as heterogeneous base learners. For an input sample, both detectors output the posterior probability
that the sample is a stego image, and their outputs are integrated through an ensemble strategy to reduce the performance
volatility of any single detector under adversarial perturbations. Since the two detectors exhibit markedly different output
scales and calibration characteristics, we introduce a sigmoid-based alignment with a normalization intensity factor to
match their output distributions and map them into a comparable probability space. After this calibration, we obtain a
probability-level feature representation that serves as the input to the subsequent classifier. At the classifier level, we con-
struct a deep classifier based on DANN (Domain-Adversarial Neural Network ). The classifier consists of a feature extrac-
tor, a label predictor, and a domain classifier. The feature extractor and the domain classifier are connected via a gradient
reversal layer and engage in an adversarial game: the feature extractor is trained not only to minimize the label predictor
loss, but also to suppress domain separability, thereby learning domain-invariant features that are transferable across the
non-adversarial domain and the adversarial stego domain. The learned features are then fed into the label predictor to pro-
duce the final label. This design enables effective training in scenarios where ground-truth labels in the adversarial stego
domain are unknown or unavailable. In addition, we observe that in adversarial steganography settings a subset of adver-
sarial stego images may undergo excessively large shifts in the feature space. During domain-adversarial alignment, such
samples can be misleadingly pulled toward the cover region, which triggers negative transfer and deteriorates training effec-
tiveness. To address this issue, we introduce a deviated-sample identification module, implemented with a multi-layer per-
ceptron, before domain-adversarial training. The module identifies and filters out target-domain stego images with overly
strong adversarial deviations, thereby mitigating negative transfer, stabilizing domain alignment, and further improving
cross-domain generalization under adversarial perturbations. Result To evaluate robustness under different adversarial
intensities, this paper constructs multiple test sets by mixing adversarial stego images and non-adversarial stego images at
varying ratios. The experimental results reveal a distinct performance divergence among baseline detectors as the adver-
sarial ratio increases. Deep learning-based models (including Ye-Net, SRNet, and LWENet) demonstrate superior detec-
tion accuracy in non-adversarial scenarios; however, their overall detection error Pe (Probability of Error) deteriorates sig-
nificantly as the proportion of adversarial stego images rises, confirming that deep discriminative features are highly vulner-
able to targeted gradient-based perturbations. Conversely, traditional methods based on handcrafted features (such as SRM
and SPAM) exhibit an inverse trend, where error rates decrease or stabilize under high-intensity adversarial steganography
conditions, indicating that statistical residual features are more sensitive to the abnormal artifacts introduced by adversarial
perturbations. Leveraging the complementary nature of these characteristics, the proposed fusion-based steganalysis model
consistently maintains the lowest and most stable detection error across most mixing ratios , outperforming even the special-
ized adversarial defense model, KDNFT. Experimental results demonstrate that under adversarial attacks of varying intensi-
ties, the proposed model reduces the average error rate by 15. 95% and 6. 06% compared to traditional models (SPAM and
SRM, respectively), by 10.93% to 19. 50% compared to deep learning models (Ye-Net, SRNet, and LWENet), and by
5.90% compared to the robustness-enhanced method KDNFT, achieving state-of-the-art (SOTA) performance in adver-
sarial steganography scenarios. Conclusion This paper presents a fusion-based steganalysis framework that achieves stable
and effective cross-domain alignment without requiring ground-truth labels in the adversarial stego domain. By integrating
SRM and Ye-Net within an ensemble representation, aligning heterogeneous outputs via normalization intensity factors,
and adopting a domain-adversarial transfer classifier enhanced with a deviated-sample filtering mechanism implemented
with a multi-layer perceptron, the proposed approach substantially improves robustness and generalization under adver-
sarial steganography conditions. The framework provides a practical and promising pathway toward more accurate and
highly reliable steganalysis systems in adversarial environments.

Key words: image processing; steganalysis; deep learning; adversarial steganography; ensemble learning; domain-

adversarial neural network
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(Tang 55, 2019) i FH A 28 14 145 AR st Bt B 5 14
1%, I 18 0% .25% . 50% . 75% . 100% FFI Xt He 4]
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# 1 S-UNIWARD B EE T AR LG &4/ P EXTLER

Table 1 Comparison of P*"° Values of Different Models under Various Adversarial Ratios for the SC-UNIWARD Stegano-

graphic Algorithm
TRAS ST Ye~Net SRNet LWENet SPAM SRM KDNFT Ours

0.2bpp

0% 0.269 6 0.472 8 0.299 5 0.445 4 0.366 1 0.359 7 0.276 0

25% 0.356 3 0.483 4 0.3502 0.4337 0.340 0 0.3400 0.260 5

50% 0.4392 0.495 7 0.399 4 04211 0.316 5 0.320 7 0.2390

75% 0.528 0 0.504 9 0.447 3 0.407 3 0.290 9 0.301 1 0.2195

100% 0.6119 0.5158 0.497 3 0.3957 0.263.0 0.282 4 0.203 0

1y 04410 0.494 5 0.398 7 0.420 6 0.3153 0.320 8 0.239 6
0.4bpp

0% 0.1419 0.266 8 0.1125 0.3510 0.200 5 0.139 4 0.1355

25% 0.1839 0.308 2 0.177 8 0.3216 0.1870 0.147 6 0.1270

50% 0.2232 0.3455 0.243 6 0.293 2 0.174 0 0.161 1 0.1255

75% 0.263 7 0.378 5 0.3102 0.261 0 0.1550 0.173 0 0.1180

100% 0.301 7 0.390 2 0.376 0 0.2342 0.142 0 0.1822 0.1170

T 0.222 9 0.337 8 0.244 0 0.292 2 0.1717 0.160 7 0.1242
0.6bpp

0% 0.104 0 0.159 8 0.1103 0.260 2 0.133 6 0.1319 0.089 5

25% 0.218 3 0.2254 0.143 6 0.248 7 0.1558 0.142 6 0.1290

50% 0.3315 0.292 8 0.178 5 0.2349 0.1770 0.1537 0.176 0

75% 0.444 8 0.360 9 0.213 6 0.2229 0.197 1 0.1679 0.2100

100% 0.558 6 0.4297 0.244 9 0.2125 0.2224 0.175 4 0.2530

1y 0.3314 0.293 7 0.178 2 0.235 8 0.1772 0.154 3 0.1715

fi& T KDNFT. SK10 , B A RF a4 R 2K

XTS5 R A RLETT Bl B B PR e L B

ORI, AR BT R AP AR E T Sz AL BE T
Mt ax Al PR AR R (2R A PERE S 12

#®2 HILLBEEHEZET AR 615 4H P BT E R

e 7, A S0 H HILL B2 5 53  FE AR 0. 4 bpp
(R 5 AT R A0 SR AT I, SE e 45 SR Ak 2
iR :

Table 2 Comparison of P**° Values of Different Models under Various Adversarial Ratios for the HILL Steganographic

Algorithm
Xt LA Ye—Net SRNet LWENet SPAM SRM KDNFT Ours
0% 02316 0.3815 0.273 8 0.467 7 0.401 1 0.382 6 0.262 0
25% 0.3015 0.400 7 0.326 5 0.460 3 0.370 1 0.374 0 0.244 0
50% 0374 1 0.4199 0.382 3 0.4549 0.346.3 0.365 7 0.228 0
75% 0.446 2 0.437 3 0.4359 0.448 1 03152 0.354 5 0.2140
100% 0.518 5 0.456 3 0.487 5 0.4415 0.283 1 0.347 5 0.2010

© hEEZR KB

WAL



OiEE, K5, HES
HXWMESHMERE SRR

TE ik A R A 0.4bpp ) 4 T, X LE S-
UNIWARD 5 HILL P fa 5 505 R 19 52 5 45 2 ]
PLR I, 7ETCXHHL &1 R, SSUNIWARD 37 5 T 445
T p"o > {H B A T HILL 375, Ul W76 AR [F) e AR
T, HILL S8 X A ) 65 11 75 ARG B8 LBk Bt . X
Pt L5 328 g B T 1) 2o R v R A R B AN R 7Y
PEREAS (L #a Y . 7E S-UNIWARD ¥ 5 F |, B & Xt
H B T, BR R AR M RE IR AL R I 2, T AL S50
T RIAEZ AT FL B T B S B — o i e L 2 ke
LA MTE HILL Y5 R VR B AR 3R A i 5
HV U AR G S A AN AE S-UNIWARD 4%
P B S, 33X R WA [A] A B 5 B3 25 S i X 4 3
X AR R T =

ot — 2% e DUR B, B Rl A RS
R AE S-UNIWARD 5 HILL % Fh e 5 0 vk R 2445
FREL B R LR B, Hp™ - Y 43 511 0. 1242 F1
0.2010. H A AEXHIT A8 fh i 78 rh % Sl
JERE /N JUHAE XL L ST A AR A 3 R
A RO REIR AL , B0 A i S g oSt 5
ALt S . #F— 20 Hh AR SCHE SS-UNIWARD 53 %
0. 4bpp &7 5 v, 38 28 9 5 ) T 4 R 1 (L, 75
FA B ROC ZE NI 10 Fis o

ME10(H) AT LA, filE BIRLERAS T2 i
()73 AUCAEL (0. 949) , #8881 £ XXk S &
i 1 43 98 4558 KDNFT (0. 941) , I & 3 1 F SRM
(0.916) Fl Ye-Net (0. 817) P A Fk vfE AR 7R | 53¢ 3¢ BH
AREALELAS T IS MOR R e B 0 ) R, 78
ANTE A RHT LG T, 55 780 250 R 4 45 A v 1 255 1 )
AEJI.

(EARE B A, EE 10(d) FE 10(e) B X BT
Wrsod  BARE ROC HTZR 8L T TPR PRk R %
{HFPR L ARFEAAS R AE O, 3% 2 i TRl A B B
2 ) 0 5 SR IR FUR IR DANN W 45, 8 4K ft SRM
PSR B AL, BB AL (Y e 2T o BB A T
FEE (A AR S AR . E—20 L, LIt He )
R 50% R, TE A AR B fe 2 0 TN 43 551X fE) Dy
[0.6,0.65], MM AN J2 3% 2L 43 i v Bl 43 %508k 422 30 1
TEREA B B 22 A 175 150, % e T 43 BOUX ][ 0. 6,
0. 65]F1[0.65,0. 7], IEFEA B g PJUH T [ (B ARE
ARECE A B B, Xt 5 2 TPR B2k T R M
FPRJL-F %A ALY IE I o 7 52 B ) J0 7 v, )

B R AR MR B A R 0. 5, PRI —fF A
S M il AR A T ROR

ZEA 7 S-UNIWARD 375 5 F AR 6T H 4l 5
= itk A (0. 2bpp. 0. 4bpp F1 0. 6bpp) LA & HILL
Y5 B 10 5236 25 L AT R AR 28 40 B il A TR

P BIME N 0. 1913, A LT SPAM 15 SRM FiFi £ 5:

B 5 A3 A AL, 43 B BEAIC T 0. 1595 F10. 0606, 4 H
T Ye-Net . SRNet 5 LWENet = Fpig i 2% 2] a5 /30 Hr
REL S S FEA T 0. 1511.0. 1950 10. 1093, #H 1L T
KDNFT, FAK 17 0. 0590, 7E45 & H EAF RS &
B2 AN R DL AR 6] XT3 55 1) 5 2% S 6 R 55
TR AR TE R R R R E I T A LS
Trik S BRI 2 2 3 RS b sk
SEELT Y ETEAL (SOTA) KM PERE . RIS, iZ L 34Tt
JE AU TR B R — i AR, R A2 Y
S 2R XIS R RS e R R AP
P AT WARSE ¥
2.4 XFHiK

FE X — #4143 51 Lh SRNet, LWENet 5
KDNFT{E R 3t Hbrt i i s BE i A ik
7E 4 0. 6bpp, Bt 5 51k R F S-UNIWARD 5 ADV-
EMB. ¥ SPAM 5 SRM J& T4 40 i RIS 40 #r
T3, NI i ) i A B A b 24, DRI TR R T
B A B AR A X BT BB S B . X T
KDNFT M 5 , HA5H 615 VR BE 5 2] 43 3 5% Gk
A3 S AN DR TSR A %o r A o ) i R 2
IR A X B Bl

X FRE BN, TSR IR
DANN S 2R ER AL ST T A 1] S 5 B A T 08
HL, X5 T O 25 A AR 5 4 (i FH SRM 75 3] e & DR 25
e ZALENTE I 255 B 72 T T Y i 4
Pk A%, (45 35 TR B 1Y) 1 & o s M DA B 4%
St o PRI TE I AR A B A% 2 R X P B S (B
1§ BRI A AR HERE A — e B AR S~
> i R, AR SCR BT XY e-Net 44 18 1 XL B
5 G AT R DAL o FE R A RS
(0. 6bpp) , Ye-Net 15 SRM 4> 32 %1 K [A] 72 i i T
Pt o DA T[] 8255 M 5 A8 (18 R (A ) 1) 25 SR S xef
il A HE 48 B ] 2 3 e ik, e SL g ANk 3
JIi7R

B A X B ) 328 20 T L A B AR AR Y
() JI A 7 35 35 S B R A ()R 2 1 1 AR A ey

e ,H
© i 4 T S 47

13



PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

1.0 1.0 1 1.0 1
0.8 0.8 0.8 4
0.6 0.6 4 0.6 4
o~ -4 -4
(-9 (-9 (=9
= = =
04 —— Ours (AUC=0.953) 04 —— Ours (AUC=0.945) 041 = Ours (AUC=0.935)
= SRM (AUC=0.877) s SRM (AUC=0.897) s SRM (AUC=0.916)
YeNet (AUC=0.964) —— YeNet (AUC=0.853) YeNet (AUC=0.755)
02 = SPAM (AUC=0.698) 024 == SPAM (AUC=0.737) 024 = SPAM (AUC=0.774)
~——— SRNet (AUC=0.764) ~—— SRNet (AUC=0.729) ~—— SRNet (AUC=0.699)
LWENet (AUC=0.946) LWENet (AUC=0.899) LWENet (AUC=0.848)
4 = KDNFT (AUC=0.955) / = KDNFT (AUC=0.937) / —— KDNFT (AUC=0.916)
0.0 + . v . : 0.0 + . v : . 0.0 + T : v .
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
FPR FPR FPR
. N ..
(a) XL 0% (b) - XFHTEL i 25% (¢) XTHLLLHI 50%
1.0 1.0 1.0 4
0.8 0.8 0.8
0.6 0.6 4 0.6 4
-4 4 -4
(- o e
= = =
04 w— Qurs (AUC=0.928) 041 = Qurs (AUC=0.918) 04 w— Qurs (AUC=0.952)
—— SRM (AUC=0.939) —— SRM (AUC=0.959) —— SRM (AUC=0.916)
= YeNet (AUC=0.646) = YeNet (AUC=0.544) = YeNet (AUC=0.817)
02 = SPAM (AUC=0.819) 02 = SPAM (AUC=0.866) 024 = SPAM (AUC=0.749)
=== SRNet (AUC=0.678) == SRNet (AUC=0.670) == SRNet (AUC=0.730)
LWENet (AUC=0.799) LWENet (AUC=0.750) LWENet (AUC=0.891)
/" = KDNFT (AUC=0.894) 7 = KDNFT (AUC=0.874) / = KDNFT (AUC=0.941)
0.0 + T T T T 0.0 + T T T T 0.0 T T T -
0.0 0.2 04 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
FPR FPR FPR
.. ..
(d)  XPrbf 75% (e) XIHLHLA 100% (N ¥y

((a) Adversarial Ratio 0%; (b) Adversarial Ratio 25%; (¢) Adversarial Ratio 50%;(d) Adversarial Ratio 75%; (e) Adversarial Ratio

100%; (f) Average )

BI10  AFXHCE G 4R ROC I ZE A AUC{H
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Table 5 Component Effectiveness Evaluation
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